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Mixed Questions

QUESTION 1

Your network contains an Active Directory domain named contoso.com. The domain contains two member
servers named Serverl and Server2 that run Windows Server 2012.

You log on to Serverl.

You need to retrieve the IP configurations of Server2.

Which command should you run from Serverl?

dsquery * -scope base -attrip, server2
winrs -r:server2ipconfig

winrm get server2

ipconfig> server2.ip

CSow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:
http://technet.microsoft.com/en-us/library/dd163506.aspx

Using WIinRS

You can use WInRS to administer a Server Core installation remotely from the command line. WinRS is a
command-line tool included in both Windows Vista and the Full installation of Windows Server 2008, which
relies on Windows Remote Management (WinRM) to execute remote commands, especially for headless
servers. WinRM is Microsoft's implementation of the WS-Management protocol, a standard Simple Object
Access Protocol (SOAP)-based, firewall-friendly protocol that enables hardware and operating systems from
different vendors to interoperate. You can think of WinRM as the server side and WinRS the client side of
WSManagement.|...]

Using WInRS to Administer Server Core in a Domain The basic syntax for WinRS commands is as follows:
winrs -r:itarget command where target is the name (NetBIOS or FQDN) of the Server Core installation that has
had WinRM enabled on it, and command is any command string that you want to execute on the Server Core
installation. For example, to use WinRS to enable Remote Desktop remotely on a Server Core installation
named SEA-SC2, type the following command on any computer running Windows Vista or on a Full installation
of Windows Server 2008:

winrs -r:SEA-SC2 cscript %WINDIR%\system32\scregedit.wsf /ar 0
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QUESTION 2

Your network contains an Active Directory domain named contoso.com. The domain contains a server named
Serverl that runs Windows Server 2012.

On a server named Server2, you perform a Server Core Installation of Windows Server 2012. You join Server2
to the contoso.com domain.

You need to ensure that you can manage Server2 by using the Computer Management console on Serverl.

What should you do on Server2?

A. Run the Disable-NetFirewallRulecmdlet.
B. Run the Enable-NetFirewallRulecmdlet.
C. Run sconfig.exe and configure the network settings.



D. Run sconfig.exe and configure remote management.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

As we can see on the following screenshot, Remote Management is enabled by default on a new Server Core
installation of 2012 (so we don't have to configure it on Server2) BUT that's not enough as it only enables
WinRM-based remote management (and computer management is not WinRM-based of course).

To enable the remote management from an MMC (such as server manager, or computer manager), we have to
enable exception rules in the Firewall, which can be done, amongst other ways, using Powershell and the
Enable-NetFirewallRulecmdlet.
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2012GUIRAD on Z02012 - Virtual Machine Connection ¥

Computer Management
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There are no items to show in this view.

Computer Management -

Computer 2012COREZOZAN 2 LOC cannot be managed. Verify that the
i ! . nebtwork path is correct, the computer is available on the nerwork, and

that the appropnate Windows Firewall rules are enabled on the target
cumeufer.

To enable the appropriate Windows Firewall rutes on the remote
computer, cpen the Windows Firewall with Advanced Security snap-in, §
and enable the following Inbound Rules:

COM+ Metwork Access (DCOM-In)

All rules in the Remote Event Log Management group

You can also enable these rules by using Group Pelicy settings for
Windows Firewall with Advanced Security. For servers that are running
the Server Core installation opticn, run the Metsh AdvFirewall
cammand, or the Windows PowerShell NetSecurity module.

0K

NB: For the example, i only used Enable-NetFirewallRule -displaygroup "Remote Service Management" and
Computer Management was then able to connect to my 2012 server core.

From the MSPress book "Upgrading your skills to MCSA Windows Server 2012" Note also that in previous
versions of Windows Server, remote Server Manager management required many open ports, and Configure-
SMRemoting was a Windows PowerShell script that opened all those ports. In Windows Server 2012, remote
Server Manager management relies only on WinRM for most features (such as deploying roles, restarting, and
Windows PowerShell) and on DCOM for some additional features (such as Computer Management).
Consistent with this more efficient remote management method, Configure-SMRemoting configures only
WinRM in Windows Server 2012, and is now the equivalent of the command WinrmQuickconfig. Like when you
enable remote management in the interface or by using WinrmQuickconfig, if you enable remote management
by using Configure-SMRemoting, you still need to enable the DCOM ports manually later if you want more
complete remote management functionality by using MMC consoles.

[.]

Again, like WinrmQuickconfig and Configure-SMRemoting, enabling remote management in Sconfig configures



only WinRM-based remote management.
http://technet.microsoft.com/en-us/library/jj554869.aspx
"A Composite Solution With Just One Click" - Certification Guaranteed 4 Microsoft 70-417 : Practice Test

Enable-NetFirewallRule

Detailed Description

The Enable-NetFirewallRulecmdlet enables a previously disabled firewall rule to be active within the computer
or a group policy organizational unit. This cmdlet gets one or more firewall rules to be enabled with the Name
parameter (default), the DisplayName parameter, rule properties, or by associated filters or objects. The
Enabled parameter for the resulting queried rules is set to True.

QUESTION 3

Your network contains an Active Directory domain named contoso.com. The domain contains a server named
Serverl that runs Windows Server 2012 and a server named Server2 that runs Windows Server 2008 R2
Service Pack 1 (SP1). Both servers are member servers.

On Server2, you install all of the software required to ensure that Server2 can be managed remotely from
Server Manager.

You need to ensure that you can manage Server2 from Serverl by using Server Manager.

Which two tasks should you perform on Server2? (Each correct answer presents part of the solution. Choose
two.)

A. Run the Configure-SMRemoting.ps1 script.

B. Run the Enable-PSSessionConfigurationcmdlet.
C. Run the Set-ExecutionPolicycmdlet.

D. Run the systempropertiesremote.exe command
E. Run the Enable-PSRemotingcmdlet.

Correct Answer: AC
Section: (none)
Explanation

Explanation/Reference:

Explanation:

First, installed a 2008 R2 SP1 server and installed .Net 4 and WFM 3 on it. When tried to connect with server
manager from 2012 received this error:

Online - Venfy WinRM 3.0 service is installed, running, and required firewall ports are open
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Next ran these commands on the 2008 R2 server from an elevated PowerShell:
Set-ExecutionPolicyRemoteSigned
Configure-SMRemoting.ps1 -force -enable



PS5 C:'\Windowshsystem32»= Set-ExecutionPolicy RemoteSigned

Execution Policy Change
he execution policy helps protect you from scripts that you do not trust. Changing the execution policy
fyou to thE =ecur"1't3. r -:IE'=cr"'| bed in the abnut Execution_Policies help topic at

want to change the execution policy?

= = I.f
s1 -force -enable

Enabling Server -13r|agr.=_r" remote ﬂ'anagen:-ent. i

WinRM iz already set up to receive reguests on this computer.

WinRM haz been updated for remote management.

Created a WainEM listener on HTTP://* to accept W5-Man reguest=z to any IP on this machine.
WinRM Tirewall exception enabled.

3 rule(=]}.

rule(s].

3 rule(=]}.

Finally, you can see where the machine is now showing as ready to be managed by 2012:

Online - Perfformance counters not started

Restart Senver

Computer Management
Remote Desktop Connection
Windows PowerShell
Configure NIC Teaming

Configure Windows Automatic Feedback

Manage As ...
Start Performance Counters
Remove Server

Refresh

Copy

http://blogs.technet.com/b/canitpro/archive/2012/05/28/managing-older-versions-of-
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windows-with-windowsserver-8-beta-tools-and-vice-versa.aspx

The above mentioned link gives an exact step-by-step example of how to do this, which includes setting the
execution policy of PowerShell and Running the SMRemoting.ps1 script.
http://technet.microsoft.com/en-us/library/hh849694.aspx This link describes that you cannot use the Enable-
PSRemoting command on a machine that has both PS 2.0 and 3.0. Since 2008 R2 ships with 2.0, and WMF 3
installs 3.0, that means the 2008 R2 box would have both.

CAUTION: On systems that have both Windows PowerShell 3.0 and the Windows PowerShell 2.0 engine, do
not use Windows PowerShell 2.0 to run the Enable configured correctly. Remote commands, and later attempts
to enable and disable remoting, are likely to fail.



http://technet.microsoft.com/en-us/library/dd759202.aspx

To configure Server Manager remote management by using Windows PowerShell

1. On the computer that you want to manage remotely, open a Windows PowerShell session with elevated user rights, T
Run as administrator.

2, In the Windows Powershell session, type the following, and then press Enter.

Set-ExecutionPolicy -ExecutionPolicy RemoteSigned

3, Type the following, and then press Enter to enable all required firewall rule exceptions.

Configure-SMRemoting.psl -force -enable

http://msandbu.wordpress.com/2012/08/26/administer-other-windows-server-from-server- manager-2012/

Administer Other Windows Server from Server Manager 2012 Now the new Server Manager is a lifesaver, it
allows to manage multiple servers from one console. By default it is only supported for Windows Server 2012
but by downloading Windows Management Framework 3.0 and, Net 4 you can manage older versions as well.
(2008, 2008R2)

You can download the needed files from here >http://www.microsoft.com/en- us/download/details.aspx?

1d=29939 http://www.microsoft.com/nb-no/download/details.aspx?id=17718
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Welcome Tile Task Details and Notifications

All Tasks | 1 total

Filter L Ev RAw

Status  Task Name Stage Message Action

%) Automatic Refresh Comple... Refresh failed

-
Status  MNobfication Time Stamp

DC : Configuration refresh failed with the following error: The metadata failed to be retrieved from the server, 26082012
due to the following emor WinEM cannot complete the operation. Verfy that the specfied computer name is

valid, that the compater is accessible over the networl, and that a firewall exception for the WinRM service is
enabled and allows access from this computer, By default, the WinRM firewall exception for public profiles
limits access to remote compters within the same local subnet

o £ Th S il

And you need to install these on the servers you need to manage. After these are installed you need to run
some commands.

Set-ExecutionPolicy -ExecutionPolicyRemoteSigned

Configure-SMRemoting.ps1 -force enable



= aAdministrator: Windows Powershell

Windows PowerShell
Copuyright <C» 2012 Microsoft Corporation. All rights reserved.

PS CosUsersSAdministrator? Set—ExecutionPolicy —ExecutionPolicy RemoteSigned

Execution Policy Change

The execution policy helps protect wvou from scripts that vou do not trust. Changing the exer
vou to the security risks described in the about_ Execution_Policies help topic at
httpss-sgo.microsoft . comAAwlink s ?LinkID=135178. Do wou want to change the execution policy?
[¥]1 Yes [M]1 Mo [51 Suspend [?7]1 Help {(default iz "$¥'">: u

FS CoslserssAdministrator? Conf igure—-SHMHemoting.psl —force —enahbhle

Enabling Server Manager remote management...

WinRM is already set up to receive reguests on this computer.

WinBM has been updated for remote management .

Created a WinBM listener on HTTP:rr=* to accept W5—Man reqguests to any IP on this machine.
WinBM firewall exception enabled.

Updated 3 ruleis).

Updated 2 rulefs).

Updated 3 rulefs).

PS CosUsersSAdministrator? _

After that is done, you can now manage your other servers.
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mws SERVERS

All servers | 2 total

I8 Dashboard

i Local Server A Refresh completed with one or more waming messages
B Al Servers e

5 @~ @
ig! AD DS
E AD LD5 Server Name [Py Address Manageability
4]
== DNS 160.007 Online - Cannot get BPA resulfts
HE File and Storage Services P SRV2012 1000100  Online - Cannot get BPA results
o IS

¢ | i

EVENTS

All events | 41 total

Fitter p B @Hw

Server Name (D Severity Source Log
D 10154 Warmning Microsoft-Windows-Windows Remote Management  Syst
D 10149 Wamning Microsoft-Windows-Windows Remote Management  Syst
D 10154 Wamning Microsoft-Windows-Windows Remote Management  Syst
D 1014 Warning Microsoft-Windows-DNS Client Events Sy
D 144 Warning Microsoft-Windows-Time-Service Syt
D 12 Warning Microsoft-Windows-Time-5ervice Sysi
DC 29 Wamina Microsoft-Windows-Kerberos-Kev-Distribution-Center  Susth

You can see that now the AD server (DC) is added and AD role is added on the side as well Smile
QUESTION 4

Your network contains an Active Directory domain named contoso.com. The network contains a server named
Serverl that runs Windows Server 2012 and a server named Server2 that runs Windows Server 2008 R2
Service Pack 1 (SP1). Serverl and Server2 are member servers.

You need to ensure that you can manage Server2 from Serverl by using Server Manager.

Which two tasks should you perform? (Each correct answer presents part of the solution.



Choose two.)

A. Install Windows Management Framework 3.0 on Server2.
B. Install Remote Server Administration Tools on Serverl.

C. Install the Windows PowerShell 2.0 engine on Serverl.
D

. Install Microsoft .NET Framework 4 on Server2.
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E. Install Remote Server Administration Tools on Server2.

Correct Answer: AD
Section: (none)
Explanation

Explanation/Reference:
Explanation:
http://technet.microsoft.com/en-us/library/hh831456.aspx#BKMK _softconfig

4 Software and configuration requirements

Server Manager is installed by default with all editions of Windows Server 2012, Although you can use Server Manager to
Manager does not run directly on Server Core installation options,

To fully manage remote servers that are running Windows Server 2008 or Windows Server 2008 R2, install the following up

1. \NET Framewuork 4
2. Windews Management Framewaork 3.0 The Windows Management Framework 3.0 download package updates Winc
Server Manager collect information about roles and features that are installed on the managed servers. Until the up
Verify earlier versions run Windows Management Framework 3.0,
3. The performance update associated with Knowledge Base article 2652011 allows Server Manager to collect perforn
QUESTION 5

Your network contains an Active Directory domain named contoso.com. All servers run either Windows Server
2008 R2 or Windows Server 2012. All client computers run either Windows 7 or Windows 8.

The domain contains a member server named Serverl that runs Windows Server 2012. Serverl has the File
and Storage Services server role installed.

On Serverl, you create a share named Sharel.

You need to ensure that users can use Previous Versions to restore the files in Sharel.

What should you configure on Serverl1?

A. A data recovery agent

B. The Shadow Copies settings

C. The Recycle Bin properties

D. A Windows Server Backup schedule

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:



QUESTION 6
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You have a server named Serverl that runs Windows Server 2012. Serverl has the Hyper- V server role
installed. Serverl is connected to two Fibre Channel SANs and is configured as shown in the following table.
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Host bus adapter {HBA) name  Fibre Channel SAN name
HBA1 SAN1
HBAZ SANZ
HBA3 SAN1
HBAS SANZ

You have a virtual machine named VM1.
You need to configure VM1 to connect to SAN1.

What should you do first?

A. Create a virtual Fibre Channel SAN.
B. Configure network adapter teaming.
C. Add one HBA.

D. Create a Hyper-V virtual switch.

Correct Answer: A

Section: (none)

Explanation

Explanation/Reference:

QUESTION 7

You have a file server named Serverl that runs Windows Server 2012.
Serverl has following hardware configurations:

16 GB of RAM

A single quad-core CPU

Three network teams that have two network adapters each

You add additional CPUs and RAM to Serverl. You repurpose Serverl as a virtualization host.

You install the Hyper-V server role on Serverl. You need to create four external virtual switches in Hyper-V.
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Which cmdlet should you run first?

A. Add-NetLbfoTeamNic



B. Set-NetAdapter
C. Remove- NetLbfoTeam
D. Add-VMNetworkAdapter

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Here we're talking about hardware network adapters which belong to NIC teams Each external virtual switch
must be connected to a NIC or a NIC team, so we need 4 NICs or NIC teams but currently only have 3 teams
available. =>we need to break a team first and then connect the two last external virtual switches to each of the
2 "liberated" NIC

(an other solution could be to add one physical NIC and connect the last external virtual switch to it or add
several (two or more) NICs, create a NIC team containing them and connect the external virtual switch to the
NIC team)

http://technet.microsoft.com/en-us/library/jj130848.aspx NIC Teaming (NetLBFO) Cmdlets in Windows
PowerShell Remove-NetLbfoTeam: Removes the specified NIC team from the host.

http://technet.microsoft.com/en-us/library/hh831648.aspx

NIC Teaming Overview

NIC Teaming, also known as load balancing and failover (LBFO), allows multiple network adapters on a
computer to be placed into a team for the following purposes:

Bandwidth aggregation

Traffic failover to prevent connectivity loss in the event of a network component failure This feature has been a
requirement for independent hardware vendors (IHVS) to enter the server network adapter market, but until now
NIC Teaming has not been included in Windows Server operating systems.

Requirements NIC Teaming requires the presence of a single Ethernet network adapter, which can be used for
separating traffic that is using VLANSs. All modes that provide fault protection through failover require at least
two Ethernet network adapters. Windows Server® 2012 supports up to 32 network adapters in a team.

QUESTION 8
You perform a Server Core Installation of Windows Server 2012 on a server named Serverl.

You need to add a graphical user interface (GUI) to Serverl.

Which tool should you use?

The setup.exe command

The imagex.exe command

The Install-RoleServicecmdlet
The Add-WindowsFeaturecmdlet

Cow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

From the MSPress book "Upgrading your skills to MCSA Windows Server 2012" Converting a server with a GUI
to or from Server Core You can switch between a Server Core installation and full installation in Windows
Server 2012 because the difference between these installation options is contained in two specific Windows
features that can be added or removed.

The first feature, Graphical Management Tools and Infrastructure (Server-Gui-Mgmt-Infra), provides a minimal
server interface and server management tools such as Server Manager and the Microsoft Management



Console (MMC). The second feature, Server Graphical Shell (Server-Gui-Shell), is dependent on the first
feature and provides the rest of the GUI experience, including Windows Explorer. In Figure 1-9, you can see
these two features in the Add Roles And Features Wizard, on the Select Features page, beneath User
Interfaces And Infrastructure.

To convert a full installation to a Server Core installation, just remove these two features in Server Manager.
Note that removing the first feature will automatically remove the second, dependent feature.

[..]

You can also remove these graphical interface features in Windows PowerShell. If you have deployed a full
installation of Windows Server 2012 and want to convert it to a Server Core installation, run the following
Windows PowerShell command:

Uninstall-WindowsFeature Server-GUI-Mgmtilnfra -restart Remember that you only need to specify Server-Gui-
Mgmt-Infra for removal to remove both
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this feature and Server-Gui-Shell. Once the graphical management tools and graphical shell have been
removed, the server restarts. When you log back on, you are presented with the Server Core user interface.
The process can be reversed by replacing both features. You can do this from a remote server by using the
Add Roles And Features Wizard in Server Manager. You can also do it locally by running the following
Windows PowerShell command:

Install-WindowsFeature Server-Gui-Shell Restart

Note that when you install these two features from Windows PowerShell, you must specify them both.

Desktop-Experience

Server-Gui-Shell
Server with Server-Gui-Mgmt-Infra
aGul Minimal Se
Interfac
Server Core

To configure Minimal Server Interface, you can either start with a Server Core installation and add Graphical
Management Tools and Infrastructure or start with a Server with a GUI and remove Server Graphical Shell.

The Graphical Management Tools and Infrastructure feature includes Server Manager and some other basic
administrative tools, but it does not include (i.e among tohers) Windows Explorer.

NB: http://technet.microsoft.com/en-us/library/jj205467.aspx Install-WindowsFeature

Installs one or more Windows Server roles, role services, or features on either the local or a specified remote



server that is running Windows Server 2012. This cmdlet is equivalent to and replaces Add-WindowsFeature,
the cmdlet that was used to install roles, role services, and features in Windows Server 2008 R2. http://
blogs.technet.com/b/yungchou/archive/2012/07/18/windows-server-2012-installation- options.aspx
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a LivWingowsh\sysTLemid= A ure aerver-uui-she

Success Restart Needed Exit Code Feature Result

NoChangeNeeded {7}

’
Server with GUI i ®mServer-Gui-Mgmt-Infra
Minimal Server .
F
Interface : ) ) ) )
| Jerver-Gui-Shell depends
I onserver-gui-Momc-Infra
Server-Gui-Shell
1
L =i
* Uninstalling Server-Gui-Mamt-Infraremoves Server with GUI
= Installing Server=-Gui=-Shell restores Server with GUI
* Uninstalling Secver-Gui-Shell leaves with Minimal Server Interface

Minimal Server Interface

This is new. In Windows Server 2012, with a Server with GUI installation one can remove the Server Graphical
Shell (which provides full GUI for server) to set a full server installation with the so-called Minimal Server
Interface option with the following PowerShell comlet.

Unstall-WindowsFeature Server-Gui-Shell Restart.

This basically provides a Server with GUI, but without installing Internet Explorer 10, Windows
Explorer, the desktop, and the Start screen.

Additionally, Microsoft Management Console (MMC), Server Manager, and a subset of Control Panel are still in
place.

Minimal Server Interface requires 4 GB more disk space than Server Core alone
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QUESTION 9

You have a server named Served that runs Windows Server 2012. Serverl has five network adapters. Three of
the network adapters are connected to a network named LAN1. The two other network adapters are connected
to a network named LAN2.

You create a network adapter team named Team1 from two of the adapters connected to LANL1. You create a
network adapter team named Team?2 from the two adapters connected to LAN2.

A company policy states that all server IP addresses must be assigned by using a reserved address in DHCP.

You need to identify how many DHCP reservations you must create for Serverl.



How many reservations should you identify?

oow>
~ o wN

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

1 reservation for the NIC team on LAN1

1 reservation for the stand-alone NIC on LAN1
1 reservation for the NIC team on LAN2

=> 3 reservations.

QUESTION 10
You have a server named Served that runs Windows Server 2012.

You connect three new hard disks to Server 1.

You need to create a storage space that contains the three disks. The solution must meet the following
requirements:
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Provide fault tolerance if a single disk fails.
Maximize the amount of useable storage space.

What should you create?

A. A spanned volume
B. A simple space

C. A parity space

D. A mirrored space

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Simple space does not provide fault tolerance, neither does spanned volumes, whereas parity & mirrored
spaces do.

So the question is parity space or mirrored space to maximize the amount of useable storage space?

http://en.wikipedia.org/wiki/Spanned_volume

Unlike RAID, spanned volumes have no fault-tolerance, so if any disk fails, the data on the whole volume could

be lost.

http://arstechnica.com/information-technology/2012/10/storage-spaces-explained-a-great- feature-when-
itworks/

Storage Spaces explained: a great feature, when it works Three-way mirroring gives you less usable space
than two-way mirroring, but can tolerate the failure of up to two disks at once.

Parity mirroring gives more usable space than either mirroring mode (a 20GB storage space configured with

two-way mirroring will require about 40GB of physical disk space, but a 20GB parity storage space requires only

about 30GB) but comes with the aforementioned performance hit.



http://technet.microsoft.com/en-us/library/jj822938.aspx
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Resiliency Type

Simple

Stripes data across physical disks.
hMaximizes disk capacity and increases throughput.

Does not provide resiliency,

Mirror

Stores two or three copies of the data across the set of physical disks,

Increases reliability, but recuces capacity. Duplication occurs with every write. A mirror space also stripes the data
across multiple physical drives,

Greater data throughput than parity, and lower access latency.

+ Uses dirty region tracking (DRT) to track modifications to the disks in the poal. When the system resumes from an
unplanned shutdown and the spaces are brought back online, DRT makes disks in the pool consistent with each
other,

Parity

Stripes data and parity information across physical disks.
Increases reliability when it Is compared to a simple space, but somewhat reduces capacity.

« Increases resiliency through journaling. This helps prevent data corruption if an unplanned shutdown occurs,

NB: Parity spaces are not supported in a failover cluster configuration.

QUESTION 11
You have a server named Serverl that runs a full installation of Windows Server 2012.

You need to uninstall the graphical user interface (GUI) on Serverl.



You must achieve this goal by using the minimum amount of administrative effort.

What should you do?

From Server Manager, uninstall the User Interfaces and Infrastructure feature.
From Windows PowerShell, run Uninstall-WindowsFeature PowerShell-ISE.
From Windows PowerShell, run Uninstall-WindowsFeature Desktop-Experience.

Reinstall Windows Server 20120n the server.
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CSow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
QUESTION 12

Your network contains an Active Directory domain named contoso.com. The domain contains two domain
controllers. The domain controllers are configured as shown in the following table.

Name Operating system Operation master role

DC1 Windows Server 2012 Domain naming master
Schema master

DC2 Windows Server 2008 R2 PDC emulator
RID master
Infrastructure master

In the perimeter network, you install a new server named Serverl that runs Windows Server 2012. Serverl is in
a workgroup.

You need to perform an offline domain join of Serverl to the contoso.com domain.

What should you do first?

Run the djoin.exe command.

Run the dsadd.exe command.

Transfer the PDC emulator role to DCL1.
Transfer the infrastructure master role to DC1.

Cow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:
There do not appear to be any requirements on operations master roles for this specific requirement.
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sUindowsssystem32 »djoin A7
sage: djoin.exe [AOPTIONS]

SPROUISTIO — Prowvision a computer account in the domain

D) {Mame> — <Mame>* of the domain to Jjoin

~HA <Hame> — <Mame* of the computer Joining the domain

SHAC ol <0l — Optional <0U> where the account iz created

sDCH <DC> — Optional <DC> to target for account creation

SREUSE — Reuse any existing account (password will he resetl

SSAVEFILE <FilePath> — Save provisioning data to a file at <FilePath>

ZNOSEARCH — Skip account conflict detection, reguires DCHAME <(faster)

SDOUNLEUVEL — Support using a Windows Serwver 2888 DIC or earlier

#PRINTBLOB - Return bazebtd encoded metadata bhlobh for an answer file

SDEFPUD — Usze default machine account password C(not recommended>

SROOTCACERTS — Opt. include root Certificate Authority certificates.

SCERTTEWMPLATE <Hame*> — Optional <Hame?> of machine certificate template.

Includes »oot Certificate Authority certificates.

SPOLICYMAMES <Mame<s>> — Opt. semicolon—separated list of policy names.
Each name iz the displayMame of the GPO in AD.

SPOLICYPATHE <Path<s>> — Opt. semicolon—separated list of policy paths.
Each path iz a path to a registry policy file.

SREQUESTODJ - Request offline domain join at next hoot
sLOADFILE <FilePath> — «<FilePath> specified previously via ~SAUEFILE
SUITNDOWSPATH <Path> — <{Path* to the Windows directory in an offline image
SLOCALGE — Allows AUINDOWSPATH to specify the locally »unning 05.
Thiz command must be »un az a local Administrator.

This option requires a reboot for changes to he applied.

Examples :

o provision a computer account in the domain:

Join.exe ASPROUISION ~DOMAIN <{DomainMame> A\MACHIME <{MachineMame
#SAVEFILE <FilePath>
Mote: Other parameters are optional

0 regquest the local machine to perform an offline domain Jjoin:
Join.exe AREQUESTODJ ~LOADFILE «<FilePath> AUWINDOWEPATH <{Path>
Mote: Other parameters are optional

Moreover, ODJ is available on both 2008R2 and 2012 and if there was to deal with a FSMO, RID would be
concerned as it's needed to create an AD object (in this case, creating the computer account)

QUESTION 13
Your network contains an Active Directory domain named contoso.com. All domain controllers run Windows
Server 2008 R2. One of the domain controllers is named DC1.

The network contains a member server named Serverl that runs Windows Server 8.
You need to promote Serverl to a domain controller by using install from media (IFM).

What should you do first?

A. Create a system state backup of DC1.

B. Run the Active Directory Domain Services Installation Wizard on DC1.
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C. Run the Active Directory Domain Services Configuration Wizard on Serverl.
D. Create IFM media on DC1.
E. Upgrade DC1 to Windows Server 2012.

Correct Answer: E
Section: (none)
Explanation

Explanation/Reference:



Explanation:
http://technet.microsoft.com/en-us/library/cc770654(v=ws.10).aspx

Installation from media does not across different operating system versions. In other words you must use a
window

QUESTION 14

Your network contains an Active Directory domain named contoso.com. The domain contains two domain
controllers named DC1 and DC2.

You install Windows Server 2012 on a new computer named DC3.

You need to manually configure DC3 as a domain controller.

Which tool should you use?

winrm.exe

Server Manager

dcpromo.exe

Active Directory Domains and Trusts

CSow>»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:
when you try to DCpromo a Server 2012, you get this message:

Active Directory Domain Services Installer | *

The Active Directory Domain Services [nstallation Wizard is relocated in
Server Manager. For more information, see
http:/fgo.microsoft.com/fwlink/TLinkld=220821

Ok
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QUESTION 15

Your network contains an Active Directory forest named contoso.com. All domain controllers currently run
Windows Server 2008 R2.

You plan to install a new domain controller named DC4 that runs Windows Server 2012.

The new domain controller will have the following configurations:

Schema master

Global catalog server

DNS Server server role

Active Directory Certificate Services server role

You need to identify which configurations cannot be fulfilled by using the Active Directory Installation Wizard.



Which two configurations should you identify? (Each correct answer presents part of the solution. Choose two.)

Enable the global catalog server.

Install the Active Directory Certificate Services role.
Transfer the schema master.

Install the DNS Server role.

CSow>

Correct Answer: BC
Section: (none)
Explanation

Explanation/Reference:

Explanation:

AD Installation Wizard will automatically install DNS and allows for the option to set it as a global catalog server.
ADCS and schema must be done separately.
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Specify domain controller capabilities and site information

Domain Name System (DNS) server
[v] Global Cataleg {(GC)
[[] Read anly domain controller (RODC)

Srte name: Default-First-Site-Name ! ""|

Type the Directory Services Restore Mode (DSRM) password

*

Password:

Confirm password:

QUESTION 16

Your network contains an Active Directory forest. The forest contains two domains named contoso.com and
corp.contoso.com. The forest contains four domain controllers. The domain controllers are configured as
shown in the following table.



Name Domain Operating system |Configuration
DC1 contoso.com Windows Server PDC emulator
2008 R2 Infrastructure master
RID master
DC2 contoso.com Windows Server Domain naming master
2012 Schema master
Global cataleg
DC3 corp.contoso.com |Windows Server PDC emulator
2008 R2 Infrastructure master
RID master
DC4 corp.contoso.com |Windows Server Global catalog
2012

All domain controllers are DNS servers.
In the corp.contoso.com domain, you plan to deploy a new domain controller named DC5.
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You need to identify which domain controller must be online to ensure that DC5 can be promoted successfully
to a domain controller.

Which domain controller should you identify?

DC3
DC4
DC2
DC1

CSow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Initial answer: DC3 => false my first answer was RID too. as a DC requires a RID Master to get an account-
identifier pool so he can create accounts in AD. but as we have only one choice and the Domain Naming
Master is explicitly designated as being required when promoting a DC i change the answer to DC2.
http://blogs.technet.com/b/askds/archive/2011/09/12/managing-rid-pool-depletion.aspx

Managing RID Pool Depletion
Anytime you create a writable DC, it gets 500 new RIDs from the RID Master. http://www.sga.org.uk/e-learning/
NetIinf201CD/page_37.htm

Domain Naming Master

Active Directory stores pointers to other domains in a CrossRef object located in a Partitions container in the
Configuration naming context. This object contains attributes that describe the distinguished name, DNS name,
the flat name and the name of the Domain naming context, along with the kind of trust relationship that binds
the domain to the forest.

When you create a new domain in an existing forest, the new domain represents a separate naming context
and a new CrossRef object must be created in a Partitions container. Only one domain controller in a forest, the



Domain Naming Master, is allowed make changes to the Partitions container. This prevents two administrators
from creating new domains with identical names during the same replication interval. By default, the Domain
Naming Master is the first domain controller in a forest, but the role can be transferred to any domain controller
through the Active Directory Domains and Trusts snap-in. The Domain Naming Master should always reside in
the root domain.

http://www.symantec.com/connect/articles/readyfsmo-roles-active-directory-windows-2008- server

FSMO Roles in Active Directory in Windows 2008 Server
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1. Forest Roles

Schema Master - As name suggests, the changes that are made while creation of any object in AD or changes
in attributes will be made by single domain controller and then it will be replicated to another domain controllers
that are present in your environment. There is no corruption of AD schema if all the domain controllers try to
make changes. This is one of the very important roles in FSMO roles infrastructure.

Domain Naming Master - This role is not used very often, only when you add/remove any domain controllers.
This role ensures that there is a uniqgue name of domain controllers in environment.

2. Domain Roles

Infrastructure Master - This role checks domain for changes to any objects. If any changes are found then it will
replicate to another domain controller.

RID Master - This role is responsible for making sure each security principle has a different identifier.

PDC emulator - This role is responsible for Account policies such as client password changes and time
synchronization in the domain

QUESTION 17

Your network contains a server named Serverl that runs Windows Server 2012. Serverl has the Hyper-V
server role installed.

Serverl hosts four virtual machines named VM1, VM2, VM3, and VM4.

Serverl is configured as shown in the following table.
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Hardware Configuration

component

Processor Eight quad-core CPUs that have
non-uniform memory access
(NUMA)

Memory 32 GB of RAM

Disk Two local 4-TB disks

Network Eight network adapters
VMQ-supported
PCI-SIG-supported

VM2 sends and receives large amounts of data over the network.



You need to ensure that the network traffic of VM2 bypasses the virtual switches of the parent partition.

What should you configure?

NUMA topology
Resource control
Resource metering
Virtual Machine Chimney
The VLAN ID

Processor Compatibility
The startup order
Automatic Start Action
Integration Services

Port mirroring
Single-root 1/O virtualization

ARe~TIOIMMOUO®>

Correct Answer: K
Section: (none)
Explanation

Explanation/Reference:

Explanation:
http://technet.microsoft.com/en-us/library/hh831410.aspx

4 SR-IOV

This new feature allows you to assign a network adapter that supports Sihglé%rcct [0 virtualization (SR-IQV) directly to a vi

What value does this change add?

Use of SR-IOV maximizes network throughput while minimizing network latency as well as the CTPU overhead required for pi

What works differently?

nrovide a virtial machine with direct connectivi i ; sitzr. Far more information, see Hyper-\
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QUESTION 18

Your network contains a server named Serverl that runs Windows Server 2012. Serverl has the Hyper-V
server role installed.

Serverl hosts four virtual machines named VM1, VM2, VM3, and VM4.

Serverl is configured as shown in the following table.



Hardware Configuration

component

Processor Eight quad-core CPUs that have
non-uniform memory access
(NUMA)

Memaory 32 GB of RAM

Disk Two local 4-TB disks

Network Eight network adapters
VMQ-supported
PCI-SIG-supported

VM3 is used to test Applications.
You need to prevent VM3 from synchronizing its clock to Serverl.

What should you configure?

NUMA topology
Resource control
Resource metering
Virtual Machine Chimney
The VLAN ID

Processor Compatibility

The startup order
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H. Automatic Start Action

I. Integration Services

J. Port mirroring

K. Single-root I/O virtualization

GmMmoOOw2

Correct Answer: |
Section: (none)
Explanation

Explanation/Reference:

QUESTION 19

Your network contains a server named Serverl that runs Windows Server 2012. Serverl has the Hyper-V
server role installed.

Serverl hosts four virtual machines named VM1, VM2, VM3, and VMA4.

Serverl is configured as shown in the following table.



Hardware  Configuration
component

Processor Eight quad-core CPUs that have
non-uniform memory access

(NUMA)
Memory 32 GB of RAM
Disk Two local 4-TB disks
Network Eight network adapters

VMQ-supported
PCI-SIG-supported

You plan to schedule a complete backup of Serverl by using Windows Server Backup.
You need to ensure that the state of VM1 is saved before the backup starts.

What should you configure?

A. NUMA topology

Resource control
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Resource metering

Virtual Machine Chimney
The VLAN ID

Processor Compatibility
The startup order
Automatic Start Action
Integration Services

Port mirroring

Single-root 1/O visualization

w

AT IOMMOO

Correct Answer: |
Section: (none)
Explanation

Explanation/Reference:
Explanation:
http://www.altaro.com/hyper-v/vss-crash-consistent-vs-Application-consistent-vss-backups- post-2-of-2/

Backup Operations in Hyper-V

No VSS Writer Available?

In some cases, you need an Application-consistent backup but there is no VSS writer available. One example
of this is MySQL. Hyper-V backups of virtual machines containing MySQL will always result in either a
crashconsistent or an image-level backup. For MySQL, the latter is probably acceptable as MySQL doesn't
perpetually expand the log file. However, if you're using MySQL within a VSS-aware VM, then a Hyper-Vbased
backup tool is going to take a crash-consistent backup. MySQL (like any other database system) isn't always
recoverable from a crash-consistent backup; even when recovery is possible, it may be painful. MySQL is just
one example; any number of line-of-business Applications could tell a similar tale. In the case of MySQL, one
solution is to find a guest-level backup Application that is MySQL-aware and can back it up properly. For
Applications for which no backup Application has a plug-in, you may need to have pre- and post-backup scripts
that stop services or close Applications. If brief downtime is acceptable, you can disable the Backup item in



Hyper-V Integration Services, thereby forcing Hyper-V to save the state of the VM during backup. This
technique results in an image-level backup and can be used on any Application that doesn't have a VSS writer.
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QUESTION 20



Your network contains an Active Directory domain named contoso.com. The domain contains servers named
Serverl and Server2 that run Windows Server 2012. Serverl has the IP Address Management (IPAM) Server
feature installed.

You install the IPAM client on Server2.

You open Server Manager on Server2 as shown in the exhibit. (Click the Exhibit button.)
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You need to manage IPAM from Server2.

What should you do first?

Exhibit:

A R S e

ROLES AND SERVER GROUPS
Rales: 3 | Server groups: T | Servers total: 1
18 DHeP 1

@ Manageability

Events

Senvices
Performance

BFA results

e File énd Storage
Services

0 ¥ % w7y T - | Hoadvis = HIT 1 1 I AT ™ T T 1 T 1 r ¥ T

On Server2, open Computer Management and connect to Serverl.

On Serverl, add the Server2 computer account to the IPAM ASM Administrators group.
On Server2, add Serverl to Server Manager.

On Serverl, add the Server2 computer account to the IPAM MSM Administrators group.

CSow>

Correct Answer: C
Section: (none)
Explanation



Explanation/Reference:

Explanation:

In the exhibit, we can see that only one server is managed with Server Manager on Server2 (itself, as in a
Server, Server Manager always contains at least the server itself):

ROLES AND SERVER GROUP

So we can be sure that Serverl is not added to Server2 ServerManager Console. so if we want to manage
IPAM, we should add Serverl to Server2's Server Manager http://technet.microsoft.com/en-us/library/
hh831622.aspx

Step-by-Step: Configure IPAM to Manage Your IP Address Space IP Address Management (IPAM) in Windows
Server® 2012 is a framework for discovering,
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monitoring, managing and auditing IP address space on a corporate network. IPAM provides the following
features:

Automatic IP address infrastructure discovery

Highly customizable IP address space display, reporting, and management Configuration change auditing for
DHCP and IPAM services Monitoring and management of DHCP and DNS services IP address lease tracking
[..]

IPAM security groups

The following local IPAM security groups are created when you install IPAM. IPAM Users: Members of this
group can view all information in server discovery, IP address space, and server management. They can view
IPAM and DHCP server operational events, but cannot view IP address tracking information. IPAM MSM
Administrators: IPAM multi-server management (MSM) administrators have IPAM Users privileges and can
perform IPAM common management tasks and server management tasks.

IPAM ASM Administrators: IPAM address space management (ASM) administrators have IPAM Users
privileges and can perform IPAM common management tasks and IP address space tasks. (that's a user
group, not a computer group) IPAM IP Audit Administrators:

Members of this group have IPAM Users privileges and can perform IPAM common management tasks and
can view IP address tracking information.

IPAM Administrators: IPAM Administrators have the privileges to view all IPAM data and perform all IPAM
tasks.

http://www.google.fr/url?sa=t&rct=j&q=&esrc=s&source=web&cd=2&cad=rja&ved=0CDwQ FjAB&url=http%3A
%2F%2Fdownload.microsoft.com%2Fdownload%2FF%2F6%2F9%2FF 69BE7E8-3E99-4A4A-B189-
8AFADABC6216%2FUnderstand%2520and%2520Troubleshoot%25201P%2520Address% 2520Management
%2520(IPAM)%2520in%2520Windows%2520Server%25208%2520Beta .
docx&ei=5xXWUIzRAsaQhQeUz4GQCg&usg=AFQjCNGh5tHzxwcaU9vXDGmPUgtjfPvhn
w&bvm=bv.1355534169,d.d2k (download.microsoft.com) Understand and Troubleshoot IP Address
Management (IPAM) in Windows Server 8 Beta If you are accessing the IPAM server remotely using
ServerManager IPAM client RSAT, then you must be a member of the WinRMRemoteWMIUsers group on the
IPAM server, in addition to being a member of the appropriate IPAM security group (or local Administrators

group).
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Installation Process IPAM Client

Although the IPAM client feature is automatically installed on a Windows Server "8" Beta server, along with
installation of the IPAM Server feature, this component can also be installed or uninstalled on its own. Click
through the Add roles and features wizard screens to select Role or Feature Based Install and the target server.
On the Select Features screen, select Remote Server Administration Tools -> Feature Administration Tools ->



IP Address Management (IPAM) Client. Click Add Features when prompted.

In order for the IPAM client to connect to an IPAM server, you must ensure that the target IPAM server is added
to the Server Manager purview using the Add Servers wizard launched from the

Manage menu. If both IPAM client and IPAM server are running on the same server, then by default the IPAM

Ul connects to the local IPAM server instance.

WELCOME TO SERVER MAMNAGER

o Configure this local server

2 Add roies and

QUICK START

WHAT'S NEW

Hide

LEARN MORE

QUESTION 21

Your network contains an Active Directory domain named contoso.com. The domain contains a domain
controller named DC1 and a member server named Serverl. Serverl has the IP Address Management (IPAM)
Server feature installed.

On DC1, you configure Windows Firewall to allow all of the necessary inbound ports for IPAM.
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On Serverl, you open Server Manager as shown in the exhibit. (Click the Exhibit button.)

You need to ensure that you can use IPAM on Serverl to manage DNS on DC1.
What should you do?

Exhibit:



Managed Servers

I OVERVIEW Managed Servers | 1 total

: oy

i IP ADDRESS SPACE i L @B @~

L] IP Address Blocks | Recommended Adtion IDAM Access Statuc  Serer Name Dorn
5 b IP Address Inventory

%) Unblock IPAM access  Blocked

IP Address Range Groups

MONITOR AND MANAGE
DMS and DHCP Servers
DHCP Scopes

DNS Zone Monitoring
Detaiis View

DC1

EVENT CATALOG - i
Details

Server Groups

Data Retrieval Status; Completed
iPvd Manageability Status: Managed
- Recommended Action: Unblock IPAM access
Unmanaged Servers ¥
Owiner.
IByvE : P
BHCP RPC Access Status: Mot applicable
Managed Servers 4 DHCP Audit Share Access Status:  Not applicable
Unmanaged Servers b DNS RPC Access Status: UnBlocked
Event Log Access Status: Blocked

Modify the outbound firewall rules on Serverl.

Add Serverl to the Remote Management Users group.
Add Serverl to the Event Log Readers group.

Modify the inbound firewall rules on Serverl.

o0

Correct Answer: C
Section: (none)
Explanation



Explanation/Reference:

Explanation:

The exhibit shows (in the details tab) that firewall rules are OK for DNS management (DNS RPC Access Status

Unblocked)

But it shows too that Event log Access Status is blocked (which by the way blocks the IPAM Access Status)

=> We should solve this by adding the Serverl computer account to the Event Log Readers group Understand
and Troubleshoot IP Address Management (IPAM) in Windows Server 8 Beta (download.microsoft.com)
IPAM Access Monitoring
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Role Type Access Setting Tracked by Server Access tracking field's name in
Discovery Server Inventory view
Read access in the domain wide DNS ACL
and corresponding remote management
firewall rules enablement
DMN5
Event Log Access Status

security group and corresponding remote
management firewall rules enablement
Membership of ‘Event Log Readers’ Event Log Access Status
security group and corresponding

RGNS remote management firewall rules
enablement

IPAM Access Settings



Role Type

Access Setting

FW Rule

Associated IPAM functionality

DHCP

Membership of ‘DHCP
Users’ security group

DHCP Server (RPC-In)
DHCP Server (RPCSS-In)

DHCP address space, settings
and utilization data collection

Read access in the 'DHCP
Server’ service ACL

Remote Service
Management (RPC)

Remote Service
Management (RPC-
EPMAP)

DHCP Service monitoring

Membership of ‘Event Log
Readers’ security group

Remote Event Log
Management (RPC)

Remote BEvent Log
Management (RPC-
EPMAP)

DHCP configuration event
monitoring

Creation of Network share
‘dhcpaudit’ of the DHCP
audit file location (default
location for logs is
Yowindir®e\system32\dhcp
) and read access on the
same

File and Printer Sharing
(NB-Session-In)

File and Printer Sharing
(SMB-In)

DHCP lease event collection fo
IP address tracking

Read access in the domain
wide DNS ACL* (for DC co-
located DNS servers)

OR

Membership of local
Administrators group on
DNS server (for DNS
servers not co-located
with DC)

DNS Service RPC

DNS Service RPC
Endpoint Mapper

DNS zone configuration
collection

Membership of 'Event Log
Readers’ security group
Read access in the ACL

stored in the DNS
CustomSDregistry key

Remote Event Log
anagement (RPC)

Remote Event Log
anagement (RPC-
EPMAP)

DNS zone event collection for
DNS zone monitoring
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Manual provisioning

For manual provisioning, ensure that the required access settings are appropriately configured on the target
server manually.

Verify Access

Verify that IPAM access status is listed as unblocked indicating that manual or GPO based provisioning is
successfully complete.

For the IPAM access status value to be allowed, all of the access sub-states shown in the details pane should
be marked as allowed. These access states are:

DNS RPC access status

DHCP RPC access status

Event log access status

DHCP audit share access status

[...]

Troubleshooting Access Issues

If any of the access sub-states for managed server roles is showing in the Blocked state, check that the
corresponding setting is enabled on the target server. For details of access setting to sub-state mapping refer
to the IPAM Access Monitoring section in this guide. For GPO based provisioning, the GPResultcommand line
tool can be used to troubleshoot group policy update issues. The provisioning task setup by IPAM DHCP and
DNS GPOs creates a troubleshooting log in the location %windir%\temp named IpamDhcpLog.txt and
IpamDnsLog.txt respectively.

http://social.technet.microsoft.com/Forums/en-US/winserver8gen/thread/c882c077-61bd- 45f6-ab47-
735bd728d3bc/

IPAM - Unblock access to a DC?

The process to manually (not GPO based) unblock a DNS/DC server is:

1. Enable DNS RPC access by enabling the following inbound Firewall rules:

a) DNS Service (RPC)

b) DNS Service (RPC Endpoint Mapper)

2. Enable remote management access by enabling the following inbound Firewall rules:

a) Remote Service Management (RPC)

b) Remote Service Management (RPC-EPMAP)

3. Enable Remote Event Log Management RPC access by enabling the following inbound Firewall rules:
a) Remote Event Log Management (RPC)

b) Remote Event Log Management (RPC-EPMAP)

4. Add the IPAM machine acct to the Event Log Readers domain security group. See the example below.
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This view is from Active Directory Users and Computers \ contoso.com \ Builtin \ Event Log Readers:



Event Log Readers Properties 2| x|
|Gene.a|] Members | Member Of | Managed By |
Members:
MName Active Directory Domain Services Folder
52 IPAMUG contoso.com/Users
Add.. || Remove |
[ ok ][ Gnead |[ Ay
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1PAMUG Properties |7 I

General | Members | Member Of | Managed By |

Members:

Mame Active Directony Domain Services Folder

Also, there should be a Details tab at the bottom that summarizes whether or not the correct firewall ports and
the Event Log Access status are unblocked.

QUESTION 22
Your network contains an Active Directory domain named contoso.com. The domain contains a server named
Serverl that runs Windows Server 2012.

Serverl has the IP Address Management (IPAM) Server feature installed. IPAM is configured currently for
Group Policy-based provisioning.

You need to change the IPAM provisioning method on Serverl.
What should you do?
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Run the ipamgc.exe command.

Run the Set-IPAMConfigurationcmdlet.

Reinstall the IP Address Management (IPAM) Server feature.
Delete IPAM Group Policy objects (GPOs) from the domain.

o0

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:



You cannot change the provisioning method after completing the initial setup. When you install IPAM and
configure either manual OR GPO, you receive the same message about not being able to change the
provisioning method. As a matter of fact, | set it up in my lab and configured it as GPO. Here is a copy/paste of
the message that is presently on the IPAM home page in server manager:

"The access configuration mode cannot be modified after completing the IPAM provisioning wizard" Also, the
help console in IPAM displays this when searching about provisioning methods: "The managed server
provisioning method cannot be changed after you complete the IPAM provisioning wizard."

Confirm the Settings

You have selected the manual provisioning method te configure required access settings on the
managed servers.

IPAM provisioning wizard will also;

* Create |PAM security groups.
* Create |PAM database and configure access.
* Configure access to IPAM tasks and folders.

Click Apply to confirm these settings.

1, The managed server provisioning method cannot be changed after completing this wizard.

QUESTION 23
Your network contains an Active Directory domain named contoso.com. The domain contains four servers. The
servers are configured as shown in the following table.

Server name Configuration IP address

Serverl Active Directory Domain Services (AD [192.168.1.100
DS)

Server2 DHCP server 192.168.1.101
DNS server
File server

Server3 Web server 131.107.100.100

Serverd DNS server 131.107.100.101
Network Policy Server (NPS) server

You plan to deploy an enterprise certification authority (CA) on a server named Servers.
Server5 will be used to issue certificates to domain-joined computers and workgroup computers.
You need to identify which server you must use as the certificate revocation list (CRL)
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distribution point for Server5.

Which server should you identify?

A. Serverl
B. Server3
C. Serverd



D. Server2

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

CDP (and AD CS) always uses a Web Server

NB: this CDP must be accessible from outside the AD, but here we don't have to wonder about that as there's
only one web server.

http://technet.microsoft.com/fr-fr/library/cc782183%28v=ws.10%29.aspx Selecting a CRL Distribution Point
Because CRLs are valid only for a limited time, PKI clients need to retrieve a new CRL periodically. Windows
Server 2003 PKI Applications look in the CRL distribution point extension for a URL that points to a network
location from which the CRL object can be retrieved. Because CRLs for enterprise CAs are stored in Active
Directory, they can be accessed by means of LDAP. In comparison, because CRLs for stand-alone CAs are
stored in a directory on the server, they can be accessed by means of HTTP, FTP, and so on as long as the
CA is online. Therefore, you should set the CRL distribution point after the CA has been installed.

The system account writes the CRL to its distribution point, whether the CRL is published manually or is
published according to an established schedule. Therefore you must ensure that the system accounts for CAs
have permission to write to the CRL distribution point. Because the CRL path is also included in every
certificate, you must define the CRL location and its access path before deploying certificates. If an Application
performs revocation checking and a valid CRL is not available on the local computer, it rejects the certificate.
You can modify the CRL distribution point by using the Certification Authority MMC snap-in. In this way, you can
change the location where the CRL is published to meet the needs of users in your organization. You must
move the CRL distribution point from the CA configuration folder to a Web server to change the location of the
CRL, and you must move each new CRL to the new distribution point, or else the chain will break when the
previous CRL expires.

Note

"A Composite Solution With Just One Click" - Certification Guaranteed 46 Microsoft 70-417 : Practice Test

On root CAs, you must also modify the CRL distribution point in the CAPolicy.inf file so that the root CA
certificate references the correct CDP and AlA paths, if specified. If you are using certificates on the Internet,
you must have at least one HTTPs-accessible location for all certificates that are not limited to internal use.

http://technet.microsoft.com/en-us/library/cc771079.aspx Configuring Certificate Revocation

It is not always possible to contact a CA or other trusted server for information about the validity of a certificate.
To effectively support certificate status checking, a client must be able to access revocation data to determine
whether the certificate is valid or has been revoked. To support a variety of scenarios, Active Directory
Certificate Services (AD CS) supports industry-standard methods of certificate revocation. These include
publication of certificate revocation lists (CRLs) and delta CRLs, which can be made available to clients from a
variety of locations, including Active Directory Domain Services (AD DS), Web servers, and network file shares.

QUESTION 24

Your network contains three Active Directory forests. Each forest contains an Active Directory Rights
Management Services (AD RMS) root cluster.

All of the users in all of the forests must be able to access protected content from any of the forests.

You need to identify the minimum number of AD RMS trusts required.

How many trusts should you identify?

oOw»
FNRIIN



D. 6

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:
http://technet.microsoft.com/en-us/library/dd772648%28v=ws.10%29.aspx AD RMS Multi-forest Considerations
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Multipie Forest Company Trusted User Domain

The following table describes additional considerations for a single company with multiple Active Directory forests.

T.] Note
This scenario can use group expansion because of the forest trust relationship between the multiple forests.

Solution Component Consideration

Windows Trust : i ; j f i
A Windows Trust could exist between forests. This could allow the assignment of permissiol

Therefore, anonymaous access is not required and you can continue authenticating the users

GAL Synchronization : : .
¥ + In order to have a consolidated list of users or contacts from different forests you can use |

Mumber of Trusts : : X i ;
One important consideration when you deploy this kind of trust is that the number of trusts

For example, if you have ten AD RMS domains and all of them should be able to exchange

QUESTION 25
Your network contains an Active Directory domain named contoso.com. The network contains a file server
named Serverl that runs Windows Server 2012,

You create a folder named Folderl. You share Folderl as Sharel. The NTFS permissions on Folderl are
shown in the Folderl exhibit. (Click the Exhibit button [Exhibit 1].
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The Everyone group has the Full control Share permission to Folder1.

You configure a central access policy as shown in the Central Access Policy exhibit. (Click the Exhibit button

[Exhibit 2]).
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Members of the IT group report that they cannot modify the files in Folder1.

You need to ensure that the IT group members can modify the files in Folderl. The solution must use central

access policies to control the permissions.

Which two actions should you perform? (Each correct answer presents part of the solution.

Choose two.)

Permission entries:

Mamie; CAFOLDERT
Owner: Administrators (SERVERS\ Administrators) 'ﬁ‘ Change
Permissions l Share Auditing | Effective A:cﬁs:l Central Policy

Resource Prop

For additional information, double-click a permission entry. To modify permissions, select the entry and click Edit (if available)

Exhibit 2 (exhibit):

Type  Principal Access Inherited from Apphes to
Y2, Aliow  SYSTEM Full control None This folder, subfolders 2
B2 Allow  Administrators (SERVERS\Ad...  Full contrel MNone Thiz folder, subfolders 3
2, Alow CREATOR OWNER Full control None Subfolders and files onl
31 Allow 1T (ADATUMAIT) Read Mone This folder, subfolders 2
Enable inheritance
[ ] Replace all child ohject permissions with inheritable permissions from this ohject
0K Cancel




B Department Resouces

A central access rule defines the assignmeni of penn.i-ssinns to resources that qua.l-i.fy the scope of the target re

General central access policy, which can be then be spplied on a resource, such as & folder, after it is published.
Besources || Name: % T Department Resouces.

Current Description;

Proposed |

Previous [:I Protect from accidental deletion

Extensions

Target Resources

Target resources include a list of criteria to scope the resources. Click Edit to change the criteria.
{Resource.Departrnent Equals “Information Technology")

Current Permissions

The following permissions determine who will have access to resources scoped by target resources. They will b
access policy containing this rule is deployed. Click Edit to change permissions,
S -

Type Frincipal Access Condtion

NTAUTHORITY\SYSTEM - - Full Control

Allow ADATUM\IT Madify
Allow BUILTINVAdministrators Full Control
Aliow OWNER RIGHTS Full Contral

(m) More Information

On the Security tab of Folderl, remove the permission entry for the IT group.

On the Classification tab of Folderl, set the classification to "Information Technology".

On the Security tab of Folder1, assign the Modify permission to the Authenticated Users group.

On Sharel, assign the Change Share permission to the IT group.

On the Security tab of Folderl, add a conditional expression to the existing permission entry for the IT
group.

moowp

Correct Answer: BC
Section: (none)
Explanation



Explanation/Reference:

Explanation:

NB added the missing exhibits by searching for a piece of the question on google => i did get an answer (a pdf
file with a few questions and exhibits, but how to be sure they're ok...) initial answer:

On the Classification tab of Folderl, set the classification to Information Technology. =>true On the Security tab
of Folderl, add a conditional expression to the existing permission entry for the IT group. =>false it took me a
whole day and a hole night to find that, but now i'm sure of the answer.

Let me explain my point of view

You first set the Folderl classification to "Information Technology" so it meets the target resource requirement
and the Central Access Policy can be Applied to it, no problem about that.

But my problem is about the second answer, to me none of them is good :

A: On the Security tab of Folderl, remove the permission entry for the IT group. => tested => it failed of course,
users don't even have read permissions anymore

D: On Sharel, assign the Change share permission to the IT group =>Everyone already has the full control
share permission => won't solve the problem which is about the NTFS Read permission

E: On the Security tab of Folderl, add a conditional expression to the existing permission entry for the IT group
=> how could a condition, added to a read permission, possibly transform a read to a modify permission? if they
had said "modify the permission and add a conditional expression" => ok (even if that's stupid, it works) a
condition is Applied to the existing permissions to filter existing access to only matching users or groups so if
we
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Apply a condition to a read permission, the result will only be that less users (only them matching the
conditions) will get those read permissions, which actually don't solve the problem neither so only one left :

C: On the Security tab of Folderl, assign the Modify permission to the Authenticated Users group => for sure it
works and it's actually the only one which works, but what about security? well i first did not consider this
method => "modify" permission for every single authenticated users?

But now it looks very clear :

THE MORE RESTRICTIVE PERMISSION IS ALWAYS THE ONE APPLIED!! So "Modify" for Authenticated
Users group and this will be filtered by the DAC who only allows IT group. and it matches the current settings
that no other user (except admin, creator owner, etc...) can even read the folder. and this link confirms my
theory :

http://autodiscover.wordpress.com/2012/09/12/configuring-dynamic-access-controls-and- file-
classificationpart4-winservr-2012-dac-microsoft-mvpbuzz/

Configuring Dynamic Access Controls and File Classification Note: In order to allow DAC permissions to go into
play, allow everyone NTFS full control permissions and then DAC will overwrite it, if the user doesn't have
NTFS permissions he will be denied access even if DAC grants him access.

And if this can help, a little summary of configuring DAC:



{} Corfigure: clairm-Based autRETBIC IO ..o i s s s s s S S s S A S
1) Define claim types {about users and devices, based on AD attributes) .o

2) Configure Active Directory Domain Services to use the expanded Kerberos tokens that includs

ol = 1 USSR
) EOBRGETE THE EIRSBITIEREIDIN , « oovvovv v iosmmasisviaspsisnsissssnssvios sssnis sromssia s s gsis v saasrs sl s s o o e S A s A
1) Enable or create resource properties (about resources (files/folders) ) .overveeiiieiieeeiceveininnnn.

2} Add resource properties you have enabled to a resource property list. oo

3} Update AD files and folders objects with the properties we've added to the RP list (PS cmdlet]
4} Classify files and folders (Classification tab OR Classification RUlES). .oveveerereerevenneseenrnsneanens
a) MANUAL CLASSIFICATION (Classification tab of the properties of the file/folder).................

b) AUTOMATIC CLASSIFICATION (Classification rules in FSRM ). .on oo cevcv e

Hl) Configure; Deploy AND APPLY the ACtessPolioy .. i vt s dn s sisaas sssli ssdasassainn
1} Createa claims-based ceptral access polioyniananinnauanininaiaiainaiinaibii
a) First, you create one or more central access rules that include claims. covvvieviiiciiiiseen e,

- In Target Resources we configure which resources the rule applies t0..e e eecieviicvennne.

- In Permissions, the permissions on the resources (and conditions if needed).....ccocvvvvnvnnnns

b) Then, you add the rule(s) to a central access policy. oo

2 Beploy and apply this Contral Access Palioy .. s i i e e ies siduvsss Shsedis disans o s
a) Use Group Policy to deploy this central access policy to your file servers..iciiesveenenn,

b) Apply the CentralAccessPolicy in the Central Policy tab of the advanced security settings of
1 T A0 1 [o L= i TR ORTR
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QUESTION 26
Your network contains two servers named Serverl and Server2 that run Windows Server 2012.

Both servers have the Hyper-V server role installed. Serverl and Server2 are located in different offices. The
offices connect to each other by using a high-latency WAN link.

Server2 hosts a virtual machine named VM1.

You need to ensure that you can start VM1 on Serverl if Server2 fails. The solution must minimize hardware
costs.



What should you do?
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A.
B.

C.
D.

On Server2, install the Multipath I/O (MPIO) feature. Modify the storage location of the VHDs for VM1.

From the Hyper-V Settings of Serverl, modify the Replication Configuration settings.
Enable replication for VML1.

On Serverl, install the Multipath I/O (MPIO) feature. Modify the storage location of the VHDs for VM1.

From the Hyper-V Settings of Server2, modify the Replication Configuration settings.
Enable replication for VML1.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

You first have to enable replication on the Replica server--Serverl--by going to the server and modifying
the"Replication Configuration” settings under Hyper-V settings. You then.go to VM1--which presides on
Server2--and run the "Enable Replication" wizard on VML1.



® Server
! Virtual Hard Disks

Cr\WHD=

=1 virtual Machines
Cy\WHDs\Hyper-v

& Physical GPUs
Manage HemobeFX GPLIS

18/ NUMA Spanining
Allowe MUMA Spanning

4 Live Migrations
Ma Live Migrations

@ Storage Migrations
2 Simultanecus Migrations

' Feplication Configuration

Mat enabled as a Replics server

#% Keyboard

IUse on the virtual-machine
@ Mouse Release Key

CTRL+ALTHEFT ARROW
?_;( Reset Check Boxes

Rezst check boxes

2 Replication Configuration

[ ] Enable this computer as a Replica server,
suthentication and ports

Spediy e authentication types toalow for mogming replication raffic, Ensure
that thie ports you spedfy are open in the firewal.

[ ] Use Kerberos $HTTRY
Dsts-gent over the metiork will notbe enaypted.
Spenty tie port; a0

[ ] Use certificatehased Authenfication (HTTPS):
Ciata sent over the netwark will be encrypted

Speafy the ports 443

Speafy the certificate;

- 10.

=iH i.:-'.-':
piration Datz
Inienoed Purpose:

Select Cerfificate. ..

Authorizetion and storage

Specify the servers that are alowed o replicste virtugl machings to-this
COmpUHET

it Blow rephcation from any authenbrated server

Spenfy the default focation to store Replics files:

CH\WHDs |
I
Braowse .. |
(@1 aliow replicatien from the Epedfied ssrvers:
ﬁrimarfServer Storage Location Trust Group
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e Enable Replication for VDISRV2
._II
fl' =" Specify Replica Server
=
Before You Begin Spedfy the Replica server name to use to replicate this virtual machine, If the Replica server ison a
failover duster, spedfy the name of the Hyper-V Replica Broker as the Replica server, Use the
Spedify Replica Server Failover Cluster Manager on the Replica server to find the name of the Replica Broker.
Spedfy Connection
Parameters Replica server: || | | Browse...

Chioose Replication YHDS

Configure Recovery History

Chooze Initial Replication

Method
Surmmary
QUESTION 27

You have a server named Filel that runs Windows Server 2012. Filel has the File Server role service installed.
You plan to back up all shared folders by using Microsoft Online Backup.

You download and install the Microsoft Online Backup Service Agent on Filel.

You need to ensure that you use Windows Server Backup to back up data to Microsoft Online Backup.

What should you do?

A. From Computer Management, add the Filel computer account to the Backup Operators group.

B. From the Services console, modify the Log On settings of the Microsoft Online Backup Service Agent.
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C. From Windows Server Backup, run the Register Server Wizard.
D. From a command prompt, run wbadmin.exe enable backup.

Correct Answer: C
Section: (none)
Explanation



Explanation/Reference:

Explanation:

Download and install the Windows Azure Online Backup Agent After you create an account on the Windows
Azure Online Backup website, you can download the Windows Azure Online Backup Agent and install it locally.
An Online Backup node then appears in the navigation pane of the Windows Server Backup console, as shown
in Figure 12-

= ‘whbadmin | [Windows Server Backupflocal)\Online Backup] -|o -
Eile - Action Miew Help .

= 2[E

@ Windows Server Backup (Local}| |} Actions
! ocal Backup fudh £ !
: -

i, Online Backup _@.ﬁ; : : 55 Snline Backup Rk

4~ Windows Azure Online Backup s/=

o f Open Portal

(i) Clickon "Register Server” in the Acticns pa -

About Windows A...

£§| Privacy & Coockies
WView b

E Help

If you prefer, you can also configure online backups from the Windows Azure Online Backup console, which
becomes available after you install the agent. The Windows Azure Online Backup console provides exactly the
same set of options as the Online Backup node in the Windows Server Backup console.

Register server

The next step is to register your server. Registering a server enables you to perform backups from that same
server only. (Remember this point for the exam.) To register the server, from the Actions menu, select Register
Server.

The Register Server Wizard includes two configuration steps. First, you are given an opportunity to specify a
proxy server if desired. Second, you are asked to provide a passphrase that will be used to encrypt your backup
data and a location to save this passphrase in a file. You need to provide this passphrase when you perform a
restore operation, so it's essential that you don't lose it. (Microsoft doesn't maintain a copy of your
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passphrase.) A Generate Passphrase option creates the passphrase for you automatically.

After you register a server, new options for Online Backup appear in the Actions pane, including Schedule
Backup, Recover Data, Change Properties, and Unregister Server.

QUESTION 28

Your network contains an Active Directory domain named contoso.com. The domain contains three servers

named Serverl, Server2, and Server3 that run Windows Server 2012. All three servers have the Hyper-V
server role installed and the Failover Clustering feature installed.



Serverl and Server2 are nodes in a failover cluster named Cluster!. Several highly available virtual machines
run on Clusterl. Clusterl has the Hyper-V Replica Broker role installed. The Hyper-V Replica Broker currently
runs on Serverl.

Server3 currently has no virtual machines.

You need to configure Clusterl to be a replica server for Server3 and Server3 to be a replica server for
Clusterl.

Which two tools should you use? (Each correct answer presents part of the solution.
Choose two.)

The Hyper-V Manager console connected to Server3
The Hyper-V Manager console connected to Server2
The Failover Cluster Manager console connected to Clusterl
The Failover Cluster Manager console connected to Server3
The Hyper-V Manager console connected to Serverl

moow»

Correct Answer: AC
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Steps:

Install the Replica Broker Hyper-v "role" configure replication on Server 3 in Hyper-V manager and mention the
cluster (that's why a replica broker is needed) configure replication on Cluster 1 using the failover cluster
manager.
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Using Hyper-V Replica in a failover cluster

The configuration steps previously described Apply to VMs that are not hosted in a failover cluster. However,
you might want to provide an offsite replica VM for a clustered VM. In this scenario, you would provide two
levels of fault tolerance. The failover cluster is used to provide local fault tolerance, for example, if a physical
node fails within a functioning data center. The offsite replica VM, on the other hand, could be used to recover
only from site- level failures, for example, in case of a power outage, weather emergency, or natural disaster.

The steps to configure a replica VM for a clustered VM differ slightly from the normal configuration, but they
aren't complicated. The first difference is that you begin by opening Failover Cluster Manager, not Hyper-V
Manager. In Failover Cluster Manager, you then have to add a failover cluster role named Hyper-V Replica
Broker to the cluster. (Remember, the word "role" is now used to describe a hosted service in a failover
cluster.)

To add the Hyper-V Replica Broker role, right-click the Roles node in Failover Cluster Manager and select
Configure Role. This step opens the High Availability Wizard. In the High Availability Wizard, select Hyper-V
Replica Broker, as shown in Figure 12-28:



Select the role that you want to configurs for high availabiity:

", DFS Namespace Server '~ | Description:

Confirmation i-"DHCF‘ Carar Hyper-V Replica Broker enables the

Configure High = Distributed Transaction Coordinator (DTC) failover cluster to participate in virtual

Aoailability & File Server machine replication with Hyper-V/
Replica. Only one Hyper-\ Replica

Summany 2 Generic Application Broker can be configured on each
N Ganais Soipt- tailover cluster: For more information,

!.T' a‘lenc i see Configuring Hyper- Replica

I_F Generic Service Broker in & Failover Cluster,

I Hyper\ Replica Broker ]

<*i5CS| Tarast Server

More aboutt roles that vou can corfigure for hiah availshility

When you choose this role, the High Availability Wizard will then ask you to provide a NetBIOS name and IP
address to be used as the connection point to the cluster (called a
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client access point, or CAP). This step is shown in Figure 12-29.



(ient Acoess Poirt
Corfirmation

Configure High
Availabilty

Summany

Type the name that cliets wil use when accessing this custered role:

Mame:

CAP1

The NetBIOS name is limited to 15 characters. One or more IPv4 addresses could not be configured
ﬂaﬂtmna'btﬂy For each nebwork to be used, make sure the network is selected; and then type an

address.

Metworks  Address

M| 1921639024

Next, you configure the equivalent of the server replication settings shown earlier in Figure 12-13.
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& ?‘F""E’ 5'[? Replication Cunﬁéuration
i Virtual Hard Disks
D4 \Hyper-V \Wirtual Hard Disks [#] Enable this computer as a Replica server,
5‘_‘1 Virtual Machines Authentication and ports
D 'n.l-!mer—'u' Specify the authentication types to allow for incoming replication traffic. Ensure
& Physical GPUs that the ports you specify are open in the firewall,
Manage RematerY GPLIs @ {ise arberoe y:

& NUMA Spanning _ _
Allow MUMA Spanming Data sent over the network will not be encrypted,

ﬁ Live Migrations Specify the port:

Mo-Live Migrations ] )
;ﬂ% A G e [ ] Use certificate-based Authentication (HTTPS):
2 Simuftansous Migrations Data sent over the netwark will be encrypted.
QF Replication Configuration £ th e 1 |
Speci e t: 4431
Enabled as a Replica server fytepart | 49
& User Spedfy the certificate:
@% Keyboard
lze on the virtual machine
$ Mouse Release Key
CTRL+ALTHEFT ARROW

‘-fg Reset Check Boxes
Feset check boxes

Expirator

Intended Furpose:

Authorization and storage
'Spedﬁr the servers that are allowed to replicate virtual machines to this
computer,
(@) Allow replication from any suthenticated server
Specify the default location to store Replica files:
|D:1|||-|yper—'l.l”|,'u"}r1:|.|al Hard Disks

o Allow replication from the spedfied servers;

Primary Server Storage Location

o« ||

To do so, right-click the Hyper-V Replica Broker node in Failover Cluster Manager, and select Replication
Settings from the shortcut menu, as shown in Figure 12-30. The difference between the settings here and the
settings in Figure 12-13 is that in this case, the settings Apply to the entire cluster as a whole.
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On the remote Replica server, you configure replication as you normally would, by configuring Hyper-V Settings
in Hyper-V Manager as described in the earlier section named "Configuring Hyper-V physical host servers."
However, if you want the remote Replica also to be a multi-node failover cluster, then you would need to
configure that remote failover cluster through Failover Cluster Manager (by adding and configuring the Hyper-V
Replica Broker role).

After you configure the host server settings, you can configure replication on the VM in Failover Cluster
Manager just as you would in Hyper-V Manager. Right-click the clustered VM, click Replication, and then click
Enable Replication, as shown in Figure 12-31.
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Ru:rles ﬁkppSnﬂm | |:i Properties

This step opens the same Enable Replication wizard that you see when you configure replication on a
nonclustered VM. The remaining configuration steps are therefore identical. For the 70-417 exam, there's a
good chance you'll be asked about basic concepts related to configuring replication on clustered VMs.
Remember first of all that you use Failover Cluster Manager to configure replication for a clustered VM at the
primary site but still use Hyper-V Manager at the Replica site. Remember that in Failover Cluster Manager at
the primary site, you need to add the Hyper-V Replica Broker role to the failover cluster, and that this role is
used to configure Hyper-V Replica "server" settings for the cluster. Finally, you also need to remember that
when you configure Hyper-V Replica in a failover cluster, the CAP name and address are used as the server
name and address.

QUESTION 29
You have a server named Serverl that runs Windows Server 2012.
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You modify the properties of a system driver and you restart Serverl.



You discover that Serverl continuously restarts without starting Windows Server 2012.
You need to start Windows Server 2012 on Serverl in the least amount of time.
The solution must minimize the amount of data loss.

Which Advanced Boot Option should you select?

Repair Your Computer

Disable Driver Signature Enforcement
Last Know Good Configuration (advanced)
Disable automatic restart on system failure

Cow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Last known good configuration is used when a modification made to the registry base prevent the computer to
restart normally (like after installing an Application for example, or a driver...).

QUESTION 30
You have a file server named Serverl that runs a Server Core Installation of Windows Server 2012.

You need to ensure that users can access previous versions of files that are shared on Serverl by using the
Previous Versions tab.

Which tool should you use?

wbadmin
Diskpart
Storrept

Vssadmin
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CSow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:



sUWindowsssystem3d2 *ussadmin
szadmin 1.1 — Uolume Shadow Copy Service administrative command-—line tool
C» Copuright 28001-2812 Microsoft Corp.

rror: Invalid command.
——— Commandz Supported ———

dd ShadowStorage
reate Shadow
lelete Shadows
Delete ShadowStorage
i Providers
Shadows
ShadowStorage
Uoplumes
Hriters
ezize ShadowStorage
evert Shadow
uery Reverts

Add a new volume shadow copy storage association
Create a new volume shadow copy

Delete volume shadow copies

Delete volume shadow copy storage associlations
List »egistered volume shadow copy providers
List existing volume shadow copies

Liszt volume shadow copy storage associations
List volumes eligible for shadow copies

List =subscribed volume shadow copy writeps
Rezize a volume shadow copy storage association
Revert a volume to a shadow copy

Guery the progress of in—progress revert operations.

From Microsoft.Press.Exam.Ref.70-417.0ct.2012
Objective 12.1: Configure and manage backups

EXAM TIP

If your knowledge is rusty, be sure to review topics related to backing up and restoring that have remained the
same since Windows Server 2008. For example, remember that when you enable and configure Shadow
Copies settings on a file server, users can use the Previous Versions tab to restore older versions of files, and
that you can use the VSSAdmin tool to manage this feature.

QUESTION 31
Your network contains a server named Serverl that runs Windows Server 2012. Serverl has the Hyper-V
server role installed. Serverl hosts 10 virtual machines that run Windows Server 2012.

You add a new server named Server2. Server2 has faster hard disk drives, more RAM, and a different
processor manufacturer than Serverl.

You need to move all of the virtual machines from Serverl to Server2. The solution must minimize downtime.
What should you do for each virtual machine?
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Perform a quick migration.

Perform a storage migration.

Export the virtual machines from Serverl and import the virtual machines to Server2.
Perform a live migration.

OO0 W

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:
The different processor manufacturer is the key here. Storage, Live, and Quick all require same manufacturer.

QUESTION 32
Your network contains an Active Directory domain named contoso.com. The domain contains two member
servers named Serverl and Server2. All servers run Windows Server 2012.

Serverl and Server2 have the Failover Clustering feature installed. The servers are configured as nodes in a
failover cluster named Clusterl.



You add two additional nodes to Clusterl.

You have a folder named Folderl on Serverl that contains Application data.

You plan to provide continuously available access to Folderl.

You need to ensure that all of the nodes in Clusterl can actively respond to the client requests for Folder1.

What should you configure?

Affinity - None

Affinity - Single

The cluster quorum settings
The failover settings

A file server for general use
The Handling priority

The host priority

Live migration

The possible owner
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J. The preferred owner
K. Quick migration
L. The Scale-Out File Server

TTIOmMMmMOoOOw»

Correct Answer: L
Section: (none)
Explanation

Explanation/Reference:

Explanation:

All of the nodes in Clusterl can actively respond to the client requests for Folderl => Scale-Out File Server
http://technet.microsoft.com/en-us/library/hh831349.aspx

Scale-Out File Server for Application data (Scale-Out File Server) This clustered file server is introduced in
Windows Server 2012 and lets you store server Application data, such as Hyper-V virtual machine files, on file
shares, and obtain a similar level of reliability, availability, manageability, and high performance that you would
expect from a storage area network. All file shares are online on all nodes simultaneously. File shares
associated with this type of clustered file server are called scale-out file shares. This is sometimes referred to
as active-active.

For more information on how to deploy Scale--Out File Server:
http://technet.microsoft.com/en-us/library/hh831359.aspx Deploy Scale-Out File Server



5 High Avaitability Wizard

%E:'nu File Server Type

4 ...-\.'_-'_ 1

Before You Begin Select an option for a clustered file server:

Select Rale () File Serverfor general use

Heﬁum'ﬁpq |Use this option to provide a central location on your network for users to share files or for server
R = applications that open and close files frequenthy. This option supparts both the Server Messaoe Block
Ulient Ancess Point {SMB) and MNetwork File System (NFS) protocols. | also supports Data Deduplication, File Server
Caibinkian Resource Manager, DFS Replication, and other File Services role servicas.

Configure High

Availabilty i®) Scale-Out File Server for application data

Summary |Use this option to provide storage for server applications or vitual machines that leave files open for
extended perods of time. Scale<Out File Server client connections are distibited across nodes in the
cluster for better throughput. This option supports the SME protocol. | does not support the NFS
protocol, Data Deduplication, OFS Replication, or File Server Resource Manager.

More ahout clustered file server options

| < Previous || Med = | | Cancel
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QUESTION 33
Your network contains an Active Directory domain named contoso.com. The domain contains two member
servers named Serverl and Server2. All servers run Windows Server 2012.

Serverl and Server2 have the Failover Clustering feature installed. The servers are configured as nodes in a
failover cluster named Clusterl.

Clusterl hosts an Application named Appl.
You need to ensure that Server2 handles all of the client requests to the cluster for Appl.
The solution must ensure that if Server2 fails, Serverl becomes the active node for App1l.

What should you configure?

Affinity - None

Affinity - Single

The cluster quorum settings
The failover settings

A file server for general use
The Handling priority

The host priority

Live migration

ITOmMmMmoOOoOw»



The possible owner

The preferred owner
Quick migration

The Scale-Out File Server

-rx o=

Correct Answer: J
Section: (none)
Explanation

Explanation/Reference:
Explanation:
The preferred owner in a 2 server cluster will always be the active node unless it is down.

http://www.sglservercentral.com/Forums/Topic1174454-146-1.aspx#bm1174835 Difference between possible
owners and preferred owners Possible owners are defined at the resource level and dictate which nodes in the
Windows cluster are able to service this resource

For instance, you have a 3 node cluster with Node A, Node B and Node C. You have a
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clustered disk resource "MyClusteredDisk", if you remove Node C from the possible owners of the clustered
disk resource "MyClusteredDisk" then this disk will never be failed over to Node C.

Preferred owners are defined at the resource group level and define the preferred node ownership within the
Windows cluster For instance, you have a 3 node cluster with Node A, Node B and Node C. You have a cluster
resource group "MyClusteredGroup" which contains various disk, IP, network name and service resources.
Nodes A, B and C are all possible owners but Node B is set as the preferred owner and is currently the active
node.

The resource group fails over to Node C as Node B stops responding on the Public network due to a failed NIC.
In the Resource group properties on the failback tab you have this set to immediate.

You fix the NIC issue on Node B and bring it back up on the network. The resource group currently active on
Node C will without warning immediately attempt to failback to Node B. Not a good idea if this is a Production
SQL Server instance, so use caution when configuring preferred owners and failback

http://support.microsoft.com/kb/299631/en-us
Failover behavior on clusters of three or more nodes This article documents the logic by which groups fail from
one node to another when there are 3 or more cluster node members. The movement of a group can be

caused by an administrator who manually moves a group or by a node or resource failure. Where the group
moves depends on how the move is initiated and whether the Preferred Owner list is set.

QUESTION 34
Your network contains an Active Directory domain named contoso.com. The domain contains two member
servers named Serverl and Server2. All servers run Windows Server 2012.

Serverl and Server2 have the Network Load Balancing (NLB) feature installed. The servers are configured as
nodes in an NLB cluster named Clusterl.

Clusterl hosts a secure web Application named WebAppl.
WebAppl saves user state information locally on each node.
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You need to ensure that when users connect to WebAppl, their session state is maintained.

What should you configure?

A. Affinity - None



Affinity - Single

The cluster quorum settings
The failover settings

A file server for general use
The Handling priority

The host priority

Live migration

The possible owner

The preferred owner

Quick migration

The Scale-Out File Server

FAC-"IOMMUOUO®

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Even though Network Load Balancing (NLB) hasn't changed significantly since Windows Server 2008 and isn't
mentioned in this chapter, be sure to review the feature and its configurable options.

For example, remember that in port rules for Network Load Balancing clusters, the Affinity setting determines
how you want multiple connections from the same client handled by the NLB cluster.

"Affinity: Single" redirects clients back to the same cluster host. "Affinity: Network" redirects clients from the
local subnet to the cluster host. "Affinity: None" doesn't redirect multiple connections from the same client back
to the same cluster host.

http://technet.microsoft.com/en-us/library/bb687542.aspx

Using NLB

Client Affinity

NLB offers three types of client affinity to minimize response time to clients and provide generic support for
preserving session state. Each affinity specifies a different method for distributing client requests. In Application
Center, the New Cluster Wizard sets affinity to Single by default. Later, you can use the cluster Properties
dialog box to modify the affinity. The following table describes the three types of affinity.
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Affinity Description

None Multiple requests from the same client can access any memberfuseful for clusters
Single Multiple requests from the same client must access the same member; useful for
Class C | Multiple requests from the same TCP/IP Class C address range must access the sa

No Affinity



With No affinity, NLB does not associate clients with a particular member. Every client request can be load
balanced to any member. This affinity provides the best performance but might disrupt clients with established
sessions, because subsequent requests might be load balanced to other members where the session
information does not exist.

Single Affinity

In Single affinity, NLB associates clients with particular members by using the client's IP address. Thus,
requests coming from the same client IP address always reach the same member. This affinity provides the
best support for clients that use sessions on an intranet. These clients cannot use No affinity because their
sessions could be disrupted. Additionally, these clients cannot use Class C affinity because intranet clients
typically have IP addresses within a narrow range. It is likely that this range is so narrow that all clients on an
intranet have the same Class C address, which means that one member might process all of the requests while
other members remain idle.

Class C Affinity

With Class C affinity, NLB associates clients with particular members by using the Class C portion of the client's
IP address. Thus, clients coming from the same Class C address range always access the same member. This
affinity provides the best performance for clusters serving the Internet.

Bb687542.note(en-us, TechNet.10).gif Note It is not efficient for Internet clients to use Single affinity because, in
Single affinity, NLB load balances each client by the client's entire IP address, which can span a broad range.
By using Class C affinity, NLB associates clients with only the same Class C portion of the IP address with
particular members. Therefore, you essentially reduce the range of IP addresses by which NLB load balances
clients.
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QUESTION 35
You have a server named Serverl that runs Windows Server 2012.

On Serverl, you configure a custom Data Collector Set (DCS) named DCS1.
You need to ensure that all performance log data that is older than 30 days is deleted automatically.

What should you configure?

A. A File Server Resource Manager (FSRM) file screen on the %Systemdrive%\PerfLogs folder
B. The Data Manager settings of DCS1

C. Aschedule for DCS1

D. A File Server Resource Manager (FSRM) quota on the %Systemdrive%\PerfLogs folder

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
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QUESTION 36
Your network contains a single Active Directory domain named contoso.com. The domain contains a member
server named Serverl that runs Windows Server 2012,

Serverl has the Windows Server Updates Services server role installed and is configured to download updates
from the Microsoft Update servers.

You need to ensure that Serverl downloads express installation files from the Microsoft Update servers. What
should you do from the Update Services console?

A. From the Products and Classifications options, configure the Products settings.



B. From the Products and Classifications options, configure the Classifications settings.
C. From the Update Files and Languages options, configure the Update Files settings.
D. From the Automatic Approvals options, configure the Update Rules settings.

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 37
Your network contains a domain controller named DC1 that runs Windows Server 2012. You create a custom
Data Collector Set (DCS) named DCS1.

You need to configure DCS1 to collect the following information:

The amount of Active Directory data replicated between DC1 and the other domain controllers
The current values of several registry settings

Which two should you configure in DCS1? (Each correct answer presents part of the solution. Choose two.)

A. System configuration information
B. A Performance Counter Alert

C. Eventtrace data

D. A performance counter

Correct Answer: AD
Section: (none)
Explanation

Explanation/Reference:

QUESTION 38
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Your network contains an Active Directory domain named contoso.com. The domain contains a domain
controller named DC1. On DC1, you add a new volume and you stop the Active Directory Domain Services (AD
DS) service.

You run ntdsutil.exe and you set NTDS as the active instance.
You need to move the Active Directory database to the new volume.

Which Ntdsutil context should you use?

Files

IFM

Configurable Settings
Partition management

Cow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:



Explanation:
http://support.microsoft.com/kb/816120

How to Move the Database

You can move the Ntds.dit data file to a new folder, If you do so, the registry is updated so that Directory Service uses
the new location when you restart the server,

To move the data file to another folder, follow these steps:

1. Click Start. click Run, type ntdsutil in the Open box, and then press ENTER.
2, At the Ntdsutil command prompt, type files, and then press ENTER.
3

. At the file maintenance command prompt, type move DB to new location (where new location 1s an existing folder

that you have created for this purpose), and then press ENTER.
To quit Mtdsutil, type quit, and then press EMNTER,
Restart the computer.

e

QUESTION 39
Your network contains an Active Directory domain named contoso.com. The domain contains a domain
controller named DC1.

You run ntdsutil as shown in the exhibit. (Click the Exhibit button.)
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You need to ensure that you can access the contents of the mounted snapshot.

What should you do?

Exhibit:

= Administrator; C:Wﬁnduﬁvs’{ﬁyétem%ﬂc’ifnd.exé - ntdsutil b

Shwantdsutil
ntdsutil: snapshot
snapshot: 1ist all

1: 2012/04/13:10:56 {7Fof9afg2-5926-4f44-8Baf0-256d827a57d}

2: C: {7385bBee-cdac-445c-aa93-e322c16bB8d9f} C:\SSNAP_201204131056_VOLUMECS\

=napshot :

A. From the snapshot context of ntdsutil, run activate instance "NTDS".

B. From a command prompt, run dsamain.exe -dbpath
c:\$snap_201204131056_volumec$\windows\ntds\ntds.dit Idapport 389.

From the snapshot context of ntdsutil, run mount {79f94f82-5926-4f44-8af0- 2f56d827a57d}.

D. From a command prompt, run dsamain.exe -dbpath
c:\$snap_201204131056_volumec$\windows\ntds\ntds.dit Idapport 33389.

O

Correct Answer: D
Section: (none)
Explanation



Explanation/Reference:

Explanation:

This is a live DC, so 389 is already in use; 33389 would not be so is a valid port. http://technet.microsoft.com/
en-us/library/cc753609(v=ws.10).aspx

To expose an AD DS or AD LDS snapshot as an LDAP server
1. Log on to a domain controller as a member Enterprise Admins groups or the Domain Admins group.

2, Click Start, right-click Command Prompt, and then click Run as administrator,

L

If the User Account Control dialog box appears, confirm that the action it displays is what you want, and then click Co

4. At the elevated command prompt, type the following command, and then press ENTER. Be sure to include a space bef
dsamain /dbpath <path_to_database file> /ldapport <port_#>
If you plan to view the snapshot data on a domain controller, specify ports that are different from the ports that the d
dsamain /dbpath E\SSHNAP 200704181137 VOLUMED S WINDOWS\NTDS ntds.dit /ldapport 51389

A message indicates that Active Directory Domain Services startup is complete,

QUESTION 40
Your network contains an Active Directory domain named contoso.com. All domain controllers run Windows
Server 2012. You pre-create a read-only domain controller
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(RODC) account named RODC1.

You export the settings of RODCL1 to a file named Filel.txt.
You need to promote RODC1 by using Filel.txt.

Which tool should you use?

The Install-WindowsFeaturecmdlet

The Add-WindowsFeaturecmdlet
TheDism command

TheDcpromo command

The Install-ADDSDomainControllercmdlet

moow»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

DCPromo is gone, HOWEVER, it is still used for unattend installations using unattended files. This allows
administrators the chance to get used to using powershell commands instead of the unattended file.
http://technet.microsoft.com/en-us/library/hh472162.aspx

Beginning with Windows Server 2012, you can install 4D DS using Windows PowerShell. Dcpromo.exe is deprecated beginnin
<answetfile=). The ability to continue running dcproma.exe with an answer file provides organizations that have resources in
depromo.exe with an answer file, see http://support.microsoft.com/kb/947034,

NB: http://technet.microsoft.com/en-us/library/jj205467.aspx Install-WindowsFeature



Installs one or more Windows Server roles, role services, or features on either the local or a specified remote
server that is running Windows Server 2012. This cmdlet is equivalent to and replaces Add-WindowsFeature,
the cmdlet that was used to install roles, role services, and features in Windows Server 2008 R2. So the 2 first
answers are the same and we only have one choice here...

QUESTION 41
Your network contains an Active Directory domain named contoso.com.

Domain controllers run either Windows Server 2008, Windows Server 2008 R2, or
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Windows Server 2012.

You have a Password Settings object (PSOs) named PSOL1.
You need to view the settings of PSO1.

Which tool should you use?

Get-ADDomainControllerPasswordReplicationPolicy
Get-ADDefaultDomainPasswordPolicy

Server Manager
Get-ADFineGrainedPasswordPolicy

CSow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:
http://technet.microsoft.com/en-us/library/ee617231.aspx

QUESTION 42
Your network contains an Active Directory domain named contoso.com.

The domain contains a domain controller named DC4 that runs Windows Server 2012.
You create a DCCloneConfig.xml file.
You need to clone DCA4.

Where should you place DCCloneConfig.xml on DC4?

%Systemroot%\SYSVOL
%Systemdrive%
%Systemroot%\NTDS
%Programdata%\Microsoft

CSow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:
http://technet.microsoft.com/de-de/library/hh831734.aspx
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The clane domain controller uses the following criteria to detect that it is a copy of another domain contraller:

1, The value of the Vii-Generation ID supplied by the virtual machine is different than the value of the VIiv-Generation IC

F Hinweis

The hypervisor platform must suppaort VhA-Generation D (Windows Server 2012 Hyper-\ supports WM-Generation

2. Presence of a file called DECloneConfigaml in ane of the following locations:
# The directory where the DIT resides
* SowindirseyNTDS

# The root of a removable media drive

QUESTION 43
Your network contains an Active Directory domain named contoso.com. The domain contains a domain
controller named dcl.contoso.com.

You discover that the Default Domain Policy Group Policy objects (GPOs) and the Default Domain Controllers
Policy GPOs were deleted.

You need to recover the Default Domain Policy and the Default Domain Controllers Policy GPOs.

What should you run?

dcgpofix.exe /target:domain
dcgpofix.exe /target:both

gpfixup.exe /oldnb:contoso/newnb:dcl
gpfixup.exe /dc:dcl.contoso.com

Cow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:
http://technet.microsoft.com/en-us/library/cc739095(v=ws.10).aspx

To run Degpofix
Type the following at the command prompt: degpofix [/ignoreschema][/target: {domain | dc | both}]

Where:
fignoreschema is an optional parameter. If you set this parameter, the Active Directory schema version number is ignored,

[target: {domain | dc | both} is an optional parameter that specifies the target domain, domain controller, or both. If you do
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QUESTION 44

Your network contains an Active Directory domain named contoso.com. The domain contains a server named
Serverl that runs Windows Server 2012. Serverl has the Network Policy Server role service installed.



You plan to configure Serverl as a Network Access Protection (NAP) health policy server for VPN enforcement
by using the Configure NAP wizard.

You need to ensure that you can configure the VPN enforcement method on Serverl successfully.
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What should you install on Serverl before you run the Configure NAP wizard?

A. The Remote Access server role

B. A system health validator (SHV)

C. A computer certificate

D. The Host Credential Authorization Protocol (HCAP)

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:
http://technet.microsoft.com/fr-fr/library/dd314165%28v=ws.10%29.aspx

Configure Policies for VPN Enforcement

The NAP health policy server uses the Network Policy Server (NPS) role service with configured network
policies, health policies, and system health validators (SHVSs) to evaluate client health based on
administratordefined requirements. Based on the results of this evaluation, NPS instructs the virtual private
network (VPN) server to provide full access to compliant NAP client computers and to restrict access to
noncompliant client computers when NAP is deployed using full enforcement mode.

Remarque
Before performing this procedure, you must install a certificate for Protected Extensible Authentication Protocol
(PEAP) authentication. For more information, see Install a Computer Certificate for PEAP.

"A Composite Solution With Just One Click" - Certification Guaranteed 85 Microsoft 70-417 : Practice Test



Select Network Connection Method For Use with NAP

Network connection method: )
Select the network connection method that you wart to deploy on your netwark for NAP-capable client
computers, Created policies will work with this network connection type only. To create policies for additional
network connection methods, vou can run the wizard again.

Virtual Private Network (VPN)

Policy name:
This default test is used as part of the name for each of the policies created with this wizard. You can use the

default tesd or modify i
[NAP VPN

Additional requiremenits:
“fou must perform additional actions to set up NAP, View additional MAP requirements by clicking on the
lirike: bl

Additional Reguirements

Previous | I

You cannot continue without a valid certificate:
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Configure NAP »

l Configure an Authentication Method
]

Protected Bdensible Authertication Protocol (PEAF) is the authentication method used with wireless access
points and authenticating switches. To configure PEAFP, vou must select a server certificate an the NPS server
and you must corfigurs an authentication type.

NP5 Server Cerificate

T select a server cedificate issued by your organization trusted root cedification authority ({CAY or a public
CAthat iz trusted by client computers, click Choose. To view the selected cerificate. click View,

|N|:|ne
EAP types:
Select B 7 : z & -‘
accept | Network Access Protection .
Secy

cred f ¥4 You don't have the required certificate to use Protected EAP (PEAP)

it | Authentication protocol,
Ok
Previous | | Mend Finish
QUESTION 45

Your network contains an Active Directory domain named adatum.com. The domain contains a server named
Serverl that runs Windows Server 2012. Serverl is configured as a Network Policy Server (NPS) server and as
a DHCP server.

The network contains two subnets named Subnetl and Subnet2. Serverl has a DHCP scope for each subnet.
"A Composite Solution With Just One Click" - Certification Guaranteed 87 Microsoft 70-417 : Practice Test
You need to ensure that noncompliant computers on Subnetl receive different network policies than
noncompliant computers on Subnet2

Which two settings should you configure? (Each correct answer presents part of the solution. Choose two.)

A. The NAS Port Type constraints
B. The Health Policies conditions



C. The Called Station ID constraints
D. The NAP-Capable Computers conditions
E. The MS-Service Class conditions

Correct Answer: DE
Section: (none)
Explanation

Explanation/Reference:
Explanation:
The MS-Service Class is how you can specify which subnet the computer must be coming from in order to

Apply the policy.
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Scope [10.0.0.0] VDI Properties

General I OM5 | Metwork Access Protection | Advanced

- Metwork Access Protection

You can setup the Network Access Protection settings for this scope
hiere.

i~ Network Access Protection Settings -
% Enable forthis scope

™ Use default MNetwork: Access Protection profile

™ Dizable for this scope

| [l b | | [ —1 | | [
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€ NP5 (Local) ‘ :Nnn :
I | RADIUS Clients and Servers

# 8l Polices [ Overview | Conditions | Consrairts | Seftings |
| Connection Reguest Polici N _ _
5 Metwork Poficies Configure the conditions for this networlc policy.
| Health Policies if conditicns match the connection reguest, NP5 uses this polic
b b Metwork Access Protection connection request, NP5 skips this policy and evaluates other |

B, Accounting
i My Ternplates Management

ndition alue
h MAP-LCapable Computer is non MAP-capabl
@ MS-Service class 1234

Condition description:
T WA Rrsiivic A i B ore sl Wt B s s

QUESTION 46
Your network contains an Active Directory domain named contoso.com. All client
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computers run Windows 8.

Your company has users who work from home. Some of the home users have desktop computers. Other home
users have laptop computers. All of the computers are joined to the domain. All of the computer accounts are
members of a group named Groupl.

Currently, the home users access the corporate network by using a PPTP VPN.

You implement DirectAccess by using the default configuration and you specify Groupl as the DirectAccess
client group.

The home users who have desktop computers report that they cannot use DirectAccess to access the
corporate network. The home users who have laptop computers report that they can use DirectAccess to
access the corporate network.

You need to ensure that the home users who have desktop computers can access the network by using
DirectAccess.

What should you modify?

A. The WMI filter for Direct Access Client Settings GPO
B. The conditions of the Connections to Microsoft Routing and Remote Access server policy
C. The membership of the RAS and IAS Servers group



D. The security settings of the computer accounts for the desktop computers

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:
The default settings includes creating a GPO that has a WMI filter for laptops only.

Security Fltering
The settings in this GPO can only apply to the following groups, users, and computers:

MName
5& Domain Computers (VDI'\Domain Computers)

| Add .. | | Remove | | Properies |

WMI Rltering

This GPO is linked to the following WMIHilter:

| DirectAccess - Laptop only WM fitter L | | Cpen |
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QUESTION 47
Your network contains an Active Directory forest. The forest contains two domains named contoso.com and
fabrikam.com. All of the DNS servers in both of the domains run Windows Server 2012.

The network contains two servers named Serverl and Server2. Serverl hosts an Active Directory-integrated
zone for contoso.com. Server2 hosts an Active Directory-integrated zone for fabrikam.com. Serverl and
Server2 connect to each other by using a WAN link.

Client computers that connect to Serverl for name resolution cannot resolve names in fabrikam.com.

You need to configure Serverl to support the resolution of names in fabrikam.com. The solution must ensure
that users in contoso.com can resolve names in fabrikam.com if the WAN link fails.

What should you do on Serverl?

Create a stub zone.

Create a secondary zone.

Add a forwarder.

Create a conditional forwarder.

Sow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:



QUESTION 48
Your network contains an Active Directory domain named contoso.com. The domain contains a Web server
named www.contoso.com. The Web server is available on the Internet.

You implement DirectAccess by using the default configuration.
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You need to ensure that users never attempt to connect to www.contoso.com by using DirectAccess.

The solution must not prevent the users from using DirectAccess to access other resources in contoso.com.

Which settings should you configure in a Group Policy object (GPO)?

Network Connections

DirectAccess Client Experience Settings
DNS Client

Name Resolution Policy

CSow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:
http://www.techrepublic.com/blog/10things/10-things-you-should-know-about- directaccess/1371

9: Name Resolution Policy Table provides policy-based DNS
gueries

The DirectAccess client uses the Name Resolution Policy Table (NRPT) to determing which DNS
server to use to resolve names. When the Directdccess client is on the corpnet, the NRPT is
turned off. When the DirectAccess client detects that it is on the Internet, the DirectAccess client

turns on the NRPT and checks Its entries to see which DNS server it should use to connectto a
resource. You put your internal domain names and possible servers on the NRPT and configure
to use an internal DNS server to resolve names

When the DirectAccess client on the Internet needs to connect to a resource using a FQDN, it
checks the MRPT. If the name is on it, the query is sent to an intranet DNS server. If the name is
not on the NRPT, the DirectAccess client sends the query to the DNS server configured on its NIC
which is an Internet DNS server. The name of the NLS server is also placed on the NRPT, but jt's
included as an exemption — meaning that the DirectAccess client should never use an intranet
server to resolve the name of the NLS server. So the DirectAccess client on the Internet will never
be able to resolve the name of the NLS server and thus will know that it is on the Internet and will
turn on its DirectAccess client components. Even more important, when it connecis to the corpnet
over the DirectAccess connection, it doesn't think that it's connected to the corpnet by resolving
the name of the NLS server
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Mame Resolution Paolicy
Overview

The Mame Resolution Policy Table (NRF T} stores corfiguration settings for DNS securty (DNSSEC) and Direct Access on DMNS client computers,
You can use this page to create or edit rules, which are used to make policies that can be applied to an Active Directory organizational unit (0L}

Leam more about DNSSEC on the Web

Description Create Rules

Mame Resoltion To which part of the namespace does this nule apphe?

Palicy is the Group i

Policy object {GPO) |Any v|

that cortains the

palicy information Cerdification authority:

found in the Name {Optional) | | | Browse...

Resolution Policy

Table (NRFT). - : i
iz § n | DNSSEC DMS Settings for DirectAccess |Geneﬂ|: DNS Server | Encoding

[+] Enable DMS settings for DirectAccess in this rule
[OMS =ettings for Direct Access

OIS servers

Remove

[] Use thiz Web prosyr:

| Use the default Web prosy

IPsec:
[] Use IPgec in communication between the DNS client and DNS server

Encryption type Ma encryption {intearty onky)

_'_||.:u:.|:a.tlﬁ:_ | - Create | | Clear

Notice this could have been Network connection:
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Il Local Area Connection Properties |
EEE

s
* Microsoft Virtual Machine Bus Network Adapter

& Client for Microsoft Networks

¥l Bl0oS Packet Scheduler
v .@ Filz and F'nrlter Sharlng for Microsoft Networks

I e Link- La;.ferTopnlng:,.r Dizcovery Responder

o e

D T 5
Tta‘:msdm Control Protocol/lntemet Pmtcm} The default

wide area netwmkmum::d that pmmi!ﬂmm.um
across diverse interconnected networks,

[k Catcel
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Internet Protocol Version 4 (TCP/TPwd) Properties ﬂﬁl

Gonera

If this computer is used on more than one netwark, enter the alternate IP
settings below.

{+ Automatic private IP address
" User configured

IR address I

Subretmask |

[refault gatamay I

Prererred DS seiven

o[ = e L = e o

Preferred WIS Server) I

GlrErmate M S Server I

[ Validate-sethings, i ciiamaed, upom et

BUT "The solution must not prevent the users from using DirectAccess to access other resources in
contoso.com"

QUESTION 49
Your network contains an Active Directory domain named contoso.com. The domain contains more than 100
Group Policy objects (GPOs). Currently, there are no enforced GPOs.

The domain contains a top-level organizational unit (OU) for each department. A group
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named Groupl contains members from each department.

You have a GPO named GPO1 that is linked to the domain.
You need to configure GPO1 to Apply settings to Groupl only.

What should you use?

Dcgpofix
Get-GPOReport
Gpfixup

Gpresult
Gptedit.msc
Import-GPO
Restore-GPO
Set-GPInheritance
Set-GPLink

TIOmMMmMOOw»



J. Set-GPPermission
K. Gpupdate
L. Add-ADGroupMember

Correct Answer: J
Section: (none)
Explanation
Explanation/Reference:

Explanation:
http://technet.microsoft.com/en-us/library/ee461038.aspx

Set-GPPermissions

Grants a level of permissions to a security principal for one GPO or all the GPOs in a domain,

Syniax

Set-GPPermissions -Guid <Guid> -Permissionlevel <GPPermisssionType> -TargetName <string> -TargetType
57

Set-GPPermissions [-Name] <string> -Permissionlewel <GPPermisssionType> -TargetName <string> -TargetT
etersy)

Set-GPPermissions -All -Permissicnlevel <GPPermisssionType: -TargetMame <string> -TargetType {<Comput

Detailed Description

Grants a level of permissions to a security principal (user, security group, or computer) for ane GPO or all the GPOs in a dom:
can use the Mame or the Guid parameter to set the permission level for the security principal on a single GPO, or you can use

By default, if the security principal already has a higher permission level than the specified permission level, the change is not
ensures that the existing permission level is replaced by the new permission level,
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QUESTION 50
Your network contains an Active Directory domain named contoso.com. The domain contains more than 100
Group Policy objects (GPOSs). Currently, there are no enforced GPOs.

You need to prevent all of the GPOs at the site level and at the domain level from being Applied to users and
computers in an organizational unit (OU) named OU1.



You want to achieve this goal by using the minimum amount of administrative effort.

What should you use?

Dcgpofix
Get-GPOReport
Gpfixup

Gpresult
Gptedit.msc
Import-GPO
Restore-GPO
Set-GPInheritance
Set-GPLink
Set-GPPermission
Gpupdate
Add-ADGroupMember

FAS-"IEMTMOO®»

Correct Answer: H
Section: (none)
Explanation

Explanation/Reference:
Explanation:
http://technet.microsoft.com/en-us/library/ee461032.aspx

Set-GPInheritance

Elocks or unblocks inheritance for a specified domain or arganizational unit (QLU),

Topic 2, Volume B

QUESTION 51
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Your network contains an Active Directory domain named contoso.com. The domain contains more than 100
Group Policy objects (GPOs). Currently, there are no enforced GPOs.

You have two GPOs linked to an organizational unit (OU) named OUL.
You need to change the precedence order of the GPOs.

What should you use?

Dcgpofix
Get-GPOReport
Gpfixup

Gpresult
Gptedit.msc
Import-GPO
Restore-GPO
Set-GPInheritance
Set-GPLink
Set-GPPermission

ST ITOoOmMmMmoOm»



K. Gpupdate
L. Add-ADGroupMember

Correct Answer: |
Section: (none)
Explanation

Explanation/Reference:
Explanation:
http://technet.microsoft.com/en-us/library/ee461022.aspx

Detailed Description
The Set-GPLink cmdlet sets the properties of a GPO link.

You can set the following properties:

-- Enabled. If the GPO link is enabled, the settings of the GPO are applied when Group Policy is processed for the site, doma
-- Enforced. If the GPO link is enforced, it cannot be blocked at a lower-level (in the Group Policy processing hierarchy) conta
-- Order, The order specifies the precedence that the settings of the GPC: take over copflicting settings in other GPOs that ar

QUESTION 52
Your network contains an Active Directory domain named contoso.com. Domain controllers run either Windows
Server 2003, Windows Server 2008 R2, or Windows Server 2012,
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A support technician accidentally deletes a user account named Userl.

You need to use tombstone reanimation to restore the Userl account.

Which tool should you use?

Esentutl

Ldp

Ntdsutil

Active Directory Administrative Center

Cow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:
ADAC would be the perfect solution if this environment was in 2008 R2 functional level; however it is currently

below that due to there being a Windows Server 2003 DC. This means you must use the LDP utility as
previously. http://technet.microsoft.com/en-us/library/hh831702.aspx

If you plan to enable Active Directory Recycle Bin in Windows Server 2012, consider the following:

By default, Active Directory Recycle Bin is disabled. To enable it, you must first raise the forest functional level of your ¢
that host instances of AD LDS configuration sets be running Windows Server 2008 R2 ar higher.

« The process of enabling Active Directory Recycle Bin is irreversible, After you enable Active Directory Recycle Bin in yoL

+ Ta manage the Recycle Bin feature through a user interface, you must install the version of Active Directory Administra



QUESTION 53
Your network contains an Active Directory domain named contoso.com. All domain controllers run Windows
Server 2012.

On all of the domain controllers, Windows is installed in C:\Windows and the Active Directory database is
located in D:\Windows\NTDS\.

All of the domain controllers have a third-party Application installed.
The operating system fails to recognize that the Application is compatible with domain controller cloning.
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You verify with the Application vendor that the Application supports domain controller cloning.

You need to prepare a domain controller for cloning.

What should you do?

A. In C:\Windows\System32\Sysprep\Actionfiles\, add the Application information to an XML file named
Respecialize.xml.

B. In D:\Windows\NTDS)\, create an XML file named DCCloneConfig.xml and add the Application information
to the file.

C. In D:\Windows\NTDS\, create an XML file named CustomDCCloneAllowList.xml and add the Application
information to the file.

D. In C:\Windows\, create an XML file named DCCloneConfig.xml and add the Application information to the
file.

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

http://blogs.dirteam.com/blogs/sanderberkouwer/archive/2012/09/10/new-features-in- active-directory-
domainservices-in-windows-server-2012-part-13-domain-controller- cloning.aspx

Get-ADDCCloningExcludedApplicationList

This command might return a set of applications and services that are not tested. Mow,
when the Domain Controller Cloning process runs into an application, agent of service that is
not on the Default Domain Controller Clone Allow List (DefaultDCCloneAllowList.xml) it
will feel it is not allovwed to perform the clone. When the command doesn't detect any
untested applications, agents or services, you and the Domain Controller are good to go to
the pext step. When the command returns programs or services, you need to resolve the
issues. You can do this in two ways;

1. Uninstall the program or service (temporarily)
2. (Work with the software vendor to) Test the application, agent and/or service for
cloning.

When following the second method and you feel the applications and services detected using
the Get-ADDCCloningExcludedApplicationList command don't stand in the way of
successtul Domain Controller Cloning, you can add these applications to a Custom Domain
Controller Clone Allowy List {CustomDCCloneAllowLisExml}. This last file uses the same
syntax as the Default Domain Controller Clone Allow List, so it will look something like this:



QUESTION 54
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Your network contains an Active Directory domain named adatum.com. The domain contains a domain
controller named Serverl.

On Serverl, you create a new volume named E.

You restart Serverl in Directory Service Restore Mode. You open ntdsutil.exe and you set NTDS as the active
instance.

You need to move the Active Directory logs to E\NTDS\.

Which Ntdsutil context should you use?

IFM

Files

Configurable Settings
Partition management

CSow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:
http://support.microsoft.com/kb/816120#5

How to Move Log Files

Lise the move logs to command to move the directory service log files to another folder, For the new settings to take
effect, restart the computer after you move the log files.
To mave the log files, follow these steps:

Click Start, click Run, type ntdsutil in the Cpen box, and then press EMTER.

At the Mtdsutil command prompt, type files. and then press ENTER.

At the file maintenance command prompt, type move logs to new location (where rew location is an existing
folder that you have created for this purpose], and then press EMNTER,

Type quit, and then press EMTER,

5. Restart the computer,

R

=

QUESTION 55
Your network contains an Active Directory domain named contoso.com. All servers run Windows Server 2012.
The domain contains two servers. The servers are configured as shown in the following table.

"A Composite Solution With Just One Click" - Certification Guaranteed 103 Microsoft 70-417 : Practice Test

Server name  Configuration

DC1 DNS server

Domain controller

Enterprise certification authority {CA)

Server2 Network Policy Server (NPS)
Health Registration Authority (HRA)




All client computers run Windows 8 Enterprise.
You plan to deploy Network Access Protection (NAP) by using IPSec enforcement.

A Group Policy object (GPO) named GPOL is configured to deploy a trusted server group to all of the client
computers.

You need to ensure that the client computers can discover HRA servers automatically.

Which three actions should you perform? (Each correct answer presents part of the solution. Choose three.)

On Server2, configure the EnableDiscovery registry key.

On DC1, create an alias (CNAME) record.

On DC1, create a service location (SRV) record.

In a GPO, modify the Request Policy setting for the NAP Client Configuration.
On all of the client computers, configure the EnableDiscovery registry key.

moow»

Correct Answer: CDE
Section: (none)
Explanation
Explanation/Reference:

Explanation:
http://technet.microsoft.com/en-us/library/dd296901(v=ws.10).aspx

4 Requirements for HRA automatic discovery
The fallowing requirements must be met in order to configure trusted server groups on NAP client computers using HRA
Client computers must be running Windows Vista® with Service Pack 1 (5P1) or Windows XP with Service Pack 3 (5P
The HRA server must be configured with a Secure Sockets Layer (55L) certificate.
+ The EnableDiscovery registry key must be configured on MNAP client computers,
+ DS SRV records must be configured.

The trusted server group configuration in either lacal policy or Group Policy must be cleared.
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QUESTION 56

Your network contains an Active Directory domain named adatum.com. The domain contains a server named
Serverl that runs Windows Server 2012. Serverl is configured as a Network Policy Server (NPS) server and as
a DHCP server.

You need to ensure that only computers that send a statement of health are checked for Network Access
Protection (NAP) health requirements.
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Which two settings should you configure? (Each correct answer presents part of the solution. Choose two.)

A. The NAP-Capable Computers conditions
B. The MS-Service Class conditions
C. The NAS Port Type constraints



D. The Called Station ID constraints
E. The Health Policies conditions

Correct Answer: AE
Section: (none)
Explanation

Explanation/Reference:
Explanation:
The NAP-Capable ensures that the machine is able to send a statement of health, and the Health Policy tells it

which policy to evaluate against.

Overview | Conditions |[:mﬁ,m5| SEH.-WQ-'R|
Corfigure the conditions for this network: policy.

I conditions match the connection reguest, NPS uses this policy to authonze the connection request. if conditions do not match the
connection request, NPS skips this policy and evaluates other policies, f additional policies are corfigured.

Condition 1.v.n"aluvat

Health Policy 123 Compliart
%5 NAP-Capable Computer is NAP-capable
Condition description:

The Health Policies condition restricts the policy to only clients that meet the health critera specified in the health policy.

QUESTION 57
Your network contains two servers named Serverl and Server2. Both servers run Windows Server 2012 and

have the DNS Server server role installed.

On Serverl, you create a standard primary zone named contoso.com.



You need to ensure that Server2 can host a secondary zone for contoso.com.

What should you do from Serverl?

Create a zone delegation that points to Server2.

Create a trust anchor named Server2.

Convert contoso.com to an Active Directory-integrated zone.
Add Server2 as a name server.

CSow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

QUESTION 58
You have a server named Served that runs Windows Server 2012.
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On Serverl, you configure a custom Data Collector Set (DCS) named DCS1. DCS1 is configured to store
performance log data in C:\Logs.

You need to ensure that the contents of C:\Logs are deleted automatically when the folder reaches 100 MB in
size.

What should you configure?

A File Server Resource Manager (FSRM) file screen on the C:\Logs folder
A schedule for DCS1

The Data Manager settings of DCS1

A File Server Resource Manager (FSRM) quota on the C:\Logs folder

Cow>

Correct Answer: C
Section: (none)
Explanation
Explanation/Reference:
QUESTION 59

You have a server named Serverl that runs Windows Server 2012.

You create a custom Data Collector Set (DCS) nhamed DCS1.

GRATIS

Free Practice Exams

http://www.gratisexam.com/

You need to configure DCS1 to meet the following requirements:

Automatically run a program when the amount of total free disk space on Serverl drops below 10 percent of
capacity.



Log the current values of several registry settings.

Which two should you configure in DCS1? (Each correct answer presents part of the solution. Choose two.)

A. System configuration information
B. A Performance Counter Alert

C. Eventtrace data

D. A performance counter

Correct Answer: AB
Section: (none)
Explanation

Explanation/Reference:

QUESTION 60
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You have a VHD that contains an image of Windows Server 2012.

You plan to Apply updates to the image.

You need to ensure that only updates that can install without requiring a restart are installed.

Which DISM option should you use?

A. /Apply-Unattend
B. /Add-ProvisionedAppxPackage
C. /PreventPending
D. /Cleanup-Image

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:
http://technet.microsoft.com/en-us/library/hh825265.aspx

Use the /PreventPending option to skip the installation of the package if the package or Windows image has pending online

QUESTION 61

Your network contains an Active Directory domain named contoso.com. The domain contains two servers
named Serverl and Server2 that run Windows Server 2012. Serverl has the IP Address Management (IPAM)
Server feature installed. Server2 has the DHCP Server server role installed.

A user named Userl is a member of the IPAM Users group on Serverl.

You need to ensure that Userl can use IPAM to modify the DHCP scopes on Server2.

The solution must minimize the number of permissions assigned to Userl.
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To which group should you add Userl?

A. IPAM ASM Administrators on Serverl



B. IPAMUG in Active Directory
C. DHCP Administrators on Server2
D. IPAM MSM Administrators on Serverl

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Sever2 "DHCP Users" group membership is required to modify scopes on Server2 of course DHCP
Administrators can proceed these tasks too.

From the MSPress book "Upgrading your skills to MCSA Windows Server 2012" IPAM Provisioning IPAM
installation sets up various periodic data collection tasks to collect relevant data from managed DNS, DHCP,
DC and NPS servers to enable address space management, multi-server management and monitoring and
event catalog scenarios. All IPAM tasks launch under the Network Service account, which presents the local
computer's credentials to remote servers.

To accomplish this, administrators must enable read access and security permissions for the required
resources over managed servers for the IPAM server's computer account. Further the relevant firewall ports
need to be configured on these managed servers.

IPAM Access Settings
The following table provides a mapping of the IPAM functionality and managed server role type to access
setting and FW rule required by IPAM periodic tasks:
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Role Type Access Setting FW Rule
Membership of ‘DHCP DHCP Server (RPC
Users’ security group DHCP Server (RPC
Read access in the ‘DHCP Remote Service
Server’ service ACL Management (RP(
Remote Service
Management (RP(
EPMAP)
Membership of ‘Event Log Remote Event Log
DHCP Readers’ security group Management (RP(
Remote Event Log
Management (RP(
EPMAP)

Creation of Network share
‘dhcpaudit’ of the DHCP
audit file location (default
location for logs is
%windir%)\system32\dhcp
) and read access on the
same

File and Printer Sh
(NB-Session-In)

File and Printer Sh
(SMB-In)

IPAM Access Monitoring

IPAM access monitoring tracks the provisioning state of the following statuses on the server roles, which are



displayed in the details pane of the IPAM server inventory view:
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Role Type Access Setting Tracked by Server
Discovery

Membership of ‘DHCP Users’ security

and corresponding remote
management firewall rules enablement

Membership of ‘Event Log Readers’
DHCP security group and corresponding remote
management firewall rules enablement

Creation and read access of Network
share ‘dhcpaudit’ of the folder where
DHCP audit files are located and remote
file transfer firewall rules enablement

QUESTION 62
Your network contains an Active Directory domain named contoso.com. The domain contains a main office and
a branch office. An Active Directory site exists for each office.

The domain contains two servers named Serverl and Server2 that run Windows Server 2012. Both servers
have the DHCP Server server role installed. Serverl is located in the main office site. Server2 is located in the
branch office site.

Serverl provides IPv4 addresses to the client computers in the main office site. Server2 provides IPv4
addresses to the client computers in the branch office site.

You need to ensure that if either Serverl or Server2 are offline, the client computers can still obtain IPv4
addresses. The solution must meet the following requirements:

The storage location of the DHCP databases must not be a single point of failure. Serverl must provide IPv4
addresses to the client computers in the branch office site only if Server2 is offline.
Server2 must provide IPv4 addresses to the client computers in the main office
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site only if Serverl is offline.

Which configuration should you use?

A. Load sharing mode failover partners

B. Hot standby mode failover partners

C. A Network Load Balancing (NLB) cluster
D. A failover cluster

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:
http://blogs.technet.com/b/teamdhcp/archive/2012/06/28/ensuring-high-availability-of-dhcp- using-
windowsserver-2012-dhcp-failover.aspx

Ensuring High Availability of DHCP using Windows Server 2012 DHCP Failover The Hot Standby mode results
in an Active-Passive configuration. You will be required to designate one of the two DHCP servers as the active
server and the other as standby. The standby server is dormant with regard to serving client requests as long
as the active server is up.

However, the standby server receives all the inbound lease updates from the active DHCP server and keeps its
database up to date.

http://blogs.technet.com/b/teamdhcp/archive/2012/09/03/dhcp-failover-hot-standby- mode.aspx

DHCP Failover Hot-Standby Mode

In the previous blog on DHCP Failover, we discussed the DHCP failover load balance mode where both DHCP
servers respond to client requests and load balance the requests between them based on an admin specified
load distribution ratio.

In the other mode of a failover relationship, known as the Hot-Standby mode (Active- Passive), only one of the
servers actively leases IP addresses and option configuration to clients in given subnet(s)/scope(s) while the
other server (standby) is passive. The standby server services the clients, only in event of active server being
down. The clients fallback to the active server once the active server becomes available again post the outage.

The Load balance mode is more suited for single site deployment where the 2 DHCP servers in a failover
relationship are co-located with the subnets/scopes being served by them. As the servers are in network
proximity with the clients, the clients do not experience any latency while acquiring or renewing an IP address.
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Hot-Standby mode is more suited for multi-site deployment topologies. Each site would have a local DHCP
server which is configured to provide the DHCP service to the clients on the local network and DHCP server at
a remote site would be standby server. In a normal state of operation, computers and devices on a given site
receive IP addresses and other network configuration from the DHCP server located at the same site as the
clients. However, in the event of the local DHCP server being down, the DHCP server from the remote site
would provide the service to the clients. You could choose to deploy hot standby mode in a single-site
deployment also if you need to.

QUESTION 63
Your network contains an Active Directory domain named contoso.com. The domain contains two servers
named Serverl and Server2 Both servers have the IP Address Management (IPAM) Server feature installed.

You have a support technician named Techl. Techl is a member of the IPAM Administrators group on Serverl
and Server2.



You need to ensure that Techl can use Server Manager on Serverl to manage IPAM on Server2.

To which group on Server2 should you add Techl.

IPAM MSM Administrators
IPAM Administrators
winRMRemoteWMIUsers_
Remote Management Users

CSow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Since the user is already a member of IPAM adinistrators group (and the IPAM MSM Administrators
Administrators group provides access that is already available to the IPAM Administrators group),

Then, about the debate on winRMRemoteWMIUsers VS Remote Management Users, i know they're told to
have exactly the same permissions, but in the IPAM Microsoft
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documentation, they don't talk about Remote Management Users, not even once on 97 pages, whereas this is
said about winRMRemoteWMIUsers_:

Understand and Troubleshoot IP Address Management (IPAM) in Windows Server 8 Beta If you are accessing
the IPAM server remotely using ServerManager IPAM client RSAT, then you must be a member of the

WinRMRemoteWMIUsers group on the IPAM server, in addition to being a member of the appropriate IPAM
security group (or local Administrators group).

AP

\_.__:: \ A domain user connecting to the IPAM server f
“~~ Note: of thel'WinRMRemoteWMIUsers " group on t
member of the appropriate IPAM security grou
with the Server Manager RSAT. Server Manage
installation on a Windows 8 Consumer Preview
the Server Manager navigation tree by default
RSAT.

NB:
http://social.technet.microsoft.com/wiki/contents/articles/13444.windows-server-2012- server-
managertroubleshooting-guide-part-ii-troubleshoot-manageability-status-errors-in- server-manager.aspx

Windows Server 2012 - Server Manager Troubleshooting Guide, Part II: Troubleshoot Manageability

Status Errors in Server Manager

Error <computer name>:; Configuration refresh failed with the following error: The metadata failed to be
retrieved from the server, due to the following error: Access is denied. The user is attempting to manage the
remote server with a credential that has only standard user (not a member of the Administrators group) access
rights on the target server, and the user has not enabled standard user remote management of the target



server. By default, an account with standard user access rights is not a part of the WinRM remote WMI user's
group, and can perform limited management tasks on a remote server in Server Manager. To allow standard
users more management access rights on a target server, run the Enable-
ServerManagerStandardUserRemotingcmdlet on the target server, in a Windows PowerShell session that has
been opened with elevated user rights (Run as Administrator). For more information about how to use this
cmdlet (and disable standard user management access when it is no longer needed), see the cmdlet

Help topic for nableServerManagerStandardUserRemoting [This link is external to TechNet Wiki. It will open in
a new window.]
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QUESTION 64

Your network contains an Active Directory domain named contoso.com. The domain contains a server named
Serverl that runs Windows Server 2012. Serverl has the Active Directory Certificate Services server role
installed and is configured as an enterprise certification authority (CA).

You need to ensure that all of the users in the domain are issued a certificate that can be used for the following
purposes:

Email security
Client authentication
Encrypting File System (EFS)

Which two actions should you perform? (Each correct answer presents part of the solution.
Choose two.)

Modify the properties of the User certificate template, and then publish the template.

From a Group Policy, configure the Certificate Services Client - Certificate Enroliment Policy settings.
From a Group Policy, configure the Automatic Certificate Request Settings settings.

Duplicate the User certificate template, and then publish the template.

From a Group Policy, configure the Certificate Services Client - Auto-Enrollment settings.

moowy

Correct Answer: DE
Section: (none)
Explanation

Explanation/Reference:
Explanation:
The default user template supports all of the requirements EXCEPT autoenroll as shown below:
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Pemissions for Authenticated Users Allow Dery
Full Control ) ]
Fead v L]
Write D D
Envol ] ]

For special pemmissions or advanced seftings, click Aaroei |
Advanced.

However a duplicated template from users has the ability to autoenroll:



Pemissions for Autherticated Users Al Deny
Full Cortrol ] ]
Read []
Wite ] ]
Enrall [] ]
Autoenol [w] ]

The Automatic Certificate Request Settings GPO setting is only available to Computer, not user.
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File Action View Help
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QUESTION 65

You manage an environment that has many servers. The servers run Windows Server 2012 and use iSCSI
storage. Administrators report that it is difficult to locate available iISCSI resources on the network.



You need to ensure that the administrators can locate iSCSI resources on the network by using a central
repository.

Which feature should you deploy?

The iSNS Server service feature

The iSCSI Target Storage Provider feature

The Windows Standards-Based Storage Management feature
The iSCSI Target Server role service

CSow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:
http://technet.microsoft.com/en-us/library/cc772568.aspx
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iISNS Server Overview

Internet iStorage Name Service Server

The Internet Storage Name Service (iISNS) protocol is used for interaction between iSNS servers and iISNS
clients. iSNS clients are computers, also known as initiators, that are attempting to discover storage devices,
also known as targets, on an Ethernet network. iSNS facilitates automated discovery, management, and
configuration of iISCSI and Fibre Channel devices (using iFCP gateways) on a TCP/IP network.

Note

The Microsoft iISNS Server only supports the discovery of iISCSI devices, and not Fibre Channel devices.
iISNS Server provides intelligent storage discovery and management services comparable to those found in
Fibre Channel networks, allowing a commodity IP network to function in a similar capacity as a storage area
network. iSNS facilitates a seamless integration of IP networks and manages iSCSI devices. iSNS thereby
provides value in any storage network comprised of iSCSI devices.

Features of iISNS Server

iISNS Server is a repository of currently active iISCSI nodes, as well as their associated portals, entities, etc.
Nodes can be initiators, targets, or management nodes. Typically, initiators and targets register with the iISNS
server, and the initiators query the iISNS server for the list of available targets.

A dynamic database of the iISCSI devices and related information that are currently available on the network:
The database helps provide iSCSI target discovery functionality for the iISCSI initiators on the network. The
database is kept dynamic by using the Registration Period and Entity Status Inquiry features of iISNS.

Registration Period allows the server to automatically deregister stale entries. Entity Status Inquiry provides the
server a functionality similar to ping to determine whether registered clients are still present on the network, and
allows the server to automatically deregister those clients which are no longer present. State Change
Notification Service: This allows registered clients to be made aware of changes to the database in the iISNS
server. It allows the clients to maintain a dynamic picture of the iSCSI devices available on the network.

Discovery Domain Service: This allows an administrator to assign iISCSI nodes and portals into one or more
groups called discovery domains. Discovery domains provide a zoning functionality by which an iSCSI initiator
can only discover those iSCSI targets who have at
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least one discovery domain in common with it.

Benefits of iISNS Server in iSCSI Storage Area Networks Centralized management

Easily scalable to large IP storage networks

Extensible

Asynchronous notification of changes in the iISCSI storage network Ability to monitor the status and availability



of clients Microsoft-preferred discovery method for iSCSI
Designed for Windows Logo Program requirement for iSCSI HBAs

QUESTION 66
You have a server named Serverl that runs Windows Server 2012.

You download and install the Microsoft Online Backup Service Agent on Serverl.
You need to ensure that you can configure an online backup from Windows Server Backup.

What should you do first?

From a command prompt, run wbadmin.exe enable backup.

From Windows Server Backup, run the Register Server Wizard.

From the Services console, modify the Log On settings of the Microsoft Online Backup Service Agent.
From Computer Management, add the Serverl computer account to the Backup Operators group.

Cow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Download and install the Windows Azure Online Backup Agent After you create an account on the Windows
Azure Online Backup website, you can download the Windows Azure Online Backup Agent and install it locally.
An Online Backup node then appears in the navigation pane of the Windows Server Backup console, as shown
in Figure 12-
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LocalN\Online Backup] | = | = (G|

= whbadmin §[Windows Server Backu
Eile - Action Miew Help

% Windows Server Backup (Local) || | Actions
'}. ocal Backup E
Fa . .

S Online Backup it _ _ b Online Backup A

4~ Windows Azure Online Backup s/=

o f Open Portal

(i) Clickon "Register Server” in the Acticns pa -

About Windows A...

% Privacy & Coockies
WView b

E Help

If you prefer, you can also configure online backups from the Windows Azure Online Backup console, which
becomes available after you install the agent. The Windows Azure Online Backup console provides exactly the



same set of options as the Online Backup node in the Windows Server Backup console.

Register server

The next step is to register your server. Registering a server enables you to perform backups from that same
server only. (Remember this point for the exam.) To register the server, from the Actions menu, select Register
Server.

The Register Server Wizard includes two configuration steps. First, you are given an opportunity to specify a
proxy server if desired. Second, you are asked to provide a passphrase that will be used to encrypt your backup
data and a location to save this passphrase in a file. You need to provide this passphrase when you perform a
restore operation, so it's essential that you don't lose it. (Microsoft doesn't maintain a copy of your passphrase.)
A Generate Passphrase option creates the passphrase for you automatically.

After you register a server, new options for Online Backup appear in the Actions pane, including Schedule
Backup, Recover Data, Change Properties, and Unregister Server.

QUESTION 67
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Your network contains an Active Directory domain named contoso.com. The domain contains two servers
named Serverl and Server2. Both servers have the Hyper-V server role installed.

You plan to replicate virtual machines between Serverl and Server2.
The replication will be encrypted by using Secure Sockets Layer (SSL).
You need to request a certificate on Serverl to ensure that the virtual machine replication is encrypted.

Which two intended purposes should the certificate for Serverl contain? (Each correct answer presents part of
the solution. Choose two.)

Server Authentication

KDC Authentication

Kernel Mode Code Signing
IP Security end system
Client Authentication

moow»

Correct Answer: AE
Section: (none)
Explanation

Explanation/Reference:
Explanation:
http://blogs.technet.com/b/virtualization/archive/2012/03/13/hyper-v-replica-certificate- requirements.aspx

To enable a server to receive replication traffic, the cerificate in the replica server must meet the following conditions

* Enhanced Key Usage must support both Client-and Server authentication
& Set the Subject field or the Subject Alternative Mame using one of the following methods
> For a SAM certificate, set the Subject Alternative Mame's DMNS Mame to the replica server name (e.g.:
replical.contaso.com), If the replica server is part of cluster, the Subject Alternative Mame of the
certificate must contain the replica server name *and*® FQDM of the HYR Eroker {install this certificate on all
the nodes of the cluster)



QUESTION 68

Your network contains an Active Directory domain named contoso.com. The domain contains two member
servers named Serverl and Server2 that run Windows Server 2012. Both servers have the Hyper-V server role
installed.

The network contains an enterprise certification authority (CA). All servers are enrolled automatically for a
certificate-based on the Computer certificate template.

On Serverl, you have a virtual machine named VM1. VM1 is replicated to Server2.
You need to encrypt the replication of VML1.

Which two actions should you perform? (Each correct answer presents part of the solution.
Choose two.)

On Serverl, modify the settings of VM1.

On Server2, modify the settings of the virtual switch to which VM1 is connected.
On Serverl, modify the Hyper-V Settings.

On Serverl, modify the settings of the virtual switch to which VM1 is connected.
On Server2, modify the settings of VM1.

On Server2, modify the Hyper-V Settings.
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Correct Answer: AF
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Once you change the Hyper-V Settings of Server 2 to encrypt replications with a certificate, you then need to
change the replication information of VM1 to use the secure connection.

QUESTION 69
Your network contains an Active Directory domain named contoso.com. The domain contains a file server
named Serverl that runs Windows Server 2012,

You create a user account named Userl in the domain.

You need to ensure that Userl can use Windows Server Backup to back up Serverl. The solution must
minimize the number of administrative rights assigned to User1.
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What should you do?

Assign Userl the Back up files and directories user right.

Add Userl to the Backup Operators group.

Add Userl to the Power Users group.

Assign Userl the Back up files and directories user right and the Restore files and directories user right.
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Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:
Backup Operators have these permissions by default:



.| Back up files and directories Administrators, Backup Operators
| Restore files and directories Administrators, Backup Operators
12 Shut down the system Administrators,Backup Operators

However the question explicitly says we need to minimize administrative rights. Since the requirement is for
backing up the data only--no requirement to restore or shutdown--then assigning the "Back up files and
directories user right" would be the correct. answer.

Back up files and directories

This user nght detemines which users can bypass file and
directory, registry, and other persistent object permissions for the
purposes of backing up the system.

Specifically, this user right is similar to granting the following
pemissions to the useror group in guestion on all files and
folders on the system:

Traverse Folder/Execute File
List Folder/Read Data

Read Attributes

Read Bdended Attributes
Read Pemissions

QUESTION 70
You have a datacenter that contains six servers. Each server has the Hyper-V server role
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installed and runs Windows Server 2012. The servers are configured as shown in the following table.

Host name ' Processor ' Storage type
manufacturer

Hostl Intel Local disk

Host2 AMD ISCSI disk

Host3 In_g_el ISCSI disk

Hostd Intel Cluster Sharad
Volume (CSV)

Haosts Intel Cluster Sharsed
Volume (CSV)

Hostt AMD 1ISCSI disk

Host4 and Hosts are part of a cluster named Clusterl.
Clusterl hosts a virtual machine named VML.

You need to move VM1 to another Hyper-V host.

The solution must minimize the downtime of VM1.

To which server and by which method should you move VM1

To Host3 by using a storage migration
To Host6 by using a storage migration
To Host2 by using a live migration

To Hostl by using a quick migration

Cow>



Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

The processor vendors should be the same so Host2 and Host6 are not possible answers Local disk cannot be
used neither so Host1 is not a possible answer neither

For more information about VM storage migration;

http://technet.microsoft.com/en-us/library/hh831656.aspx Virtual Machine Storage Migration Overview Applies
To: Windows Server 2012 In Windows Server 2008 R2, you can move a running instance of a virtual machine
using live migration, but you are not able to move the virtual machine's storage while the virtual
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machine is running.

Hyper-V in Windows Server 2012 introduces support for moving virtual machine storage without downtime by
making it possible to move the storage while the virtual machine remains running. You can perform this task by
using a new wizard in Hyper-V Manager or by using new Hyper-V cmdlets for Windows PowerShell. You can
add storage to either a stand-alone computer or to a Hyper-V cluster, and then move virtual machines to the
new storage while the virtual machines continue to run. The most common reason for moving a virtual
machine's storage is to update the physical storage that is available to Hyper-V. You can also move virtual
machine storage between physical storage devices, at run time, to respond to reduced performance that results
from bottlenecks in the storage throughput.

Key benefits

Hyper-V in Windows Server 2012 makes it possible to move virtual machine storage while a virtual machine is
running.

Requirements

You need the following to use the Hyper-V functionality of moving virtual machine storage:

One or more installations of Windows Server 2012 with the Hyper-V role installed. A server that is capable of
running Hyper-V. Specifically, it must have processor support for hardware virtualization.

Virtual machines that are configured to use only virtual hard disks for storage. NOTE: You cannot move the
storage of a virtual machine when any of its storage is directly attached to a physical disk.

Technical overview

This new feature allows you to move the virtual hard disks of a virtual machine while those virtual hard disks
remain available for use by the running virtual machine. When you move a running virtual machine's virtual hard
disks, Hyper-V performs the following steps, as shown in Figure 1:
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Computer running Hyper-V

Virtual Machine
&

1

VHD Stack

VYHD
Source Destination
Device Device

Figure 1 Moving virtual hard disks

Throughout most of the move operation, disk reads and writes go to the source virtual hard disk.
While reads and writes occur on the source virtual hard disk, the disk contents are copied to the new
destination virtual hard disk.

After the initial disk copy is complete, disk writes are mirrored to both the source and destination virtual hard
disks while outstanding disk changes are replicated.

After the source and destination virtual hard disks are completely synchronized, the virtual machine switches
over to using the destination virtual hard disk.

The source virtual hard disk is deleted.
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QUESTION 71

Your network contains an Active Directory domain named contoso.com. The domain contains two member

servers named Serverl and Server2. All servers run Windows Server 2012.

Serverl and Server2 have the Failover Clustering feature installed. The servers are configured as nodes in a
failover cluster named Clusterl.

You add two additional nodes to Clusterl.
You need to ensure that Clusterl stops running if three nodes fail.

What should you configure?

Affinity - None

Affinity - Single

The cluster quorum settings
The failover settings

Cow>



A file server for general use
The Handling priority

. The host priority

Live migration

The possible owner

The preferred owner

Quick migration

The Scale-Out File Server

rxe-ITemm

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:
http://technet.microsoft.com/en-us/library/cc731739.aspx

The querum configuration in a failover cluster determines the number of failures that the cluster can sustain. If an additional f:
contains a copy of the cluster configuration) or file share witiness, It 1= essential that the cluster stop running if too many failure:
in this topic.

QUESTION 72
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Your network contains an Active Directory domain named contoso.com. The domain contains two member
servers named Serverl and Server2. All servers run Windows Server 2012.

Serverl and Server2 have the Failover Clustering feature installed. The servers are configured as nodes in a
failover cluster named Clusterl.

You add two additional nodes in Cluster1.

You have a folder named Folderl on Serverl that hosts Application data.
Folded is a folder target in a Distributed File System (DFS) namespace.
You need to provide highly available access to Folderl.

The solution must support DFS Replication to Folder1.

What should you configure?

Affinity - None

Affinity - Single

The cluster quorum settings
The failover settings

A file server for general use
The Handling priority

The host priority

Live migration

The possible owner

The preferred owner

Quick migration

The Scale-Out File Server

rA& "I ommoow»



Correct Answer: E
Section: (none)
Explanation

Explanation/Reference:

Explanation:

From Microsoft.Press.Exam.Ref.70-417.0ct.2012

EXAM TIP

Learn the limitations of SoFS well.

Don't be tricked into selecting SoFS as the file server type for a new clustered file server just because the
question states it will host Application data.

If the file server is also used with incompatible features (such as BranchCache, DFS, or
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File Server Resource Manager), or if no CSVs are available, you must choose File Server For General Use as
the file server type.

2 High Availability Wizard =]

%E-—ﬂl File Server Type

oy
A5

il
o

A

Before You Begin Select an option for a clustered file server:

Select Rale i®) File Serverfor general use

|Use this option to provide a central location on your network for users to share files or for server
applications that open and close files frequenthy. This option supparts both the Server Messaoe Block
{SME) and Metwor File System (NFS) protocols. |t also supports Data Deduplication, File Server
Resource Manager, DFS Replication, and other File Services role services.

Avaliabilty () Seale-Out File Server for application data

SLImimary |Use this option to provide storage for server applications or vitual machines that leave files open for
extended perods of time. Scale<0ut File Server client connections are distibited across nodes in the
cluster for better throughput. This option supports the SME protocol. |t does not support the NFS
protocol, Data Deduplication, OFS Replication, or File Server Resource Manager.

Maore ahout clustered file server options

< Previous || Ment > | | Cancel

QUESTION 73
Your network contains an Active Directory domain named contoso.com.

The domain contains two member servers named Serverl and Server2.

All servers run Windows Server 2012.



Serverl and Server2 have the Failover Clustering feature installed.
The servers are configured as nodes in a failover cluster named Clusterl.

You configure File Services and DHCP as clustered resources for Clusterl. Serverl is the active node for both
clustered resources.
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You need to ensure that if two consecutive heartbeat messages are missed between Serverl and Server2,
Server2 will begin responding to DHCP requests.

The solution must ensure that Serverl remains the active node for the File Services clustered resource for up
to five missed heartbeat messages.

What should you configure?

Affinity - None

Affinity - Single

The cluster quorum settings
The failover settings

A file server for general use
The Handling priority

The host priority

Live migration

The possible owner

The preferred owner

Quick migration

The Scale-Out File Server

FAS-"IEIMTMOO®»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

http://social.technet.microsoft.com/Forums/en/operationsmanagergeneral/thread/6b6acdf3- €921-4c9f-b496-
€d81f556d246

QUESTION 74
Your network contains a server named Serverl that runs Windows Server 2012. Serverl has the Print and
Document Services server role installed.

You connect a new print device to the network. The marketing department and the sales department will use
the print device.

You need to provide users from both departments with the ability to print to the network print device. The
solution must ensure that if there are multiple documents queued to print, the documents from the sales users
print before the documents from the marketing users.
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What should you do on Serverl?

Add one printer. Modify the printer priority and the security settings.

Add two printers. Modify the priorities of each printer and the security settings of each printer.
Add two printers and configure printer pooling.

Add one printer and configure printer pooling.

Sow>



Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:
http://wiki.answers.com/Q/How_do_you_set_different_print_priority for_different_users

How do you set different print priority for different users? To set different print priority to different groups Open
Printers and Faxes.

Right-click the printer you want to set, click Properties, and then click the Advanced tab. In Priority, click the up
or down arrows, and then click OK. Or, type a priority level, where 1 is the lowest level and 99 is the highest,
and then click OK. Click Add Printer to add a second logical printer for the same physical printer. For
instructions.

Click the Advanced tab.

In Priority, set a priority higher than that of the first logical printer. Instruct the regular group of users to use the
first logical printer name and the group with higher priority to use the second logical printer name. Set the
appropriate permissions for the different groups.

NB:
http://technet.microsoft.com/en-us/library/cc757086%28v=ws.10%29.aspx

Creating a printing pool

You can create a printing pool to automatically distribute print jobs to the next available printer.

A printing pool is one logical printer connected to multiple printers through multiple ports of the print server. The
printer that is idle receives the next document sent to the logical printer. This is useful in a network with a high
volume of printing because it decreases the time users wait for their documents. A printing pool also simplifies
administration because multiple printers can be managed from the same logical printer on a server. With a
printing pool created, the user prints a document without having to find out which printer is available.

The logical printer checks for an available port and sends documents to ports in the order that they are added.
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Adding the port connected to the fastest printer first ensures that documents are sent to the printer that can
print the fastest before they are routed to slower printers in the printing pool.

Before setting a printing pool, consider the following:

All printers in a pool must use the same driver.

Because users will not know which printer in the pool prints a given document, make sure all printers in the pool
are located in the same place.

QUESTION 75
Your network contains an Active Directory domain named contoso.com. The domain contains a domain
controller named DCS. DC5 has a Server Core Installation of Windows Server 2012.

You need to uninstall Active Directory from DC5 manually.

Which tool should you use?

The ntdsutil.exe command

The dcpromo.exe command

The Remove-WindowsFeaturecmdlet
The Remove-ADComputercmdlet

Sow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:



Explanation:

DCPromo has been phased out in 2012, but can still be used for unattended and forceremoval functions.
Remove-WindowsFeature may allow you to remove the ADDS feature, but it won't allow you to remove it until
it's been demoted first. Since there are no other valid commands in this question, then the forceremoval is the
only option. If the "Uninstall- ADDSDomainController" option was present, then that would be the correct
answer.
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PSS C:sMindowsssystemd2> Hemove—-lWindowsFeature AD-Domain—Services

Sfuccess Hestart Meeded Exit Code Feature Result

Failed

QUESTION 76

Your network contains an Active Directory domain named adatum.com. The domain contains several thousand
member servers that run Windows Server 2012. All of the computer accounts for the member servers are in an
organizational unit (OU) named ServersAccounts.

Servers are restarted only occasionally.
You need to identify which servers were restarted during the last two days.

What should you do?

Run dsquery computer and specify the -sra /epwc parameter.
Run Get-ADComputer and specify the SearchScope parameter.
Run dsquery server and specify the -0 parameter.

Run Get-ADComputer and specify the lastLogon property
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Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:
http://technet.microsoft.com/en-us/library/ee617192.aspx

SearchScope

Specifies the scope of an Active Directory search. Possible values for this parameter are:
Base or O

OnelLevel or 1

Subtree or 2
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A Base query searches only the current path or object. AOneLevel query searches the immediate children of
that path or object. A Subtree query searches the current path or object and all children of that path or object.



http://technet.microsoft.com/fr-fr/library/cc732885%28v=ws.10%29.aspx

Dsquery server

-0 {dn | rdn}

Spécifie le format quedsqueryutilise pour afficher les résultats de recherche. Unevaleurdnaffiche le nom unique
de chaque entrée. Unevaleur de rdnaffiche le nom unique relatif de chaque entrée. La valeur par

défautest le nom de domaine.

NB: epwc doesn't exist for Dsquery computer

QUESTION 77
Your network contains an Active Directory domain named adatum.com. The domain contains three domain
controllers. The domain controllers are configured as shown in the following table.

Name Operating system |Additional server roles
DC1 Windows Server 2008 R2  |DNS Server
DC2 Windows Server 2012 DNS Server

DC3 Windows Server 2012 |None

DC3 loses network connectivity due to a hardware failure.

You plan to remove DC3 from the domain.

You log on to DC3.

You need to identify which service location (SRV) records are registered by DC3.
What should you do?

"A Composite Solution With Just One Click" - Certification Guaranteed 139 Microsoft 70-417 : Practice Test

Open the %windir%\system32\dns\backup\adatum.com.dns file.
Run ipconfig /displaydn*.

Run dcdiag /test:dns,

Open the %windir%\system32\config\netlogon.dns file.

Cow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:
The netlogon.dns file contains all registrations.

http://support.microsoft.com/kb/816587/en-us

How to verify that SRV DNS records have been created for a domain controller The SRV record is a Domain
Name System (DNS) resource record that is used to identify computers that host specific services. SRV
resource records are used to locate domain controllers for Active Directory. To verify SRV locator resource
records for a domain controller, use one of the following methods.

DNS Manager

After you install Active Directory on a server running the Microsoft DNS service, you can use the DNS
Management Console to verify that the appropriate zones and resource records are created for each DNS
zone.



Active Directory creates its SRV records in the following folders, where Domain_Name is the name of your
domain:

Forward Lookup Zones/Domain_Name/_msdcs/dc/_sites/Default-First-Site-Name/_tcp Forward Lookup Zones/
Domain_Name/_msdcs/dc/_tcp

In these locations, an SRV record should appear for the following services:

_kerberos

_Idap

Netlogon.dns

If you are using non-Microsoft DNS servers to support Active Directory, you can verify SRV locator resource
records by viewing Netlogon.dns. Netlogon.dns is located in the %systemroot%\System32\Config folder. You
can use a text editor, such as Microsoft Notepad, to view this file.

The first record in the file is the domain controller's Lightweight Directory Access Protocol (LDAP) SRV record.

This record should appear similar to the following:
_ldap._tcp.Domain_Name
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Nslookup
Nslookup is a command-line tool that displays information you can use to diagnose Domain Name System
(DNS) infrastructure.

To use Nslookup to verify the SRV records, follow these steps:

On your DNS, click Start, and then click Run.

In the Open box, type cmd.

Type nslookup, and then press ENTER.

Type set type=all, and then press ENTER.

Type _|dap._tcp.dc._msdcs.Domain_Name, where Domain_Name is the name of your domain, and then press
ENTER.

Nslookup returns one or more SRV service location records

QUESTION 78

You have a server named Serverl that runs Windows Server 2012. Serverl has the Hyper- V server role
installed.

On Serverl, you create a virtual machine named VM1. VM1 has a legacy network adapter.

You need to assign a specific amount of available network bandwidth to VM1.

What should you do first?

Add a second legacy network adapter, and then configure network adapter teaming.
Remove the legacy network adapter, and then run the Set-VMNetworkAdaptercmdlet.
Remove the legacy network adapter, and then add a network adapter.

Add a second legacy network adapter, and then run the Set-VMNetworkAdaptercmdlet.

CSow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

The legacy adapter doesn't support bandwidth management (check screenshots below). and if we remove the
legacy network adapter without adding a new one, what would we set with Set-

VMNetworkAdapter?so the complete answer should be "Remove the legacy network adapter, then add a
network adapter, and then run the Set-VMNetworkAdaptercmdlet" but
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we're asked for what we should do FIRST...
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(You'll see in the next screenshot that for a "Network adapter, bandwidth is managed here)



http://technet.microsoft.com/en-us/library/hh848457.aspx Set-VMNetworkAdapter Configures features of the
virtual network adapter in a virtual machine or the management operating system.

[..]

-MaximumBandwidth<Int64>Specifies the maximum bandwidth, in bits per second, for the virtual network
adapter. The specified value is rounded to the nearest multiple of eight.

Specify zero to disable the feature.

From Microsoft.Press.Exam.Ref.70-417.0ct.2012

Bandwidth management

Bandwidth management is a new feature in Windows Server 2012 Hyper-V that enables you to set both a
minimum and maximum Mbps of throughput for any virtual network adapter. In Windows Server 2008 R2, you
could configure a maximum bandwidth but not a
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minimum. Now you can configure both a minimum and a maximum for each virtual network adapter.

You enable and configure bandwidth management on a virtual network adapter in the settings of a VM, as
shown in Figure 3-12. For either the Minimum Bandwidth or Maximum Bandwidth setting, configuring a value of
0 leaves that setting unrestricted.
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You can also use the Set-VMNetworkAdapter to configure minimum and maximum bandwidth on a virtual
network adapter. As an alternative to specifying a value for Mbps, you can use this cmdlet to specify a relative
bandwidth weight between 0 and 100 relative to other virtual network adapters. To ensure that all virtual
network adapters are given an equal minimum or maximum bandwidth, you can assign the same bandwidth
weight to all adapters.

QUESTION 79
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You have a server named Serverl that runs Windows Server 2012. Serverl has the Hyper- V server role
installed.

The disks on Serverl are configured as shown in the exhibit. (Click the Exhibit button.)



You create a virtual machine on Serverl.
You need to ensure that you can configure a pass-through disk for the virtual machine.

What should you do?

Exhibit:

= 1
|

=

File Action View Help

Ll it alil 7 Roaliel

| Volume | Layout l Type [ File System | Status ] Capacity i Free S
= (C) Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition} 12665 GB 116.1:
i# New Volume (E5) Simple Basic NTFS Healthy (Primary Partition) 12700 GB - 126.8¢
= System Reserved Simple Basic NTFS Healthy (System, Active, Primary Partition) 350 MB 119 M

L4Disk 0 I L sl

Basic .Sy-stem Reserved | )
127.00 GB 350 MB NTEFS | 126.65 GB NTFS
Online Healthy (System), Active, Primary Partiti || Healthy (Boot, Page File, Crash Dump, Primary Partition)

©#Disk 1 e R L ——————

Basic New Volume (E:)
12?._{':‘[3 GB 127.00.GB MTF5
Online Healthy (Primary Partition)

“CD-ROM 0
VD (Ee)

Mo Media

B Unaliccated M Primary partition
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Convert Disk 1 to a dynamic disk.
Delete partition E.

Convert Disk 1 to a GPT disk.
Take Disk 1 offline.

o0

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:



Explanation:
NB: added the missing exhibit
http://blogs.technet.com/b/askcore/archive/2008/10/24/configuring-pass-through-disks-in- hyper-v.aspx

Pass -through Disk Configuration
Hyper-V allows virtual machines to access storage mapped directly to the Hyper-V server
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without requiring the volume be configured. The storage can either be a physical disk internal to the Hyper-V
server or it can be a Storage Area Network (SAN) Logical Unit (LUN) mapped to the Hyper-V server. To ensure
the Guest has exclusive access to the storage, it must be placed in an Offline state from the Hyper-V server
perspective. Additionally, this raw piece of storage is not limited in size so, hypothetically, it can be a multi
terabyte LUN.

After storage is mapped to the Hyper-V server, it will appear as a raw volume and will be in an Offline state
(depending on the SAN Policy (Figure 1-1)) as seen in Figure 1.

Lvs'Disk 11 _ 2l
Basic

10.74GB 10.74GB

Offiine |

L_Disk 12 Lo

Basic | small Volume (H:) i

499 MB { 907 MB NTFS

Reserved f Healthy (Primary Partition)

LfiDisk 13 . |
Lirdrsowny |

Eiiniad) 4,88 GB

CHffline Unafiocated

= CO-ROM 0

oVD (Ec)

Mo Media

T Administrator: Command Prompt - DISKPART

C:x>DISKPART
on b.8.60881
? Hicrosoft Corporation.
DISHPART > SAN
GAN Policy 3 Offline Shared

DISHPART >

we stated earlier that a disk must be Offline from the Hyper-V servers' perspective in order for the Guest to
have exclusive access. However, a raw volume must first be initialized before it can be used. To accomplish
this in the Disk Management interface, the disk must first be brought Online. Once Online, the disk will show as
being Not Initialized (Figure 2).
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Lirknown
{488 GB

i Uinallocated

icp-rOM D
VD {E:)

Mo Madka

Right-click on the disk and select Initialize Disk (Figure 3).

LiDisk 11 .1
S0 I 1
10.74G8 [10.74GB
Offine [ |
L2 = " :
L ipisk12 I
Basic | Small Volume (H:)
499 M | 447 MB NTFS
Reserved { Healthy (Primary Partition]) |
| LyiDisk 13 I '
|
483G {4,858
Mﬂt II..E;'._L..J__ L_"_-_'!tv!d-
WG (E |
Froperties
Mo MeJ |
| Help |
. i

Select either an MBR or GPT patrtition type (Figure 4).

"A Composite Solution With Just One Click" - Certification Guaranteed 146 Microsoft 70-417 : Practice Test



DIk 11 _| &
Basic

s | sce (IR 4
J : You must inttialize a desi before Logical Disk Manager can access it
L Disk 12 .
Healthy {F

L4 Disk 13 |
Linkmnowm

4.83GB 483G Lise the folowing parition styls forthe selected disks:

TR MBR (Master Boot Record)
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I

Once a disk is initialized, it can once again be placed in an Offline state. If the disk is not in an Offline state, it
will not be available for selection when configuring the Guest's storage. In order to configure a Pass-through
disk in a Guest, you must select Attach a virtual disk later in the New Virtual Machine Wizard (Figure 5).

.:|_'l Hew Virtual Machme Worard i __Ig
*n’l Connect Virtual Hard Disk

Before You Begn A v tual machne requeres storage so that you can instal an operating system. You can spedfy the

| stor; itlater b the: ine’ bes,
e i it o [ A ok i e e YT W e o
~
Raskon Memory Create a virtual hard disk )
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i I 127 | GB {Maximum: 2040 G8)

" Use g existmg virkual hard disk

Lochimm ID:'.'.:-. ol MDY

% Attach a virtual hard gesk later

{Prm_l Next = | Finigh I Cancel I

If the Pass-through disk will be used to boot the operating system, it must be attached to an
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IDE Controller. Data disks can take advantage of SCSI controllers. In Figure 6, a Pass- through disk is attached
to IDE Controller 0.
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Note: If the disk does not appear in the drop down list, ensure the disk is Offline in the Disk Management
interface (In Server CORE, use the diskpart.exe CLI).

Once the Pass-through disk is configured, the Guest can be started and data can placed on the drive. If an
operating system will be installed, the installation process will properly prepare the disk. If the disk will be used
for data storage, it must be prepared in the Guest operating system before data can be placed on it.

If a Pass-through disk, being used to support an operating system installation, is brought Online before the
Guest is started, the Guest will fail to start. When using Pass-through disks to support an operating system
installation, provisions must be made for storing the Guest configuration file in an alternate location. This is
because the entire Pass-through disk is consumed by the operating system installation. An example would be
to locate the configuration file on another internal drive in the Hyper-V server itself. Or, if it is a cluster, the
configuration file can be hosted on a separate cluster providing highly available file services. Be aware that
Pass-through disks cannot be dynamically expanded. Additionally, when using Pass-through disks, you lose the
capability to take snapshots, and finally, you cannot use differencing disks with Pass-through disks.
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QUESTION 80
Your company's security policy states that all of the servers deployed to a branch office must not have the

graphical user interface (GUI) installed.

In a branch office, a support technician installs a server with a GUI installation of Windows Server 2012 on a
new server, and then configures the server as a DHCP server.

You need to ensure that the new server meets the security policy. You want to achieve this goal by using the
minimum amount of administrative effort.



What should you do?

From Server Manager, uninstall the User Interfaces and Infrastructure feature.
Reinstall Windows Server 20120n the server.

From Windows PowerShell, run Uninstall-WindowsFeature Desktop-Experience.
From Windows PowerShell, run Uninstall-WindowsFeature PowerShell-ISE.

CSow>

Correct Answer: A
Section: (none)
Explanation
Explanation/Reference:
QUESTION 81

You have 3 server that runs Windows Server 2012.

The server contains the disks configured as shown in the following table.

Disk name Partition table Disk storage Unallocated
type type disk space

Disk O GPT Dynamic 2TB

Disk 1 MBR Basic 4 TB

Disk 2 GPT Dynamic 4 TB

Disk 3 GPT Dynamic 478

Disk 4 MBR Basic 2TB

You need to create a volume that can store up to 3 TB of user files. The solution must
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ensure that the user files are available if one of the disks in the volume fails.

What should you create?

A storage pool on Disk 2 and Disk 3

A mirrored volume on Disk 2 and Disk 3
A storage pool on Disk 1 and Disk 3

A mirrored volume on Disk | and Disk 4
Raid 5 Volume out of Disks 1, 2 and 3

moow»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:
A storage pool can be created that is configured to mirror between the two disks.

QUESTION 82
You have a server named Corel that has a Server Core Installation of Windows Server 2012.

Corel has the Hyper-V server role installed.



Corel has two network adapters from different third-party hardware vendors.
You need to configure network traffic failover to prevent connectivity loss if a network adapter fails.

What should you use?

netsh.exe

Install-Feature
New-NetSwitchTeam

Add -Nets witchTeamMember

CSow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:
http://technet.microsoft.com/en-us/library/jj553814.aspx

Detailed Description

The New-NetSwitchTeam cmdlet creates a new switch team, & switch team must have a name for the team and must be cre
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QUESTION 83

You have a server named Serverl that runs Windows Server 2012. Serverl has five network adapters. Three
of the network adapters are connected to a network named LANL1. The two other network adapters are
connected to a network named LAN2.

You need to create a network adapter team from the three network adapters connected to LAN1.

Which tool should you use?

Routing and Remote Access
Network Load Balancing Manager
Network and Sharing Center
Server Manager

CSow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

QUESTION 84

Your network contains a server named Serverl that runs Windows Server 2012. Serverl has the Hyper-V
server role installed.

Serverl hosts four virtual machines named VM1, VM2, VM3, and VM4.

Serverl is configured as shown in the following table.
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Hardware Configuration

component

Processor Eight quad-core CPUs that have
non-uniform memory access
(NUMA)

Memory 32 GB of RAM

Disk Two local 4-TB disks

Network Eight network adapters
VMQ-supported
PCI-SIG-supported

You need to ensure that VM1 can use more CPU time than the other virtual machines when the CPUs on
Serverl are under a heavy load.

What should you configure?

NUMA topology
Resource control
Resource metering
Virtual Machine Chimney
The VLAN ID

Processor Compatibility
The startup order
Automatic Start Action
Integration Services

Port mirroring
Single-root 1/O visualization

ARe~-"IONMOUO®>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

QUESTION 85

Your network contains a server named Serverl that runs Windows Server 2012. Serverl has the Hyper-V
server role installed. Serverl hosts four virtual machines named VM1, VM2, VM3, and VM4. Serverl is
configured as shown in the following table.
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Hardware  Configuration

component

Processor Eight quad-core CPUs that have
non-uniform memory access
(NUMA)

Memory 32 GB of RAM

Disk Two iocal 4-TB disks

Network Eight network adapters
VMQ-supported
PCI-SIG-supported

You install a network monitoring Application on VM2.
You need to ensure that all of the traffic sent to VM3 can be captured on VM2.

What should you configure?

NUMA topology
Resource control
Resource metering
Virtual Machine Chimney
The VLAN ID

Processor Compatibility
The startup order
Automatic Start Action
Integration Services

Port mirroring
Single-root 1/O virtualization

ARe~-"IONMOUO®>

Correct Answer: J
Section: (none)
Explanation

Explanation/Reference:
Explanation:
http://technet.microsoft.com/en-us/library/jj679878.aspx#bkmk_portmirror

What's New in Hyper-V Virtual Switch

Port Mirroring

With Port Mirroring, traffic sent to or from a Hyper-V Virtual Switch port is copied and sent to a mirror port.
There are a range of Applications for port mirroring - an entire ecosystem of network visibility companies exist
that have products designed to consume port mirror data for
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performance management, security analysis, and network diagnostics. With Hyper-V Virtual Switch port
mirroring, you can select the switch ports that are monitored as well as the switch port that receives copies of
all the traffic. The following examples configure port mirroring so that all traffic that is sent and received by both
MyVM and MyVM2 is also sent to the VM named MonitorVM. Set-VMNetworkAdapter VMNameMyVM -
PortMirroring Source Set-VMNetworkAdapter VMName MyVM2 PortMirroring Source Set-VMNetworkAdapter -
VMNameMonitorVM PortMirroring Destination



2012GUI2 vi 4 P | Q

% Hardware LA Advanced Features

“ Add Hardware
= MAC address
i~ BIOS :
Boot from CD @) Dynamic
B Memory () Static
2048 MB T e
& B Procsesor 100 -/ 15|-/5D |- 00 |- 25 |- 08

4 Virtual processors

= BE IDE Controller 0 MAC address spoofing allows virtual machines to change the sour

MAC address in outgoing packets to one that is not assigned to t

% Hard Drive 7
2012GUI2_EBB119D2-36... [ Enable MAC address spoofing
= &£ IDE Controller 1
% DVD Drive DHCP guard

SRV 2012 -9200.16384....

_ DHCP guard drops DHCP server messages from unauthorized vir
SCSI Controller - 5

machines pretending to be DHCP servers.
|| Enable DHCP guard

Router guard
2 wdap Router guard drops router advertisement and redirection messac
Intel(R) Centiino(R) VWireless-... from unauthorized virtual machines pretending to be routers.
T : _
7 com1 [ ] Enable router advertisement guard
None
T com2
None Port mirroring
kd Diskette Drive Port mirroring allows the network traffic of a virtual machine to b
MNone monitored by copying incoming and outgoing packets and forwa
4 Management the oopies to another virtual machine configured for monitoring.
Ll Name Mirroring mode: None v
20126GU12
7= Integration Services _
All services offered NIC Teaming
% Snapshot File Location [ | You can establish NIC Teaming in the guest operating system to
F:\WM2012\2012GUI2\2012G... v | aggregate bandwidth and provide redundancy. This is useful if te

QUESTION 86



Your network contains a server named Serverl that runs Windows Server 2012. Serverl
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has the Hyper-V server role installed.

Serverl hosts four virtual machines named VM1, VM2, VM3, and VM4,

Serverl is configured as shown in the following table.

Hardware | Configuration

component

Processor Eight quad-core CPUs that have |
non-uniform memory access
(NUMA) !

Memory 32 GB of RAM .

Disk Two local 4-TB disks

Network Eight network adapters '
VMQ-supported
PCI-SIG-supported :

You need to configure VM4 to track the CPU, memory, and network usage.

What should you configure?

NUMA topology
Resource control
Resource metering
Virtual Machine Chimney
The VLAN ID

Processor Compatibility
The startup order
Automatic Start Action
Integration Services

Port mirroring
Single-root 1/O virtualization

ARe~-"IONMOUO®>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

http://blogs.technet.com/b/meamcs/archive/2012/05/28/hyper-v-resource-metering-in- windows-server-2012-
server-8-beta.aspx

Hyper-V Resource Metering in Windows server 2012 "Server 8 Beta"
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IT organizations need tools to charge back business units that they support while providing the business units
with the right amount of resources to match their needs. For hosting providers, it is equally important to issue

chargebacks based on the amount of usage by each customer.
To implement advanced billing strategies that measure both the assigned capacity of a resource and its actual



usage, earlier versions of Hyper-V required users to develop their own chargeback solutions that polled and
aggregated performance counters. These solutions could be expensive to develop and sometimes led to loss
of historical data. To assist with more accurate, streamlined chargebacks while protecting historical information,
Hyper-V in Windows Server 2012 "Server 8 Beta" introduces Resource Metering, a feature that allows
customers to create cost-effective, usage-based billing solutions. With this feature, service providers can
choose the best hilling strategy for their business model, and independent software vendors can develop more
reliable, end-to-end chargeback solutions on top of Hyper-V.

Metrics collected for each virtual machine

§ Average CPU usage, measured in megahertz over a period of time. § Average physical memory usage,
measured in megabytes. § Minimum memory usage (lowest amount of physical memory). 8 Maximum memory
usage (highest amount of physical memory). § Maximum amount of disk space allocated to a virtual machine. §
Total incoming network traffic, measured in megabytes, for a virtual network adapter. § Total outgoing network
traffic, measured in megabytes, for a virtual network adapter To enable Hyper-V resource metering on hyper-v
host HVO1 run the following PowerShell commands:

Get-VM -ComputerName HVO1 | Enable-VMResourceMetering By default the collection interval for Hyper-v
metering data is one hour to change this interval the following

PowerShell command can be used "value used in the command below is one minute":

Set-vmhost computername HV01 ResourceMeteringSavelnterval 00:01:00 To get all VMs metering data run
the following PowerShell command:

Get-VM -ComputerName HVO1 | Measure-VM

To get a particular VM "test01" metering data run the following PowerShell command:

Get-VM -ComputerName HVO01 -Name "test01" | Measure-VM

QUESTION 87
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Your IT company has a large helpdesk department that deals with various types of calls from printer errors
through to Application deployment.

To give the help desk more responsibility you want to let them reset user passwords and unlock user accounts.
This will speed up their response times for common support calls.

Which of the following tools should you use to accomplish this?

The Delegation of Control Wizard

The Advanced Security Settings dialog box
DSUTIL

DSACLS

CSow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
QUESTION 88
Your manager has asked you to create various user objects using Windows PowerShell.

Which of the following must you do to accomplish this?

Use the Create-User createUsert

Use the objUser = new OUUser statement
Use the AddUser method of ADSL

Invoke the Create method of OU

Sow>

Correct Answer: D



Section: (none)
Explanation

Explanation/Reference:

Explanation:

http://mwww.mysmallcorneroftheweb.co.uk/programming-software- developement/powershell-
creatingconfiguring-a-active-directory-user The user is created by first defining the OU and then invoking the ou
Create method.
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function Add-ADUser (FFirsthames, SlastName) {

Tlogon = FlastName + FFirstName.subsString(®,1)

fdomain = "DC=domainlame,DC=com"

Bind to Users g particular OU
J = [ADSI]"LDAP:/fOU=Users,%domain"

Cregte new user in AD
newlizer = Sou.Createl "user”, "CN=%1lastName &firstHame")

Bind common Mememberships
llUzers = [ADSI]"LDAP://CH=A11Users,0U=Recipients,$domain"

# Modify new users details

put("saAMaccountName" ,%1logon)
Jput(“givenName”,5Firsthame)

roput{"sn",%lastNams)

er. put( "DizplayName”, "%lasthame $Firstlame™)
Srnewlser.put("userPrincipalMame”, Slogon + “@domain.com”)
fnewlser.put("profilePath", "\ \domainController\profilestiSlogan™)
Fnewlser.5etInfal)

zer.put{ "userficcountControl®, "512")
sr.5etInfol)

friewlzer.psbase.Invoke( "SetPazsword”, "Passwordl™)
Snewlzer.psbase.CommitChanges ()

# Add user to reguired memberships

foreach (%group in %groups) {
Smembers = Sgroup.member
Sgroup.member = Smembers + Snewlser.distinguishedlams
fgroup.setInfol)

o

# Optional code for creating & Exchange Mailbox for the newly created user
Enable-Mailbox -Identity "domain’\$logon"
-Databasze “exchangeServer\Storage GroupiMailbox Database"

1
QUESTION 89

After setting up several Active Directory users for different OU's, you discover that the IT technician has miss
spelt the Office property as Londn instead of London.

Which tool should you use to correct the changes to all of the OU's at once?

A. Use Dsget and Dsmod
B. Use Dsquery and Dsmod



C. Use MoveTo or MoveHere

D. Multi select the users using the Ctrl key and opening Properties "A Composite Solution With Just One Click"
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Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

You can use Dsquery to query AD users by property values. So in this case we could query on the miss spelt
word London.

QUESTION 90
Your IT company is constantly changing, with new users coming and going throughout the year.

One of your common tasks requires the deletion of user accounts for employees who have left the company.

Which command can be used to delete user accounts?

LDIFDE
Dsmod
Dspromo
Netsh

Cow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:
So far, dsmod modifies but cannot delete Idifde can

QUESTION 91
A user has locked his account (again!) and you need to unlock it so they can continue working normally.

Which of the following is a possible way to unlock a User Account? (Choose three)

A. Command Line
B. None of these

C. Windows PowerShell
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D. VBScript

Correct Answer: ACD
Section: (none)
Explanation

Explanation/Reference:
Explanation:
All 3 of these can be used to unlock accounts.

QUESTION 92
A user from your organisation has reported to the IT helpdesk that they are receiving the following message:

"Your account is configured to prevent you from using the computer. Please try another computer.”



What should you do to enable them to log on to their computer?

Use the Dsmove command

None of these

CSow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

The error message is about the user account configuration.
This can be set here:

Click the Log On To button on the Account tab of her user account

Click the Allowed To Join Domain button in the New Computer dialog box
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zozolT Properties

? x |

Published Cartificates | Member Of | Password Replication | Dialin | Object

Security | Ervvironment I Sessions Remote control

Remote Desktop Services Profile I COM= I Attribute Editor

Generl l Aa:ldress’__| Account | Profile I Telephones I Crganization

|ser logon name:

|zuzuIT | | @zozoloc v |
|ser logon name (pre-Windows 2000):
20200 | [z0z0l T |

| Logon Hours. .. |

[ ] Unlack account

Account options:

[] User must change password &t next logon [ ]
[ U=er cannct change password -
Password never expires

[] Store password using reversible encryption v

Account expires
(®) Never

() End of: pudi 24 janvier 2113

In Compiter name, type the computer's NetBIOS or Domain Mz
System (DNS) name.

iz usercan log on to;

® Al computers

(I The following computers

Computer name:

B Rl

QUESTION 93

.up... Members of this group ..

up... Designated administrato...
up.. Members of this group ...

You can create a printing pool to automatically distribute print jobs to the next available printer.



A printing pool is one logical printer connected to multiple printers through multiple ports of the print server. The
printer that is idle receives the next document sent to the logical printer.

All printers in a pool must use the same driver.

Is the above statement true or false?

A. True
B. False

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:
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Printer Pool requires identical hardware and drivers.

QUESTION 94
A global catalog server is available to directory clients when Domain Name System (DNS) servers can locate it
as a global catalog server.

In which order do the following events need to occur before the catalog server is ready?

A. The Net Logon service on the domain controller has updated DNS with global-catalog- specific service
(SRV) resource records.

B. The isGlobalCatalogReadyrootDSE attribute is set to TRUE.
C. The global catalog receives replication of read-only replicas to the required occupancy level.

A. C then A, then B
B. B then C, then A
C. Athen C, then B
D. C then B, then A

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

http://technet.microsoft.com/fr-fr/library/cc739901%28v=ws.10%29.aspx Verify global catalog readiness
When a global catalog server has satisfied replication requirements, the isGlobalCatalogReady

Root DSE attribute is set to TRUE and the global catalog is ready to serve clients.
http://technet.microsoft.com/de-de/library/how-global-catalog-servers- work%28v=ws.10%29.aspx

How the Global Catalog Works

Global Catalog Server Creation and Advertisement
By default, before a domain controller advertises itself as a global catalog server in DNS,
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the global catalog contents must be replicated to the server. This process involves replication of a partial, read-
only replica of every domain in the forest except for the domain for which the new global catalog server is
authoritative. The duration of this process depends on how many domains the forest contains, the size of the
domains, and the relative locations of source and destination domain controllers. If multiple domains are in the
forest and if source domain controllers are located only in distant sites, the process takes longer than if all
domains are in the same site or in only a few sites. When replication must occur between sites to create the
global catalog, replication occurs according to the site link schedule.

Requirements for Global Catalog Readiness

By default, a global catalog server is not considered "ready” (the server advertises itself in DNS as a global
catalog server) until all read-only directory partitions have been fully replicated to the new global catalog server.
The Global Catalog Partition Occupancy registry entry under HKEY _Local_Machine\System
\CurrentControlSet\Services\NTDS\Parameters determines the requirements for how many read-only directory
partitions must be present on a domain controller for it to be considered a global catalog server, from no
partitions (0) to all partitions (6). For domain controllers that run Windows Server 2003 or later, the default
occupancy value requires that all read-only directory partitions be replicated to the global catalog server before
the Net Logon service registers SRV resource records in DNS. For most conditions, this default provides the
best option for ensuring that a global catalog server provides a consistent view of the directory. In less common
circumstances, however, it might be useful to make the global catalog server available with an incomplete set
of partial domain directory partitions--for example, when delay of replication of a domain that is not required by
users is jeopardizing their ability to log on.

QUESTION 95
You create trusts in Windows Server 2008 with the New Trust Wizard.

Which one of the following authentication types is being described below:

An authentication setting that permits unrestricted access by any users in the specified forest to all available
shared resources that are located in any of the domains in the local forest.

"A Composite Solution With Just One Click" - Certification Guaranteed 163 Microsoft 70-417 : Practice Test

Domain-wide authentication
None of these

Selective authentication
Forest-wide authentication

CSow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

QUESTION 96
Server manager is a great tool for managing most of your server settings and configuration all in one central
place.

Which one of the following Server manager Features is used for Storage management, replication and
searching?

Dynamic Host Configuration Server
Terminal Services

Domain Name Service

File Services

CSow>

Correct Answer: D
Section: (none)
Explanation



Explanation/Reference:

QUESTION 97
Sometimes its important to remove an RODC from your forest or domain.

However, its important that you follow a simple rule whilst removing RODC's.

What is this rule?

A. All RODC's must be detached before removing a final writable domain controller
B. All writable domain controllers must be removed before RODC's can be detached
C. Your forest must only consist of RODC's if you want to remove them

D. There are no rules for removing RODC's

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:
A is not about an RODC removal but about a writable DC and anyway if there is no more
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RWDC, RODC is non sense... either i don't understand the goal of the question or it's simply the last answer
(no rules)

http://technet.microsoft.com/en-us/library/cc835490%28W S.10%29.aspx RODC Removal and Reinstallation
This topic describes the different options and steps for removing a read-only domain controller (RODC) from a
domain. The following are the basic methods for removing Active Directory Domain Services (AD DS) from an
RODC:

You can remove AD DS and the RODC computer account in a single operation by using an account that is a
member of the Domain Admins or Enterprise Admins groups. You can remove AD DS and the RODC computer
account by using a two-stage operation, in which an RODC delegated administrator removes AD DS from the
RODC and then a member of Domain Admins or Enterprise Admins removes the RODC computer account. A
delegated RODC administrator can remove AD DS from a computer--to repair the software installation or even
replace the hardware--and then reinstall the RODC without intervention from a member of Domain Admins or
Enterprise Admins. =>no particular requirement... so far, the only requirements i know is about stolen or
compromised RODC (we should reset all the passwords that were stored in it but that's it...

QUESTION 98
Dynamic memory is a great feature that allows you to manage the amount of memory that Hyper-V virtual
machines consume.

How would you identify the memory a virtual machine consumes when Dynamic Memory is not enabled?

A. View the amount of RAM listed under Startup in the Memory page of the virtual machine
B. View the amount of RAM listed under Static in the Memory page of the virtual machine

C. None of these

D. View the amount of RAM listed under Maximum in the Memory page of the virtual machine

Correct Answer: A
Section: (none)
Explanation



Explanation/Reference:
Explanation:
When dynamic memory is not enabled, the virtual machine is given a static amount of RAM.
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This value is located under the Startup section of the Memory page of the virtual machine settings.
Notice in my screenshot it's enabled:



2012GUI12

1 b | Q

# Hardware

Yl Add Hardware
& BIOS
Boot from CD

-~ Memory
2048 MB

® I3 Processor
4 Virtual processors

= & IDE Controller 0
i—s Hard Drive

= & IDE Controller 1
L% DVD Drive

¥ SCSI Controller
B 5 Network Adapter
Privl
@ U Network Adapter

T com1
MNone

T com2
None
I Diskette Drive
None
# Management

2012GUI2_EBB119D2-36...

SRV 2012 -9200.16384....

Intel(R) Centrino{R) Wireless-...

L] Name
20126112

' Integration Services
All services offered

3 Snapshot File Location

s SMart Paging File Location

QUESTION 99

F\WM2012\2012GUI2\20126...

F:AVM2012\2012GUI2\2012G...

Ml Memory
You can configure options for assigning and managing memory for
virtual machine.

Spedfy the amount of memory that this virtual machine will be start

Startup RAM: | 2048| MB

Dynamic Memory
You can manage the amount of memory assigned to this virtual
machine dynamially within the spedfied range.

|v| Enable Bynamic Memory

Minimum RAM: 512| MB

Maximum EAM: 1048576 MB

Spedfy the percentage of memory that Hyper-V should try to res
a buffer. Hyper-V uses the percentage and the aurrent demand fo
memory to determine an amount of memory for the buffer,

2084 o

Memory buffer:

Memory weight

Spedfy how to prioritize the availability of memory for this virtual
machine compared to other virtual machines on this computer.

High

: i1
Low | L

Li ] Spedfying a lower setting for this virtual machine might pre:
from starting when other virtual machines are running and
available memory is low.

A Spme settings annot be modified because the virtual machine
running when this window was opened, To maodify a setting th
unavailable, shut down the virtual machine and then reopen th

Cancel ||




DNS record types come in many forms, but which record type is being described below?

Maps a domain name such as www.google.com to an IP address

A A
B. CNAME
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C. MX
D. PTR

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 100
Is the following statement true or false?

When a printer is installed on a network, default printer permissions are assigned that allow all users to print
and change the status of documents sent to it

A. True
B. False

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Initial answer = true => false the key is all users and change the status of documents. Change the status
document refers to the "Manage Document" permission and it's not a default permission for "all users". by
default, so far, a user can only modify status of the jobs that he initiated himself. but i tested to make sure. i
installed 2 fake printers (one by the network, and one using LPT1) and here's the default permissions i have
got:



@ Print Management
4 7 Custom Filters
# All Printers (3]
[ All Drivers (3}
7| Printers Mot Ready
B U El Printers With Jobs
4 o Print Servers
4 o 2012GUI3 (local)
IEI Drivers
i Forms
U Ports
e Printers
p=n Deployed Printers

Printer Mame

B Microsoft KPS Document Writer
E PrinTest

i PrinTestloc

Driver Mame

CQueue Status JobsIn .. Server Mame

Ready 0 2012G6U13 {locall  Microsoft Xl
Ready 0 2012GUI3 (local)  Microsoft Xl
Ready 0 2012613 (local)  Microsoft X

| | General | Sharing | Ports | Advanced | Color Management | Securty

(3roup or User names:

['_]1 Everyane

I ALL APPLICATION PACKAGES
S8 CREATOR OWNER
A Administrator (2012GUI3\Admini

82 Administrators (2012G U3\ Administrators)

stratar)

| Add. || Remove |
Permissions for Everyone Allow Deny
Prirt [ ]
=]

If we consider that Everyone can be used to designate "all users"”, the above screenshot is

"A Composite Solution With Just One Click" - Certification Guaranteed 167 Microsoft 70-417 : Practice Test

enough. but just to be sure, i'll add the "Domain Users" and "Authenticated Users" groups to the permissions to
check which permission are assigned by default:
exactly the same: only the permission to print documents:



| General | Sharing | Ports I Advanced I Color Managaﬂent| Security |

GI'CIIJIZI Or User names:

EE_-, Evenone

[ ALL APPLICATION PACKAGES

42 CREATOR OWNER

3_'-, Administrator (201 2G U113 Administratar)
82, Administrators (2012G U3\ Administrators

Pemissions for Domain Users

Pririt
Manage this printer [ | =
Manage documents ] ]

Special pemissions

For special pemissions or advanced seftings, click Advanced.

Leam about access cortrol and pemissions

| ok || Concdl [[ ey |

Now we can be sure the answer is "FALSE".
NB: by default, only Administrators (and administrator) and "All Application Packages" have both permissions
(print & manage documents)

http:/technet.microsoft.com/en-us/library/cc773372%28v=ws.10%29.aspx Assigning printer permissions
When a printer is installed on a network, default printer permissions are assigned that allow all users to print,
and allow select groups to manage the printer, the documents sent to it, or both.

Because the printer is available to all users on the network, you might want to limit access
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for some users by assigning specific printer permissions. For example, you could give all nonadministrative
users in a department the Print permission and give all managers the Print and Manage Documents
permissions. In this way, all users and managers can print documents, but managers can also change the print
status of any document sent to the printer.

QUESTION 101
Select the missing tool name from the sentence below:

You can use the __.exe tool to create installation media for additional domain controllers that you are creating
in a domain.

By using the Install from Media (IFM) option, you can minimize the replication of directory data over the
network.



This helps you install additional domain controllers in remote sites more efficiently.

CSow>

Dsutil
Ntfrsutl
Mqgtgsvc
Ntdsutil

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:
http://technet.microsoft.com/en-us/library/cc770654(v=ws.10).aspx
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4 To create installation media

T,

2,

L

Click Start, right-click Command Prompt, and then click Run as administrator to open an elevated command prom

At the command prompt, type the following command, and then press ENTER:

ntdsutil

Af the ned=ucil prompt, type the following command, and then press ENTER:

gctivate instance ntds

. At the nzdsuzil prompt, type the following command, and then press ENTER:

ifm

. Atthe izm: prompt type the command for the type of installation media that you want to create (as listed in the tab

For example, to create RODC installation media, type the following command, and then press ENTER:

create rodc C:%\InstallationMedia

Where c:\InstallacicnMedis is the path to the folder where you want the installation media to be created,

You can save the installation media to a network shared folder or to any other type of removable media,



QUESTION 102
You have just finished installing Windows Server 2008 on a new server.

Your colleague has informed you that its essential that you must activate Windows Server.

Which of the following command line tools can be used to Activate Windows Server?

Cscript C:\windows\system32\sImgr.vbs ato
Netdom C:\windows\system32\simgr.vbs ato
Ocsetup C:\windows\system32\sIimgr.vbs ato
Netsh C:\windows\system32\sImgr.vbs ato

CSow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
QUESTION 103
Your manager has asked you to configure the company Windows Server 2008 domain
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He wants all new computer accounts to be placed in the General OU, when computers join the domain.

Which command should you use to accomplish this?

Netdom
Dsmove
None of these
Redircmp

CSow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:
http://technet.microsoft.com/en-us/library/cc770619(v=ws.10).aspx

Applies To: Windows Server 2003, Windows Server 2003 R2, Windows Server 2003 with SP1, Windows Server 2008, Windows

Redirects the default container for newly created computers to a specified. target organizational unit (OU) so that newly creal

QUESTION 104
You have decided to install Windows Server 2012 by choosing the Service Core Installation option.

If you want to install, configure or uninstall server roles remotely, what tool would you use?

A. Windows PowerShell
B. Any of these
C. Server Manager



D. Remote Server Administration Tools (RSAT)

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Initial answer: Windows PowerShell (Only PowerShell can be used to manage server roles remotely to a server
core installation.) => FALSE Since 2012, remote installations of server roles to a Core installation are allowed
i've just
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done it, screenshots as proof:

o u DESTIMATION 5
Select destination server 2012c0RE =
Before You Begin Select a server or a virtual hard disi on which to install roles and features.
Instaliation Type _ '®) Select a server from the server pool
Server Selection ) Select a virtual hard disk
Server Roles Sapvar Pool
Features
Filter:
Mame P fddress Operating System
2012COREzozo.loc 10.10.102,192.... Microsoft Windows Server 2012 Datacenter Bvali
UlAL zozoloc T010.40.1,192,... Microsoft Windows Server 2012 Datacenter Evald
2012GUI3.z0z0.loc F010.10.3 Microsoft Windows Server 2012 Datacenter Evalu
3 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by usi
Add Servers command in Server Manager. Offline servers and newly-added servers from which dz
collection is still incomplete are not shown.

< Previous || MNext » | | Install || Car




DESTINATION S
Select server roles 2012CORE
Before You Begin Salect one or more roles to install on the selected server,
Installation Type Roles Diescription

Server Selection

4 |8 File And Storage Services (Installed) '~ 15C5| Target Storage Provider

. ! . ] enables applications on a serve
A File and iSC51 Services R 4 to an ISCS! target

Featres File Server perform volume shadow copie:
Confirrmation BranchCache for Network Files data on i5C51 virtual disks. It ais
L g enables you to manage 1SCS] v
Ll = disks bjl'}:J zing ﬂkder:ai?ppléicaﬁm
[] DFS Namespaces that require a Virtual Disk Servi
[] DFS Replication {VDS) hardware provider, such

Diskraid command.

File Server Resource Manager
] File Server VS5 Agent Service
iSCS| Target Server
15051 Target Storage Prowvider (VDS and V53
[] Server for NFS
[v| Storage Services (Installed)

[] Hyper-¥

M1 Matmnrk Dalics 2nd A-race Sandcar [

<] " | 1]

[ <Previous | [ Newt> | | sl || Car
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Confirm installation selections b

Before You Begin
Instakiation Type
Seryer Selection
Seryer Roles
Features

Caonfirmation

To install the following roles, role senvices, or features on selected server, click Install.

[[| Restart the destination server automatically if required

Optional features (such as administration tools} might be displayed on this page because they ha
been selected automatically, If you do not want to install these optional features, click Previous tc
their check boxes,

File And Storage Services
File and i5C5] Services
BranchCache for Network Fifes

Data Deduplication

File Server

iSCSI Target Server

File Server Resource Manager

iSCSI Target Storage Provider (VDS and VS5 hardware providers)

Export configuration settings
Specify an alternate source path

<Previous | | Next> | | nstall || Car




DESTIMATION 5

Installation progress 2012C0RE

View installation progress

o Feature installation
..} ]
Installation started on 2012C0RE zozo.loc

File And Storage Services
File and i5C5l Services

BranchCache for Network Files
Data Deduplication
File Server
iSC5l Target Server
File Server Resource Manager
iSCSI Target Storage Provider (VDS and V55 hardware providers)

You can close this wizard without interrupting running tasks, View task progress or open t

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Prevnous || Pt = | I 'Ck}se || Car
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DESTIMATION 5

Installation progress 2012C0RE

View installation progress

o Feature installation
L]
Installation succeeded on 2071 2COREzozoloe.

File And Storage Services
File and iSCSI Services
BranchCache for Network Files
Data Deduplication
File Server
i5C5I Target Server
File Server Resource Manager
iSCSI Target Storage Provider (VDS and VS5 hardware providers)

You can close this wizard without interrupting running tasks. View task progress or open 1

page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

| < Previous || Mext = | | Close H Ca

Then, i just had to use Enable-NetFirewallRule to allow remote management using MMC And i can see my
FSRM role was correctly remotely installed on my Core Installation (and is remotely managed using FSRM
MMC):



2012GUI21on Z02012 - Virtual Machine Connection

tien Media Clipbeard View Help

@O Ik D

|1

&

File Action View Help

=3 File Server Resource Managerff2012CORE zozo.loc) Mame
I &‘3 Cuota Management éﬁﬂunta Management
= ;f File Screening Management E?File_‘-creening Management

ﬂ Storage Reports Management

: ﬁi‘mrage Reports Management
I= e Classification Management

=i| Classification Management

R FrleManagement Tasks .4 File Management Tasks

QUESTION 105
A server named Server01 is running Server Core at your companies IT house.
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It is already configured with the AD DS role but you also want to add AD CS to the server.

What must you do to add Active Directory Certificate Services (AD CS) to this server?

Reinstall the server with the full version of Windows Server 2008
Install the AD CS role
Install the RODC role
Install the AD FS role

CSow>»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Server 2012 allows AD CS in core mode.
http://technet.microsoft.com/en-us/library/hh831373.aspx

What's New in AD CS?

New and changed functionality

Several new capabilities are available in the Windows Server 2012 version of AD CS. They include:

Integration with Server Manager

Deployment and management capabilities from Windows PowerShell® All AD CS role services run on any
Windows Server 2012 version All AD CS role services can be run on Server Core Support for automatic
renewal of certificates for non-domain joined computers Enforcement of certificate renewal with same key
Support for international domain names

Increased security enabled by default on the CA role service AD DS Site Awareness for AD CS and PKI Clients

QUESTION 106
Which of the following situations would you use AD LDS?



A DMZ
Standard private network
You require the use of Group Policy

You require the use of Organizational Units
"A Composite Solution With Just One Click" - Certification Guaranteed 175 Microsoft 70-417 : Practice Test

Cow2>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

A DMZ (Demilitarized Zone) such as a web server is usually the classic choice for using AD LDS (Active
Directory Lightweight Directory Service)

Topic 3, Volume C

QUESTION 107
Which one of the following groups has permission to shut down a domain controller?

Backup Operators
All of these

Print Operators
Server Operators

Cow>»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:
Below is a screenshot of the default settings
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‘Shut down the system Properties |7 [0

Local Security Setting i_E;._q;ﬂ;m—l

j. Shut down the system

Adminigtrators
Backup Operators
Print Cperators
Server Operstors

dd User orlamup Remaove

This setting is not compatible with computers nunning Windows

o 2000 Service Pack 1 oreadier. Apply Group Policy objects
containing this setting only to computers running a later version of
the operating svstem.

il | | Cancel Aoply

QUESTION 108
Is the following statement about Hyper-V true or false?

Hyper-V does not support wireless networks

A. True
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B. False

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Hyper-V 2012 supports wireless (one of my VM is currently connected to internet using the wifi card of my
laptop...)

True that in 2008R2 it was not supported (unless many customizations, i know it as i did it)

QUESTION 109
Complete the missing word from the sentence below that is describing one of the new roles in Server 2008:

By using , YOu can augment an organization's security strategy by protecting information through



persistent usage policies, which remain with the information, no matter where it is moved

A. ADFS
B. AD RMS
C. RODC

D. AD LDS

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:
Active Directory Rights Management Services (AD RMS)

QUESTION 110
Your IT manager is concerned that someone is trying to gain access to your company's computers by logging
on with valid domain user names and various password attempts.

Which audit policy should you monitor for these activities?

A. Policy Change
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B. Account Logon
C. Privilege Use
D. Directory Service Access

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation: Section: Old (removed questions as came out before the exam release =>unvalid but can be

The Account Logon audit category in Windows Server 2008 generates events for credential validation. These
events occur on the computer that is authoritative for the credentials

QUESTION 111
In Windows Server 2012, you can remove the Server Graphical Shell, resulting in the "Minimal Server
Interface."

This is similar to a Server with a GUI installation except that some features are not installed.

Which of the following features is not installed in this scenario?

MMC

Windows Explorer
Control Panel (subset)
Server Manager

CSow>»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:



When you choose the minimal server interface option Internet Explorer 10, Windows Explorer, the desktop, and
the Start screen are not installed. Microsoft Management Console (MMC), Server Manager, and a subset of
Control Panel are still present.

QUESTION 112
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Which terminology is being described below:

This trust is a manually created trust that shortens the trust path to improve the speed at which authentications,
which occur between domain trees, are processed

Shortcut Trust
Quick Trust
Easy Trust
Simple Trust

CSow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 113
Which of the following reasons justifies why you should audit failed events?

To log resource access for reporting and billing

To monitor for malicious attempts to access a resource which has been denied

None of these

To monitor access that would suggest users are performing actions greater than you had planned

CSow>»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation: http://technet.microsoft.com/en-us/library/cc778162%28v=ws.10%29.aspx

Auditing Security Events Best practices

If you decide to audit failure events in the policy change event category, you can see if unauthorized users or
attackers are trying to change policy settings, including security policy settings. Although this can be helpful for
intrusion detection, the increase in resources that is required and the possibility of a denial-of-service attack
usually outweigh the benefits.

QUESTION 114
Which feature is described below?
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You can use the to reduce the number of duplicate blocks of data in storage, you can store much more
data in a given amount of storage capacity than was possible in previous releases that used Single Instance

Storage (SIS) or NTFS file system compression.

A. iSCSI Target Server
B. iSCSI Target Boot
C. Multiterabyte Volumes



D. Data Deduplication role service

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

By using Data Deduplication, general purpose file servers can typically reduce storage capacity utilization by a
2:1 ratio (for example, files that previously used 1 TB would use 500 GB after deduplication). Servers that host
virtualization data (such as VHD files) often reduce storage capacity utilization by a 20:1 ratio, which reduces 1
TB of data to 50 GB.
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QUESTION 115
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Server manager is a great tool for managing most of your server settings and configuration all in one central
place. Which one of the following Server manager Features is used for management of Public Key
Infrastructure?

A. Dynamic Host Configuration Server
B. WINS Server

C. Domain Name Service

D. Active Directory Certificate Services



Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

QUESTION 116
Which of the following features is available when Windows Server 2012 is installed using the GUI option but
without the desktop experience feature installed?

A. Metro-style Start screen
B. Built-in help system

C. All of these

D. Windows Media Player

Correct Answer: AB
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Here is description of Desktop Experience:
http://technet.microsoft.com/en-us/library/cc772567.aspx
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What does the Desktop Experience feature include?

Desktop Experience includes the following Windaows 7 components and features:
Windows Media Player
Desktop themes
Video for Windows (AVI support)
Windows SideShow
Windows Defender
Disk Cleanup
Sync Center
Sound Recorder
Character Map

Snipping Tool

QUESTION 117
Which terminology is being described below?



Time synchronization is critical for the proper operation of many Windows services and line-of-business
Applications. The ___ uses the Network Time Protocol (NTP) to synchronize computer clocks on the network
so that an accurate clock value, or time stamp, can be assigned to network validation requests and resource
access requests

Network Services Shell (Netsh)
Listsvc

Fixmbr

Windows Time service (W32time)

CSow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
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QUESTION 118
Which terminology is being described below?

A trust allows resources in your domain (the domain that you are logged on to at the time that you
run the New Trust Wizard) to be accessed more quickly by users in another domain (which is nested within
another domain tree) in your forest

one-way, outgoing, shortcut
two-way, incoming, shortcut
one-way, outgoing, forest
two-way, incoming, forest

Cow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

The direction of the trust is inverse of the direction of the authorization not forest as we're asked for a trust only
between 2 domains. a forest trust would provide trust between every single domain of the forest.

QUESTION 119
Managing Group Policy objects is a tiresome task.

Which of the following Windows Server 2012 features could you use to save time when creating GPQO's with
similar settings?

UAC

PXE boot
IFM

Starter GPO

CSow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:



Starter Group Policy objects derive from a Group Policy object (GPO), and provide the ability to store a
collection of Administrative Template policy settings in a single object. You can import and export Starter
GPOs, which makes them easy to distribute to other
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environments. When you create a new GPO from a Starter GPO, the new GPO has all of the Administrative
Template policy settings and their values that were defined in the Starter GPO.

QUESTION 120
RODC comes with a number of features that focus on heightened security with limited functionality to remote
office users.

Which of the following is (or are) feature(s) of RODC?

All of these

Filtered Attribute Sets
Unidirectional Replication
Read-only DNS
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Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 121
Virtual Network Manager (available from the Hyper-V Manager snap-in) offers three types of virtual networks
that you can use to define various networking topologies for virtual machines and the virtualization server.

Which type of virtual network is isolated from all external network traffic on the virtualization server, as well any
network traffic between the management operating system and the external network.

Internal virtual network
Private virtual network

External virtual network
None of these
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Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
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QUESTION 122
Which terminology is being described below?

These trusts are sometimes necessary when users need access to resources that are located in a Windows
NT 4.0 domain or in a domain that is in a separate Active Directory Domain Services (AD DS) forest that is not
joined by a forest trust

A. Shortcut Trusts
B. Realm Trusts
C. Forest Trusts



D. External Trust

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

You can create an external trust to form a one-way or two-way, nontransitive trust with domains that are outside

your forest

http://technet.microsoft.com/en-us/library/cc775736%28v=ws.10%29.aspx Trust types

Trust Transitivity Direction

type

External | Montransitive Cne-way or
two-way

Fealm Transitive or Cne-way or

nontransitive two-way

Forest Transitive Cne-way or
two-way

Shorteut | Transitive One-way or
two-way

Description

Use external trusts to Ermfide access to resources located on a Wir

to create an external trust,

Use realm trusts to form a trust relationship between a non-Windao

Use forest trusts to share resources between forests, If a forest tru
create a forest trust.

Use shorteut trusts to improve user logaon times between two dome
information, see When to create a shortcut trust,

http://technet.microsoft.com/en-us/library/cc731297.aspx Understanding When to Create a Realm Trust

When to create a realm trust

You can establish a realm trust between any non-Windows Kerberos version 5 (V5) realm and an Active
Directory domain. This trust relationship allows cross-platform interoperability with security services that are
based on other versions of the Kerberos V5 protocol, for example, UNIX and MIT implementations. Realm
trusts can switch from nontransitive to transitive and back. Realm trusts can also be either one-way or two way.
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QUESTION 123

OCsSetup is available as part of the Windows Vista and Windows Server 2008 operating system.

This tool replaces Sysocmgr.exe, which is included in the Windows XP and Windows Server 2003 operating

systems.

This new tool can be used to perform which one of the following operations?

All of these

Cow>»

Correct Answer: A
Section: (none)
Explanation

Microsoft System Installer (MSI) files that are passed to the Windows Installer service (MSIExec.exe)
Component-Based Servicing (CBS) components that are passed to Package Manager
CBS or MSI packages that have an associated custom installer .exe file



Explanation/Reference:

Explanation:

http://technet.microsoft.com/en-us/library/dd799247%28v=ws.10%29.aspx

OCSetup Command-Line Options

The Windows® Optional Component Setup (OCSetup.exe) tool is a command-line tool that can be used to add
system components to an online Windows image.

It installs or removes Component-Based Servicing (CBS) packages online by passing packages to the
Deployment Image Servicing and Management (DISM) tool for installation or removal.

OCSetup can also be used to install Microsoft® System Installer (MSI) packages by calling the Windows
Installer service (MSIExec.exe) and passing Windows Installer components to it for installation or removal.

The MSI file must be signed by Microsoft to be able to be installed by using OCSetup. In addition, OCSetup can
be used to install CBS or MSI system component packages that have associated custom installers (.exe files).

The OCSetup tool is available as part of the Windows® 7 and Windows Server® 2008 R2 operating systems.
You can use OCSetup.exe on a computer running Windows 7 or Windows Server 2008 R2.
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QUESTION 124
Your network contains an Active Directory domain named contoso.com.

Domain controllers run either Windows Server 2008, Windows Server 2008 R2, or Windows Server 2012.
You have a Password Settings object (PSOs) named PSO1.
You need to view the settings of PSO1.

Which tool should you use?

Get-ADDomainControllerPasswordReplicationPolicy
Get-ADDefaultDomainPasswordPolicy

Active Directory Administrator Centre

Local Security Policies

Cow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:
http://technet.microsoft.com/en-us/library/ee617231.aspx

To get a list of all the properties of an ADFineGrainedPasswordPolicy object, use the following command:
Get-ADFineGrainedPasswordPolicy<fine grained password policy> -Properties * | Get-Member
[.]

EXAMPLE 2

Command Prompt: C:\PS>

Get-ADFineGrainedPasswordPolicyAdminsPSO Name: AdminsPSO ComplexityEnabled: True
LockoutThreshold: 0

ReversibleEncryptionEnabled : True

LockoutDuration: 00:30:00

LockoutObservationWindow: 00:30:00

MinPasswordLength: 10
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Precedence: 200

ObjectGUID: bal061f0-c947-4018-a399-6ad8897d26e3

ObjectClass: msDS-PasswordSettings

PasswordHistoryCount: 24

MinPasswordAge: 1.00:00:00

MaxPasswordAge: 15.00:00:00

AppliesTo: {}

DistinguishedName: CN=AdminsPSO,CN=Password Settings Container,CN=System,DC=FABRIKAM,
DC=COM

Description: Get the Fine Grained Password Policy named 'AdminsPSO".

New Questions

QUESTION 125
Your network contains an Active Directory domain named contoso.com.

Network Policy Server (NPS) is deployed to the domain.
You plan to deploy Network Access Protection (NAP).
You need to configure the requirements that are validated on the NPS client computers.

What should you do?

From a Group Policy object (GPO), configure the NAP Client Configuration security setting.
From the Network Policy Server console, configure a health policy.
From the Network Policy Server console, configure a network policy.

From a Group Policy object (GPO), configure the Network Access Protection Administrative Templates
setting.

E. From the Network Policy Server console, configure a Windows Security Health Validator (WSHV) policy.

CSow>»

Correct Answer: E
Section: (none)
Explanation

Explanation/Reference:
"A Composite Solution With Just One Click" - Certification Guaranteed 189 Microsoft 70-417 : Practice Test

QUESTION 126
You are a network administrator of an Active Directory domain named contoso.com.

You have a server named Serverl that runs Windows Server 2012. Serverl has the DHCP Server server role
and the Network Policy Server role service installed.

You enable Network Access Protection (NAP) on all of the DHCP scopes on Serverl.
You need to create a DHCP policy that willApply to all of the NAP non-compliant DHCP clients.

Which criteria should you specify when you create the DHCP policy?

The relay agent information
The client identifier

The vendor class

The user class

CSow>»



Correct Answer: D

Section: (none)

Explanation

Explanation/Reference:

QUESTION 127

Your network contains an Active Directory domain named contoso.com. The domain contains a domain
controller named DC1 that runs Windows Server 2012.

You mount an Active Directory snapshot on DC1.

You need to expose the snapshot as an LDAP server.

GRATIS

Free Practice Exams

http://www.gratisexam.com/

Which tool should you use?

Ldp
Ntdsutil
ADSI Edit
Dsamain

o0

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
QUESTION 128
Your network contains an Active Directory forest named contoso.com. The forest contains a single domain. All

domain controllers run Windows Server 2012.

The domain contains two domain controllers. The domain controllers are configured as shown in the following
table.
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Domain Server type Scheduled task

controller name

DC1 Physical server |Daily snapshots of Active
Directory

DC2 Hyper-V virtual |Daily snapshots of the virtual

machine machine

Daily backups of the system
state |

Active Directory Recycle Bin is enabled.



You discover that a support technician accidentally removed 100 users from an Active Directory group named
Groupl an hour ago.

You need to restore the membership of Groupl.

What should you do?

Perform an authoritative restore.

Perform a non-authoritative restore.

Recover the items by using Active Directory Recycle Bin.
Apply a virtual machine snapshot to VM1.

Cow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation: Authoritative restore allows the administrator to recover a domain controller, restore it to a specific
point in time, and mark objects in Active Directory as being authoritative with respect to their replication
partners. For example, you might need to perform an authoritative restore if an administrator inadvertently
deletes an organizational unit containing a large number of users. If you restore the server from tape, the
normal replication process would not restore the inadvertently deleted organizational unit. Authoritative restore
allows you to mark the organizational unit as authoritative and force the replication process to restore it to all of
the other domain controllers in the domain.

Incorrect:

Not C: A nonauthoritative restore returns the domain controller to its state at the time of backup and then allows
normal replication to overwrite that state with any changes that occurred after the backup was taken. After you
restore the system state, the domain controller queries its replication partners. The replication partners replicate
any changes to the restored domain controller, ensuring that the domain controller has an accurate and
updated copy of the Active Directory database.
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Reference: Performing an Authoritative Restore

QUESTION 129

Your network contains an Active Directory domain named contoso.com. All domain controllers run Windows

Server 2012.

In a remote site, a support technician installs a server named DC10 that runs Windows Server 2012. DC10 is
currently a member of a workgroup.

You plan to promote DC10 to a read-only domain controller (RODC).

You need to ensure that a user named Contoso\Userl can promote DC10 to a RODC in the contoso.com
domain. The solution must minimize the number of permissions assigned to User1.

What should you do?

From Active Directory Administrative Center, pre-create an RODC computer account.
FromNtdsutil, run the local roles command.

FromDsmgmt, run the local roles command.

Join DC10 to the domain. Run dsmod and specify the /server switch.

CSow>

Correct Answer: A
Section: (none)



Explanation

Explanation/Reference:

Explanation: A staged read only domain controller (RODC) installation works in two discrete phases:

1. Staging an unoccupied computer account

2. Attaching an RODC to that account during promotion

Reference: Install a Windows Server 2012 Active Directory Read-Only Domain Controller (RODC)
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QUESTION 130

Your network contains an Active Directory domain named contoso.com. The domain contains a server named
Serverl that runs Windows Server 2012. Serverl has the Remote Access server role installed.

You log on to Serverl by using a user account named User2.

From the Remote Access Management Console, you run the Getting Started wizard and you receive a warning
message as shown in the exhibit. (Click the Exhibit button.)
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You need to ensure that you can configure DirectAccess successfully. The solution must minimize the number
of permissions assigned to User2.

To which group should you add User2?

Exhibit:



This server does not comply with some Diracticcess prerequisites. Resolve all issues before proceeding with
DirectAccess deployment. For more information, see Checkdist: Before you configure Directliecass,

4 Waming The cumert user does not have the required pemmissions to corfigurs WHI fitering in the
domain. Verfy permissions.

A. Enterprise Admins
B. Server Operators
C. Domain Admins

D. Account Operators

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
QUESTION 131
Your network contains an Active Directory domain named contoso.com. The domain contains a server named

Serverl that has the Remote Access server role installed.

DirectAccess is implemented on Serverl by using the default configuration.
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You discover that DirectAccess clients do not use DirectAccess when accessing websites on the Internet.

You need to ensure that DirectAccess clients access all Internet websites by using their DirectAccess
connection.

What should you do?

A. Configure DirectAccess to enable force tunneling.
B. Configure a DNS suffix search list on the DirectAccess clients.
C. Disable the DirectAccess Passive Mode policy setting in the DirectAccess Client Settings Group Policy

object (GPO).

D. Enable the Route all traffic through the internal network policy setting in the DirectAccess Server Settings
Group Policy object (GPO).

Correct Answer: A

Section: (none)

Explanation

Explanation/Reference:

QUESTION 132

You have a server named Serverl that runs Windows Server 2012,

You create a custom Data Collector Set (DCS) nhamed DCS1.

You need to configure Serverl to start DCS1 automatically when the network usage
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exceeds 70 percent.

Which type of data collector should you create?

A. A configuration data collector

B. A performance counter data collector
C. An event trace data collector

D. A performance counter alert

Correct Answer: D
Section: (none)
Explanation
Explanation/Reference:
QUESTION 133

Your network contains a Hyper-V host named Hypervl. Hypervl runs Windows Server 2012.

Hyperv1l hosts four virtual machines named VM1, VM2, VM3, and VM4. All of the virtual machines run
Windows Server 2008 R2.

You need to view the amount of memory resources and processor resources that VM4 currently uses.

Which tool should you use on Hyperv1?

A. Resource Monitor



B. Task Manager
C. Hyper-V Manager
D. Windows System Resource Manager (WSRM)

Correct Answer: C

Section: (none)

Explanation

Explanation/Reference:

QUESTION 134

You have a server named Serverl that runs Windows Server 2012.
You discover that the performance of Serverl is poor.

The results of a performance report generated on Serverl are shown in the following table.

"A Composite Solution With Just One Click" - Certification Guaranteed 199 Microsoft 70-417 : Practice Test

Counter Value

Processor{_Total)\% DPC Time |35

Processor{_Total}\% Interrupt 51
Time

Processor(_Total)\% User Time |12

Processor(_Total)\% Privileged 2
Time

Processor Information(_Total)\% [100
Processor Time

Memory\Available Bytes 7.,341,024,329

MemoryiPages/sec 125

You need to identify the cause of the performance issue.

What should you identify?

Insufficient RAM
Driver malfunction
Excessive paging
NUMA fragmentation

o0

Correct Answer: B
Section: (none)
Explanation



Explanation/Reference:

QUESTION 135

Your network contains an Active Directory domain named adatum.com. The domain contains a member server
named Serverl and 10 web servers. All of the web servers are in an organizational unit (OU) named
WebServers_OU. All of the servers run Windows Server 2012.

On Serverl, you need to collect the error events from all of the web servers. The solution must ensure that
when new web servers are added to WebServers_OU, their error events are collected automatically on
Serverl.
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What should you do?

A. On Serverl, create a collector initiated subscription. From a Group Policy object (GPO), configure the
Configure forwarder resource usage setting.

B. On Serverl, create a collector initiated subscription. From a Group Policy object (GPO), configure the
Configure target Subscription Manager setting.

C. On Serverl, create a source computer initiated subscription. From a Group Policy object (GPO), configure
the Configure forwarder resource usage setting.

D. On Serverl, create a source computer initiated subscription. From a Group Policy object (GPO), configure
the Configure target Subscription Manager setting.

Correct Answer: D

Section: (none)

Explanation

Explanation/Reference:

QUESTION 136

Your network contains an Active Directory domain named contoso.com. All domain controllers run Windows
Server 2012.

DirectAccess is deployed to the network.

Remote users connect to the DirectAccess server by using a variety of network speeds.

The remote users report that sometimes their connection is very slow.

You need to minimize Group Policy processing across all wireless wide area network (WWAN) connections.

Which Group Policy setting should you configure?

A. Configure Group Policy slow link detection.

B. Configure wireless policy processing.
"A Composite Solution With Just One Click" - Certification Guaranteed 203 Microsoft 70-417 : Practice Test

C. Change Group Policy processing to run asynchronously when a slow network connection is detected.
D. Configure Direct Access connections as a fast network connection.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:



QUESTION 137
Your network contains a single Active Directory domain named contoso.com. All domain controllers run
Windows Server 2012.

The domain contains 400 desktop computers that run Windows 8 and 10 desktop computers that run Windows
XP Service Pack 3 (SP3). All new desktop computers that are added to the domain run Windows 8.

All of the desktop computers are located in an organizational unit (OU) named OUL1.

You create a Group Policy object (GPO) named GPO1. GPOL1 contains startup script settings. You link GPO1
to OU1.

You need to ensure that GPOL1 is Applied only to computers that run Windows XP SP3.

What should you do?

Modify the Security settings of OU1.

Run the Set-GPInheritancecmdlet and specify the -target parameter.
Create and link a WMI filter to GPO1.

Run the Set-GPLinkcmdlet and specify the -target parameter.

CSow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 138

Your network contains an Active Directory domain named contoso.com. All domain controllers run Windows
Server 2012.

The domain contains two organizational units (OUs) named OU1 and OU2 in the root of the domain.

Two Group Policy objects (GPOs) named GPO1 and GP02 are created. GPOL1 is linked to OUL1. GPO2 is
linked to OU2.
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QU1 contains a client computer named Computerl. OU2 contains a user named User1.

You need to ensure that the GPOs Applied to ComputerlareApplied to Userl when Userl logs on.

What should you configure?

The GPO Status
WMI Filtering
GPO links
Item-level targeting

Sow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation: A GPO can be associated (linked) to one or more Active Directory containers, such as a site,
domain, or organizational unit. Multiple containers can be linked to the same GPO, and a single container can
have more than one GPO linked to it. If multiple GPOs are linked to one container, you can prioritize the order



in which GPOs are applied.
Linking GPOs to Active Directory containers enables an administrator to implement Group Policy settings for a
broad or narrow portion of the organization, as required.

QUESTION 139
Your network contains an Active Directory domain named contoso.com. The domain contains a server named
Serverl. Serverl runs Windows Server 2012 and has the Hyper- V server role installed.

On Serverl, you create and start a virtual machine named VM1. VM1 is configured as shown in the following
table.

Setting Configuration
Minimum RAM  |2048 MB
Maximum RAM (4096 MB
Disk type ;Fixed size
Disk size {100 GB
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You plan to create a snapshot of VML1.

You need to recommend a solution to minimize the amount of disk space used for the snapshot of VML1.

What should you do before you create the snapshot?

Run the Stop-VM cmdlet.

Convert diskl.vhd to a dynamically expanding disk.
Configure VM1 to have a smaller virtual disk.
Decrease the Minimum RAM.

Cow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation: Reducing the available RAM for the VM would reduce the size of the snapshot.

Note:

* A disk snapshot is a copy of the virtual machine disk file at a certain point in time. It preserves the disk file
system and system memory of your virtual machine by enabling you to revert to the snapshot in case
something goes wrong.

* Each snapshot consists of the following files:

Configuration file - An XML file containing the current configuration settings of the virtual machine.

Saved state file - A .vsv file containing virtual machine state information. Differencing disk image file - A .avhd
differencing disk. Memory image file - A .bin file containing an image of the virtual machine's memory at the
point the snapshot was taken.

Incorrect:

Not D: Convert-VHD

Converts the format, version type, and block size of a virtual hard disk file

QUESTION 140

Your network contains an Active Directory domain named adatum.com. The domain contains a member server
named Serverl and a domain controller named DC2. All servers run Windows Server 2012.

On DC2, you open Server Manager and you add Serverl as another server to manage.

"A Composite Solution With Just One Click" - Certification Guaranteed 208 Microsoft 70-417 : Practice Test
From Server Manager on DC2, you right-click Serverl as shown in the exhibit. (Click the Exhibit button.)



You need to ensure that when you right-click Serverl, you see the option to run the DHCP console.

What should you do?

Exhibit:

Xl : View  Help

- I‘I._

— = SERVERS
i8 Dashboard ?! ki)
B Llocal Server | #. Configuration required for DHCP Server at SERVERT
i All Servers =
i@ AD DS FliEr L @y @
Ti BHCP 5-:|~,'trl.-‘1.:.'r-t iPyd Address  Manageability Last Upciate Window
5]
em DNS =
SERVER1
- . ; Add Roles and Features
WR File and Storage Services D B =
s [ Restart Server
[

1L Computer Management
mf REMOTE ACCESS Remee Bislibop Canmetion
Windows Powershell

Configure Network Adapter Teaming

Configure Windows Automatic Feedback

EUF NT_S Sy Manage As ...
oot fodertoa Start Performance Counters
Filber | Remaove Servar
i Refresh
Server Name 1D Seventy Sour Copy

On Serverl, install the Feature Administration Tools.

On DC2 and Serverl, run winrmquickconfig.

On DC2, install the Role Administration Tools.

In the domain, add DC1 to the DHCP Administrators group.

o0

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation: http://technet.microsoft.com/en-us/library/ee441255(v=ws.10).aspx

QUESTION 141



Your network contains an Active Directory domain named contoso.com. The domain

"A Composite Solution With Just One Click" - Certification Guaranteed 209 Microsoft 70-417 : Practice Test
contains three servers named Serverl, Server2, and Server3.

You create a server group named ServerGroupl.

You discover the error message shown in the following exhibit. (Click the Exhibit button.)
You need to ensure that Server2 can be managed remotely by using Server Manager.
What should you do?

Exhibit:

el =5 B S AT AL 1 Rt D Al

Manag

ws SERVERS

All zervers | 4 total

Dashboard

[

B Local Server
ii All Servers
gl ADDs

5
| Gerver Mame  iPwd Address  Manageability

& DNS

- DC1 192:168.2.100 Online

BR File and Storage Services P SERVERT 1921682161 Ovline - Performiance counters not started
] " a

I Print Services SERVER2 192.168.2.102  Online - Access denied

ServerGroup! | SERVER3 192,168.2.103 Target computer not accessible

[<] [T

EVENTS

All events | O botal

e =y
Filter 2 =) - e

Server Mame D Severity Sowurce tog Date ar

A. From Active Directory Users and Computers, add a computer account named Server2, and then restart



Server2.
B. On Server2, run the Add-Computer cmdlet.
C. On Server2, run the net stop netlogon command, and then run the net start netlogon command.
D. On DC1, run the New-ADComputercmdlet.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 142
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Your network contains an Active Directory domain named contoso.com. AH servers run Windows Server 2012.
The domain contains a server named Serverl.

You install the Windows PowerShell Web Access gateway on Serverl.

You need to provide administrators with the ability to manage the servers in the domain by using the Windows
PowerShell Web Access gateway.

Which two cmdlets should you run on Serverl? (Each correct answer presents part of the solution. Choose
two.)

A. Set-WSManQuickConfig

B. Set-WSManlinstance

C. Add-PswaAuthorizationRule
D. Set-BCAuthentication

E. Install-Pswa Web Application

Correct Answer: CE
Section: (none)
Explanation

Explanation/Reference:
QUESTION 143

Your network contains an Active Directory forest that contains two domains. The forest contains five domain
controllers. The domain controllers are configured as shown in the following table.

Domain controller name Domain Global catalog server
DC1 Contoso.com Yes
DC2 Contoso.com Yes
DC3 Eu.contoso.com Mo
DC4 Eu.contoso.com No
DCS Eu.contoso.com  |No

You need to configure DC5 as a global catalog server.

Which tool should you use?



A. Active Directory Users and Computers

B. Active Directory Sites and Services
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C. Active Directory Administrative Center
D. Active Directory Domains and Trusts

Correct Answer: B

Section: (none)

Explanation

Explanation/Reference:

QUESTION 144

You have a server named Serverl that runs Windows Server 2012.
You promote Serverl to a domain controller.

You need to view the service location (SRV) records that Serverl registers in DNS.

What should you do on Serverl1?

Open the Netlogon.dns file.
Open the Srv.sys file.

Run ipconfig /displaydns.

Run Get-DnsServerDiagnostics.

Cow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
QUESTION 145
Your network contains an Active Directory forest named contoso.com.

The forest contains two domains named contoso.com and chitd.contoso.com and two sites named Sitel and
Site2. The domains and the sites are configured as shown in following table.
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Domain Domain name Site name Role
controller name

DC1 {Contoso.com Sitel Global catalog
RID master
PDC emulator

DC2 {Contoso.com Sital Domain naming mastar
Schema master
Infrastructure master
DC3 |Child.contosa.com  |Sitel Infrastructure master

RID master
PDC emulator

DC4 |Child.contoso.com  |Site2 Mot applicable

When the link between Sitel and Site2 fails, users fail to log on to Site2.



You need to identify what prevents the users in Site2 from logging on to the child.contoso.com domain.

What should you identify?

The placement of the PDC emulator

The placement of the domain naming master
The placement of the global catalog server
The placement of the infrastructure master

CSow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 146
You have a server named Serverl that runs Windows Server 2012. Serverl has following storage spaces:

Data

Users

Backups

Primordial

You add an additional hard disk to Serverl.

You need to identify which storage space contains the new hard disk.
Which storage space contains the new disk?
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Data
Users
Backups
Primordial

Cow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

New Disks (Unallocated space) added to Primordial spacePrimordial Pool? All storage that meets acceptable
criteria for Storage Spaces will be placed in the Primordial Pool. Thiscan be considered the default pool for
devices from which any other pools will be created.

Notice that there are no other virtual disks or pools at this point. The Primordial Pool will only consist ofphysical
storage devices that do not belong to any other pools.
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http://blogs.technet.com/b/canitpro/archive/2012/12/13/storage-pools-dive-right-in.aspx http://
blogs.technet.com/b/askpfeplat/archive/2012/10/10/windows-server-2012-storage- spaces-is-it-for-youcould-

be.aspx
QUESTION 147

Your network contains an Active Directory domain named contoso.com. The domain contains a server named
Serverl. Serverl runs Windows Server 2012.

You create a group Managed Service Account named gservicel.

You need to configure a service named Servicel to run as the gservicel account.

How should you configure Servicel?

A. From Windows PowerShell, run Set-Service and specify the -PassThrough parameter.
B. From a command prompt, run sc.exe and specify the config parameter.



C. From Windows PowerShell, run Set-Service and specify the -StartupType parameter.
D. From a command prompt, run sc.exe and specify the privs parameter.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

A. General settings only allow you to stop, start and set type/paramaters B. Set-Service provides a way for you
to change the Description, StartupType, or DisplayName of a service

C. Modifies service configuration

D. Sets the response/action on service failure

http://windows.microsoft.com/en-us/windows-vista/using-system-configuration http://technet.microsoft.com/en-
us/library/eel176963.aspx http://technet.microsoft.com/en-us/library/cc990290(v=ws.10).aspx http://
technet.microsoft.com/en-us/library/cc738230(v=ws.10).aspx
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QUESTION 148
You have a server named Datal that runs a Server Core Installation of Windows Server 2012 Standard.

You need to configure Datal to run a Server Core Installation of Windows Server 2012 Enterprise.
You want to achieve this goal by using the minimum amount of administrative effort.

What should you perform?

a clean installation of Windows Server 2012

an upgrade installation of Windows Server 2012
an online servicing by using Dism

an offline servicing by using Dism

Cow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 149

You perform a Server Core Installation of Windows Server 2012 on a server named Server1.
You need to add a graphical user interface (GUI) to Serverl.

Which tool should you use?

the Add-WindowsPackagecmdlet
the Add-WindowsFeaturecmdlet
the Install-Module cmdlet

the Install-RoleServicecmdlet

Cow>»

Correct Answer: B
Section: (none)
Explanation



Explanation/Reference:
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QUESTION 150
You have a server named Serverl that runs Windows Server 2012.

You plan to create an image of Serverl.
You need to remove the source files for all server roles that are not installed on Serverl.

Which tool should you use?

A. Ocsetup.exe

B. Servermanagercmd.exe
C. Imagex.exe

D. Dism.exe

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

servermanagercmd.exe - The ServerManagerCmd.exe command-line tool has been deprecated in
WindowsServer® 2008 R2.

imagex.exe - ImageX is a command-line tool in Windows Vista that you can use to create and
manageWindows image (.wim) files. A .wim file contains one or more volume images, disk volumes that
containimages of an installed Windows operating system. dism.exe - Deployment Image Servicing and
Management (DISM.exe) is a command-line tool that canbe used to service a Windows® image or to prepare a
Windows Preinstallation Environment (WindowsPE) image. It replaces Package Manager (Pkgmgr.exe),
PEimg, and Intlcfg that were included inWindows Vista®. The functionality that was included in these tools is
now consolidated in one tool(DISM.exe), and new functionality has been added to improve the experience for
offline servicing. DISMcan Add, remove, and enumerate packages.

ocsetup.exe - The Ocsetup.exe tool is used as a wrapper for Package Manager (Pkgmgr.exe) and for
Windowslnstaller (Msiexec.exe). Ocsetup.exe is a command-line utility that can be used to perform scripted
installs andscripted uninstalls of Windows optional components. The Ocsetup.exe tool replaces the
Sysocmgr.exe tool thatWindows XP and Windows Server 2003i use.

PS CoxlUserssAdministrator? dism ~online ~Cleanup—Image ~StartComponentCleanup

Deployment Image Servicing and Management tool

ersion: 6.2_.7200_16384
Image Uersion: 6.2.7200.16384

he operation completed successfully.
PS CisUserssAdministrator?
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http://technet.microsoft.com/en-us/library/hh824822.aspx http://blogs.technet.com/b/joscon/archive/2010/08/26/
adding-features-with-dism.aspx http://technet.microsoft.com/en-us/library/hh831809.aspx http://
technet.microsoft.com/en-us/library/hh825265.aspx

QUESTION 151
Your network contains an Active Directory domain named contoso.com. The domain contains two member



servers named Serverl and Server2. All servers run Windows Server 2012.

Serverl and Server2 have the Failover Clustering feature installed. The servers are configured as nodes in a
failover cluster named Clusterl. Clusterl contains a Clustered Shared Volume (CSV).

A developer creates an Application named Appl. Appl is NOT a cluster-aware Application.
App1 stores data in the file system.

You need to ensure that Appl runs in Clusterl. The solution must minimize development effort.
Which cmdlet should you run?
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Add-ClusterServerRole

Add ClusterGenericApplicationRole
Add-ClusterGenericServiceRole
Add ClusterScaleOutFileServerRole

CSow>»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

QUESTION 152

Your network contains two servers named Serverl and Server2 that run Windows Server 2008 R2. Serverl
and Server2 are nodes in a failover cluster named Clusterl. The network contains two servers named Server3
and Server4 that run Windows Server 2012. Server3 and Server4 are nodes in a failover cluster named
Cluster2.

You need to move all of the Applications and the services from Clusterl to Cluster2.

What should you do first from Failover Cluster Manager?

On a server in Clusterl, click Move Core Cluster Resources, and then click Select Node...

On a server in Cluster2, click Migrate Roles.

On a server in Cluster2, click Move Core Cluster Resources, and then click Best Possible Node.
On a server in Cluster2, configure Cluster-Aware Updating.

Cow>

Correct Answer: D

Section: (none)

Explanation

Explanation/Reference:

QUESTION 153

You deploy an Active Directory Federation Services (AD FS) 2.1 infrastructure. The infrastructure uses Active
Directory as the attribute store.

Some users report that they fail to authenticate to the AD FS infrastructure.

You discover that only users who run third-party web browsers experience issues.

You need to ensure that all of the users can authenticate to the AD FS infrastructure successfully.



"A Composite Solution With Just One Click" - Certification Guaranteed 222 Microsoft 70-417 : Practice Test
Which Windows PowerShell command should you run?

Set-ADFSProperties -ProxyTrustTokenLifetime 1:00:00
Set-ADFSProperties -ExtendedProtectionTokenCheck None
Set-ADFSProperties -SSOLifetime 1:00:00
Set-ADFSProperties -AddProxyAuthenticationRules None

CSow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 154

Your network contains a perimeter network and an internal network. The internal network contains an Active
Directory Federation Services (AD FS) 2.1 infrastructure. The infrastructure uses Active Directory as the
attribute store.
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You plan to deploy a federation server proxy to a server named Server2 in the perimeter network.

You need to identify which value must be included in the certificate that is deployed to Server2.

What should you identify?

The name of the Active Directory domain
The FQDN of the AD FS server

The public IP address of Server2

The name of the Federation Service

CSow>»

Correct Answer: B
Section: (none)
Explanation
Explanation/Reference:
Explanation:

A. It must contain the FQDN

http://technet.microsoft.com/en-us/library/cc776786(v=ws.10).aspx http://technet.microsoft.com/en-us/library/
€c782620(v=ws.10).aspx http://technet.microsoft.com/en-us/library/cc759635(v=ws.10).aspx

To add a host (A) record to perimeter DNS for a federation server proxy
1. Ona DNS server for the perimeter network, open the DNS snap-in.
2. In the conscle tree, right-click the applicable forward lookup zone, and then click New Host (A).
3. In Name, type only the computer name of the federation server, For example, type fs for the fully qualified domai
4. In IP address, type the IP address for the new federation server proxy (for example, 131.107.27.68).

5. Click Add Host.



QUESTION 155
You have five servers that run Windows Server 2012. The servers have the Failover Clustering feature
installed. You deploy a new cluster named Clusterl. Clusterl is configured as shown in the following table.
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Site name

Server name

Sitel

Serverl
Serverz
Server3

Site2

Serverd
Servers

Serverl, Server2, and Server3 are configured as the preferred owners of the cluster roles.
Dynamic quorum management is disabled.

You plan to perform hardware maintenance on Server3.

You need to ensure that if the WAN link between Sitel and Site2 fails while you are performing maintenance on
Servers, the cluster resource will remain available in Sitel.

What should you do?

Cow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 156
You have 30 servers that run Windows Server 2012.

Add a file share witness in Sitel.

Remove the node vote for Server3.

Remove the node vote for Server4 and Servers.
Enable dynamic quorum management.

All of the servers are backed up daily by using Windows Azure Online Backup.

You need to perform an immediate backup of all the servers to Windows Azure Online Backup.

Which Windows PowerShell cmdlets should you run on each server?

A.

B.
C.
D.

Start-OBRegistration | Start-OBBackup
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Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Get-OBPolicy | Start-OBBackup
Get-WBBackupTarget | Start-WBBackup
Get-WBPolicy | Start-WBBackup



Explanation:

A. starts a backup job using a policy

B. Registers the current computer to Windows Azure Backup.
C. Not using Azure

D. Not using Azure

http://technet.microsoft.com/en-us/library/hh770406(v=wps.620).aspx http://technet.microsoft.com/en-us/library/
hh770426.aspx http://technet.microsoft.com/en-us/library/hh770398.aspx

QUESTION 157
You have 20 servers that run Windows Server 2012.

You need to create a Windows PowerShell script that registers each server in Windows Azure Online Backup
and sets an encryption passphrase.

Which two PowerShell cmdlets should you run in the script? (Each correct answer presents part of the solution.
Choose two.)

New-OBPolicy
New-OBRetentionPolicy
Add-OBFileSpec
Start-OBRegistration
Set OBMachineSetting

moowy»

Correct Answer: DE
Section: (none)
Explanation

Explanation/Reference:

Explanation: D: Start-OBRegistration

Registers the current computer with Windows Azure Online Backup using the credentials (username and
password) created during enroliment.

E: The Set-OBMachineSettingcmdlet sets aOBMachineSetting object for the server that includes proxy server
settings for accessing the internet, network bandwidth throttling settings, and the encryption passphrase that is
required to decrypt the files during recovery
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to another server.

Incorrect:

Not C: TheAdd-OBFileSpeccmdlet adds theOBFileSpecobject, which specifies the items to include or exclude
from a backup, to the backup policy (OBPolicyobject). TheOBFileSpecobject can include or exclude multiple
files, folders, or volumes. T

http://technet.microsoft.com/en-us/library/hh770416(v=wps.620).aspx http://technet.microsoft.com/en-us/library/
hh770425(v=wps.620).aspx http://technet.microsoft.com/en-us/library/hh770424.aspx http://
technet.microsoft.com/en-us/library/hh770398.aspx http://technet.microsoft.com/en-us/library/hh770409.aspx

Topic 4, Volume D

QUESTION 158
Your network contains an Active Directory domain named adatum.com. All domain controllers run Windows
Server 2008 R2.

The domain contains a file server named Server6 that runs Windows Server 2012. Server6 contains a folder
named Folderl. Folderl is shared as Sharel. The NTFS permissions on Folderl are shown in the exhibit.
(Click the Exhibit button.)
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The domain contains two global groups named Groupl and Group2.

You need to ensure that only users who are members of both Groupl and Group2 are
Folderl.

denied access to

Which two actions should you perform? (Each correct answer presents part of the solution.

Choose two.)

For additional information, double-click a permission entry. To modify permissions, select the entry an

Permession entnies;

Exhibit:
Mame: CAFCLDERT
Chwner: Administrators (SERVERE\Administrators) ®y Change
Permissions | Auditin g Effective Sccess

d chick Edit (f available),

[ Reglace all child object permissions with inheritable permissions from this object

Type  Principal Access Inhented from Applies to |
g2 Deny  GroupT (ADATUNM\Group?) Fead & execute Mane This felder, subfolders and files
82 Allow  SYSTEM Full controd Mane This folder, subfolders and files
&J‘J Alew  Administrators (SERVEREVAD...  Full contrel Mene This folder, subfolders and files
ﬂl, Allew CREATOR OWMER Full contrel Mone Subfolders and files only
3, Allow  Domain Users (ADATUM\ Do, Resd & execute Mone This folder, subfelders and files

Add  Rernous Vi

| Enable inheritance |

| | Cance! Apod

Remove the Deny permission for Groupl from Folderl.
Deny Group2 permission to Folderl.

Install a domain controller that runs Windows Server 2012.
Create a conditional expression.

Deny Group2 permission to Sharel.

Deny Groupl permission to Sharel.

mmoow>»

Correct Answer: CD
Section: (none)
Explanation

Explanation/Reference:

Explanation: * Conditional Expressions for Permission Entries Windows Server 2008 R2 and Windows 7
enhanced Windows security descriptors by introducing a conditional access permission entry. Windows Server



2012 takes advantage of conditional access permission entries by inserting user claims, device claims, and
resource properties, into conditional expressions. Windows Server 2012 security evaluates these expressions
and allows or denies access based on results of the evaluation. Securing access to resources through claims is
known as claims-based access control. Claims-based access control works with traditional access control to
provide an additional
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layer of authorization that is flexible to the varying needs of the enterprise environment. http://
social.technet.microsoft.com/wiki/contents/articles/14269.introducing-dynamic- access-control-en-us.aspx

QUESTION 159

Your network contains an Active Directory domain named contoso.com. The domain contains a file server
named Serverl. The File Server Resource Manager role service is installed on Serverl. All servers run
Windows Server 2012.

A Group Policy object (GPO) named GPOL is linked to the organizational unit (OU) that contains Serverl. The
following graphic shows the configured settings in GPO1.

[ Group Policy Management Editor | =18 | = |
File Action View Help
dnuh > = 2 E - f
| Setting State :
| iz] Customize message for Access Denied errors Disabled

=] Enable access-denied assistance on chient for all file types Mot configured

Extended }, Standard £

2 setting(s)

Serverl contains a folder named Folderl. Folderl is shared as Sharel.

You attempt to configure access-denied assistance on Serverl, but the Enable access- denied assistance
option cannot be selected from File Server Resource Manager.

You need to ensure that you can configure access-denied assistance on Serverl manually by using File Server
Resource Manager.

What should you do?

A. Set the Customize message for Access Denied errors policy setting to Enabled for "A Composite Solution
With Just One Click" - Certification Guaranteed 232 Microsoft 70-417 : Practice Test
GPOL.

B. Set the Enable access-denied assistance on client for all file types policy setting to Enabled for GPOL1.

C. Set the Customize message for Access Denied errors policy setting to Not Configured for GPOL1.

D. Set the Enable access-denied assistance on client for all file types policy setting to Disabled for GPO1.

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:
Ensure that you can configure access-denied assistance http://technet.microsoft.com/en-us/library/



hh831402.aspx#BKMK_1

QUESTION 160
You have a server named FS1 that runs Windows Server 2012.

You install the File and Storage Services server role on FS1.

From Windows Explorer, you view the properties of a shared folder named Sharel and you discover that the
Classification tab is missing.

You need to ensure that you can assign classifications to Sharel from Windows Explorer manually.

What should you do?

From Folder Options, clear Use Sharing Wizard (Recommend).
Install the File Server Resource Manager role service.

From Folder Options, select Show hidden files, folders, and drives.
Install the Enhanced Storage feature.

CSow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

QUESTION 161
Your network contains an Active Directory forest named adatum.com. All servers run Windows Server 2012.
The domain contains four servers. The servers are configured as
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shown in the following table.

Server name Configuration
Serverl « Domain controller
» Windows Server Update Services (WSUS) .
Server2 ¢+ Read-only domain controller (RODC)
DNS server

« DHCP server

Server3 ¢« Domain controller
s DHCP server

Servers s« Member server
Distributed File System {DFS)

You need to deploy IP Address Management (IPAM) to manage DNS and DHCP.

On which server should you install IPAM?

Serverl
Server2
Server3
Server4d

CSow>

Correct Answer: D



Section: (none)
Explanation

Explanation/Reference:

QUESTION 162
Your network contains an Active Directory domain named contoso.com. The domain contains a server named
Serverl that runs Windows Server 2012 and has the DHCP Server server role installed.

An administrator installs the IP Address Management (IPAM) Server feature on a server named Server2. The
administrator configures IPAM by using Group Policy based provisioning and starts server discovery.

You plan to create Group Policies for IPAM provisioning.
You need to identify which Group Policy object (GPO) name prefix must be used for IPAM Group Policies.
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What should you do on Server2?

From Task Scheduler, review the IPAM tasks.
From Server Manager, review the IPAM overview.
Run the Get-IpamConfigurationcmdlet.

Run the ipamgc.exe tool.

Cow>»

Correct Answer: B

Section: (none)

Explanation

Explanation/Reference:

QUESTION 163

Your network contains an Active Directory domain named contoso.com. All domain controllers run Windows
Server 2012.

The domain contains an Edge Server named Server 1. Serverl is configured as a DirectAccess server. Serverl
has the followingsettings:

Internal DNS name: Serverl.contoso.com

External DNS name: dal.contoso.com

Internal IPv6 address: 2002:cla8:6a:3333::1

External IPv4 address: 65.55.37.62

Your company uses split-brain DNS for the contoso.com zone.

You run the Remote Access Setup wizard as shown in the following exhibit. (Click the Exhibit button.)

"A Composite Solution With Just One Click" - Certification Guaranteed 236 Microsoft 70-417 : Practice Test
You need to ensure that client computers on the Internet can establish DirectAccess connections to Serverl.
Which additional name suffix entry should you add from the Remote Access Setup wizard?

Exhibit:



Enter DS suffices and internal DNS servers, DirectAccess client queries that match a suffix use
the specified DS server for name resolution. MName suffixes that do not have correspending

5 DS servers ate treated as exemptions, and DNS settings on client computers are used for name
D5 Swffioe Search List resaligian,

Management

corebosocom

sEneErd.contoso.com

Select a local name resolution option:
) Use lgeal name resolution if the name does not exist in DNS (most restrictive)

il Uze local name resolution if the name does nat exist in DNS or DNS servers are
uriteachable when the client compiter is on a private network [recommended)

1 Use local name resolution for any kind of DS resolution error (least restrictive]

| <Back || Nee> || ginisn || concel |

A Name Suffix value of serverl.contoso.com and a blank DNS Server Address value

A Name Suffix value of dal.contoso.com and a DNS Server Address value of 65.55.37.62

A Name Suffix value of dal.contoso.com and a blank DNS Server Address value

A Name Suffix value of Serverl.contoso.com and a DNS Server Address value of 65.55.37.62

o0 w®»

Correct Answer: A

Section: (none)

Explanation

Explanation/Reference:

QUESTION 164

Your company deploys a new Active Directory forest named contoso.com. The first domain controller in the
forest runs Windows Server 2012. The forest contains a domain controller named DC10.

On DC10; the disk that contains the SYSVOL folder fails.

You replace the failed disk. You stop the Distributed File System (DFS) Replication service.
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You restore the SYSVOL folder.

You need to perform a non-authoritative synchronization of SYSVOL on DC10.



Which tool should you use before you start the DFS Replication service on DC10?

Ldp
Ultrasound
Dfsgui.msc
Frsutil

CSow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 165

Your network contains an Active Directory forest named contoso.com. All servers run Windows Server 2012.
You need to create a custom Active Directory Application partition.

Which tool should you use?

Netdom
Ntdsutil
Dsmod
Dsamain

Cow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation: * To create or delete an application directory partition Open Command Prompt.

Type:ntdsutil

At the ntdsutil command prompt, type:domain management At the domain management command prompt,
type:connection At the server connections command prompt, type:connect to server ServerName At the server
connections command prompt, type:quit At the domain management command prompt, do one of the following:

* partition management

Manages directory partitions for Active Directory Domain Services (AD DS) or Active Directory Lightweight
Directory Services (AD LDS). This is a subcommand of Ntdsutil and Dsmgmt. Ntdsutil and Dsmgmt are
command-line
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tools that are built into Windows Server 2008 and Windows Server 2008 R2.

/ partition management create nc %s1 %s2

Creates the application directory partition with distinguished name %s1, on the Active Directory domain
controller or AD LDS instance with full DNS name %s2. If you specify "NULL" for %s2, this command uses the
currently connected Active Directory domain controller.

Use this command only with AD DS. For AD LDS, use create nc %s1 %s2 %s3.

Note:

* An application directory partition is a directory partition that is replicated only to specific domain controllers. A
domain controller that participates in the replication of a particular application directory partition hosts a replica
of that partition.

QUESTION 166
Your network contains an Active Directory domain named contoso.com. The domain contains a domain



controller named DC1 that runs Windows Server 2012,

You create an Active Directory snapshot of DC1 each day.

You need to view the contents of an Active Directory snapshot from two days ago.
What should you do first?
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Stop the Active Directory Domain Services (AD DS) service.
Run the ntdsutil.exe command.

Run the dsamain.exe command.

Start the Volume Shadow Copy Service (VSS).

Cow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
QUESTION 167
You have a server named Serverl that runs Windows Server 2012.

You need to configure Serverl to create an entry in an event log when the processor usage exceeds 60
percent.

Which type of data collector should you create?

an event trace data collector

a performance counter data collector
a performance counter alert

a configuration data collector

CSow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
QUESTION 168

Your network contains an Active Directory domain named contoso.com. The domain contains two member
servers named Serverl and Server2. All servers run Windows Server 2012.

Serverl and Server2 are nodes in a Hyper-V cluster named Clusterl. Clusterl hosts 10 virtual machines. All of

the virtual machines run Windows Server 2012 and are members of the domain.

You need to ensure that the first time a service named Servicel fails on a virtual machine, the virtual machine
is moved to a different node.

You configure Servicel to be monitored from Failover Cluster Manager.
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What should you configure on the virtual machine?



From the Recovery settings of Servicel, set the First failure recovery action to Restart the Service.
From the Recovery settings of Servicel, set the First failure recovery action to Take No Action.
From the General settings, modify the Startup type.

From the General settings, modify the Service status.

Cow2>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

QUESTION 169

Your network contains two servers named Serverl and Server2. Both servers run Windows Server 2012, On
Serverl, you create a Data Collector Set (DCS) named Datal.

You need to export Datal to Server?2.

What should you do first?

Right-click Datal and click Data Manager...
Right-click Datal and click Save template...
Right-click Datal and click Properties.
Right-click Datal and click Export list...

Cow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 170

Your network contains an Active Directory domain named contoso.com. The domain contains a server named
Serverl that runs Windows Server 2012. Serverl has the Remote Desktop Session Host role service installed.

The computer account of Serverl resides in an organizational unit (OU) named OUL1.

You create and link a Group Policy object (GPO) named GPO1 to OU1. GPOL1 is configured as shown in the
exhibit. (Click the Exhibit button.)
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You need to prevent GPO1 from Applying to your user account when you log on to Serverl. GPO1 must Apply
to every other user who logs on to Serverl.

What should you configure?

Exhibit:



o 2w G B

GPO1
GPO1

Data collected on; £/26/2012 B:57:23 AM
Computer Corfiguration (Enabled)

Polcy defiitcns (ADMX es) etreved from the localconpuer.

e e e ———

WMI Filtering
Item-level Targeting
Block Inheritance
Security Filtering

oo w®»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
QUESTION 171

Your network contains an Active Directory domain named contoso.com. All domain controllers run Windows
Server 2012.



An organizational unit (OU) named OU1 contains 200 client computers that run Windows 8 Enterprise. A Group
Policy object (GPO) named GPOLl is linked to OU1.

You make a change to GPOL1.
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You need to force all of the computers in OU1 to refresh their Group Policy settings immediately. The solution
must minimize administrative effort.

Which tool should you use?

The Set-AdComputercmdlet

Group Policy Object Editor

Active Directory Users and Computers
Group Policy Management Console (GPMC)

CSow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation: In the previous versions of Windows, this was accomplished by having the user run GPUpdate.exe
on their computer.

Starting with Windows Server® 2012 and Windows® 8, you can now remotely refresh Group Policy settings for
all computers in an OU from one central location through the Group Policy Management Console (GPMC). Or
you can use the Invoke-GPUpdate cmdlet to refresh Group Policy for a set of computers, not limited to the OU
structure, for example, if the computers are located in the default computers container.

Note: Group Policy Management Console (GPMC) is a scriptable Microsoft Management Console (MMC) snap-
in, providing a single administrative tool for managing Group Policy across the enterprise. GPMC is the
standard tool for managing Group Policy.

Incorrect:
Not B: Secedit configures and analyzes system security by comparing your current configuration to at least one
template.

Reference: Force a Remote Group Policy Refresh (GPUpdate)

QUESTION 172
Your network contains an Active Directory domain named contoso.com. Network Access Protection (NAP) is
deployed to the domain.

You need to create NAP event trace log files on a client computer.
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What should you run?

Logman

Tracert
Register-EngineEvent
Register-ObjectEvent

Sow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:



QUESTION 173
Your network contains an Active Directory domain named contoso.com. The domain contains a server named
Serverl. Serverl has the DHCP Server server role and the Network Policy Server role service installed.

Serverl contains three non-overlapping scopes named Scopel, Scope2, and Scope3. Serverl currently
provides the same Network Access Protection (NAP) settings to the three scopes.

You modify the settings of Scopel as shown in the exhibit. (Click the Exhibit button.)
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You need to configure Serverl to provide unique NAP enforcement settings to the NAP non-compliant DHCP
clients from Scopel.

What should you create?
Exhibit:
Scope (192.168.00] Scope1 Properties |2 JISGH

General | DNS | Metwork Access Protection | Faiover | Advanced |

Metwork Access Protection

You can setup the: Metwork Access Protection setiings for this scope
here.

Network Access Protection Setlings
* Enahie for this scope

™ Use defaut Network Access Protection profils
@ ine gusiom profie
Profile Mame
i&:ap.c'l

" Disshie forthis scope

ok || Caresl |

A connection request policy that has the Service Type condition
A connection request policy that has the Identity Type condition
A network policy that has the MS-Service Class condition

A network policy that has the Identity Type condition

Cow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:



QUESTION 174
Your network contains an Active Directory forest named contoso.com. All servers run
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Windows Server 2012. The domain contains four servers.

The servers are configured as shown in the following table.

Server name Configuration

DC1 ¢« Domain controller
DC2 ¢« Domain controller

DNS server

¢ DHCP server

DC3 ¢« [Domain controller

DHCP server
Serverl + Windows Server Updates

Services (WSUS) server

You need to deploy IP Address Management (IPAM) to manage DNS and DHCP.

On which server should you install IPAM?

DC1
DC2
DC3
Serverl

Cow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation: Answer: D

D. IPAM cannot be installed on Domain Controllers. All other servers have the DC role http://
technet.microsoft.com/en-us/library/hh831353.aspx

An IPAM server is a domain member computer,

¢ Important

You cannot install the IPAM feature on an Active Directory domain controller,

QUESTION 175
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Your network contains an Active Directory domain named contoso.com. The domain contains two member
servers named Serverl and Server2 that run Windows Server 2012.

Serverl has Microsoft SQL Server 2012 installed.

You install the Active Directory Federation Services server role on Server2.



You need to configure Server2 as the first Active Directory Federation Services (AD FS) server in the domain.
The solution must ensure that the AD FS database is stored in a SQL Server database on Serverl.

What should you do on Server2?

A. From Windows PowerShell, run Install-ADFSFarm.
B. From Windows PowerShell, run Install-ADFSStandAlone.

C. From the AD FS console, run the AD FS Federation Server Configuration Wizard and select the Stand-
alone federation server option.

D. From Server Manager, install the AD FS Web Agents.

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 176
Your network contains an Active Directory domain named contoso.com. All servers run Windows Server 2012.

You are creating a central access rule named TestFinance that will be used to audit members of the
Authenticated Users group for access failure to shared folders in the finance department.

You need to ensure that access requests are unaffected when the rule is published.

What should you do?

Set the Permissions to Use the following permissions as proposed permissions.
Set the Permissions to Use following permissions as current permissions.
Add a User condition to the current permissions entry for the Authenticated Users principal.

Add a Resource condition to the current permissions entry for the Authenticated Users "A Composite
Solution With Just One Click" - Certification Guaranteed 251 Microsoft 70-417 : Practice Test
principal.

CSow>»

Correct Answer: A
Section: (none)
Explanation
Explanation/Reference:

Explanation:
http://technet.microsoft.com/en-us/library/jj134043.aspx

4 Proposed permissions

Proposed permissions enable an administratorto more accurately model the Impacd of potential changes to access control settings withol
changing them

What value does this change add?
Predicting the effective access to a resource helps you plan and configure permissions for those resources before actually implementing tr
What works differently?

Proposed permissions were not available in earlier versions of Windows,



QUESTION 177
Your network contains an Active Directory domain named contoso.com. The network contains a file server
named Serverl that runs Windows Server 2012,

You are configuring a central access policy for temporary employees.
You enable the Department resource property and assign the property a suggested value of Temp.

You need to configure a target resource condition for the central access rule that is scoped to resources
assigned to Temp only.

Which condition should you use?

A. (Department.Value Equals "Temp")

B. (Resource.Temp Equals "Department"”)
C. (Temp.Resource Equals "Department"”)
D. (Resource.Department Equals "Temp")

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:
http://technet.microsoft.com/fr-fr/library/hh846167.aspx
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Step Example

1.1 | Business determines | To protect finance infarmation that is stored on file servers, the finance department security operations is v
that a central access central information security to specify the need for a central access policy.
policy is needed

1.2 | Expressthe access Finance documents should anly be read by members of the Finance department. Members of the Finance d
policy only access documents in their own country, Only Finance Administrators should have write-access, &n exce
allowed for members of the FinanceException group. This group will have Read access,

1.3 | Expressthe access
paolicy in Windows
Server 2012 :
Targeting: y \
constructs ¢ Resource.Department Contains Finance

Access rules: —
¢ Allow read User.Country=Resource.Country AND User.department = Rﬂmur[t,-ﬁ;:t

o Allow Full control User.MemberCfFinancefdmin}

Exception: Allow read member2f(FinanceException)



QUESTION 178

Your network contains an Active Directory domain named contoso.com. The domain contains two servers
named Nodel and Node2. Nodel and Node2 run Windows Server 2012. Nodel and Node2 are configured as

a two-node failover cluster named Cluster?2.

The computer accounts for all of the servers reside in an organizational unit (OU) named Servers.
A user named Userl is a member of the local Administrators group on Nodel and Node2.

Userl creates a new clustered File Server role named Filel by using the File Server for general use option. A
report is generated during the creation of Filel as shown in the exhibit. (Click the Exhibit button.)
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Filel fails to start.

You need to ensure that you can start Filel.

What should you do?

Exhibit:

T i cowindows\Temptn © ~ G [ €3 File Server

| Storage: Cluster Dusk 2

| Metwork Name: FILE1
IP Address: 122.168.0.21

| Started 4/19/2012 8:46:31 AM
Completed 4/19/2012 3:46:47 AM

Creating the group FILEL.

Creating File Server resources.

Configuring the cluster storage device.

Configuring File Server resources.

Configuring File Server natworking.

Venfying the client access point settings are valid.
Configuring network name resource.

Creating the highly avadable file server resource.
Vernfying required dependencies are configurad,

A File S2rver has been successfully created,

Conhguring new 1P address resources.

Configuring the dependencies for the IF address resources,
Configunng the network name dependencies.

The client access peint has been configured successiully,

Configunng File Server resources.

<




A. Recreate the clustered File Server role by using the File Server for scale-out Application "A Composite
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data option.

B. Assign the user account permissions of Userl to the Servers OU.

C. Log on to the domain by using the built-in Administrator for the domain, and then recreate the clustered File

Server role by using the File Server for general use option.
D. Increase the value of the ms-DS-MachineAccountQuota attribute of the domain.
E. Assign the computer account permissions of Cluster2 to the Servers OU.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
QUESTION 179
"A Composite Solution With Just One Click" - Certification Guaranteed 261 Microsoft 70-417 : Practice Test

Your network contains two servers named Serverl and Server2 that run Windows Server 2012.

Serverl and Server2 have the Hyper-V server role installed. Serverl and Server2 are configured as Hyper-V
replicas of each other.

Server2 hosts a virtual machine named VM5. VM5 is replicated to Serverl.

You need to verify whether the replica of VM5 on Serverl is functional. The solution must ensure that VM5
remains accessible to clients.

What should you do from Hyper-V Manager?

On Serverl, execute a Planned Failover.
On Serverl, execute a Test Failover.
On Server2, execute a Planned Failover.
On Server2, execute a Test Failover.

CSow>»

Correct Answer: B
Section: (none)
Explanation
Explanation/Reference:
QUESTION 180

You have a server named Serverl that runs Windows Server 2012.

Serverl is backed up by using Windows Server Backup. The backup configuration is shown in the exhibit.
(Click the Exhibit button.)
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You discover that only the last copy of the backup is maintained.
You need to ensure that multiple backup copies are maintained.

What should you do?



Exhibit:

View Help
& 2@ H=

| W Windows Server Backup (1
i Local Backup |

Status

Seatus: @ Succescful Status:  Scheduled
Time: 42472012 S44 AM Time:  &/24/20012 10:00 AN

B View details BN view detaits

Scheduled Backup
& regular scheduled backup s configured for this server
Settings
Backup items: Selected files {Local disk (C:))
File excluded: Mone
Advanced option: V55 Full Backup
Destination: VigserverZ\backups (Remote shared folder)
Backup time: Every day 8:00 AM, 10:00 AR, 12:00 P, 2:00 PM, 00 PM, ...

Modify the backup destination.

Configure the Optimize Backup Performance settings.
Modify the Volume Shadow Copy Service (VSS) settings.
Modify the backup times.

oo

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 181
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Your network contains an Active Directory domain named contoso.com. The domain contains a server named
Serverl. Serverl runs Windows Server 2012.



You create a group Managed Service Account named gServicel.
You need to configure a service named Servicel to run as the gServicel account.

How should you configure Servicel?

From a command prompt, run sc.exe and specify the sdset parameter.

From the Services console, configure the General settings.

From Windows PowerShell, run Set-Service and specify the -StartupType parameter.
From the Services console, configure the Log On settings.

CSow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation: http://windows.microsoft.com/en-us/windows-vista/using-system- configuration http://
technet.microsoft.com/en-us/library/ee176963.aspx http://technet.microsoft.com/en-us/library/cc990290
(v=ws.10).aspx http:/technet.microsoft.com/en-us/library/cc738230(v=ws.10).aspx

QUESTION 182

Your network contains two servers named Serverl and Server2 that run Windows Server 2008 R2. Serverl
and Server2 are nodes in a failover cluster named Clusterl. The network contains two servers named Server3
and Server4 that run Windows Server 2012. Server3 and Server4 are nodes in a failover cluster named
Cluster2.

You need to move ail of the Applications and the services from Clusterl to Cluster2.

What should you do first from Failover Cluster Manager?

On a server in Clusterl, configure Cluster-Aware Updating.

On a server in Cluster2, configure Cluster-Aware Updating.

On a server in Clusterl, click Migrate Roles.

On a server in Clusterl, click Move Core Cluster Resources, and then click Select Node...

CSow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
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QUESTION 183
Your network contains an Active Directory domain named contoso.com. The domain contains a server named
Serverl. Serverl runs Windows Server 2012 and has the Hyper- V server role installed.

On Serverl, you create and start a virtual machine named VM1. VM1 is configured as shown in the following
table.

Setting ' Configuration
Minimum RAM  |2048 MB
Maximum RAM ;r«mgﬂ MB
Disk type irleed size
Disk size %10@ GB




You plan to create a snapshot of VM1.
You need to recommend a solution to minimize the amount of disk space used for the snapshot of VML1.

What should you do before you create the snapshot?

Convert diskl.vhd to a dynamically expanding disk.
Run the Convert-VHD cmdlet.

Run the Stop-VM cmdlet.

Decrease the Maximum RAM.

Cow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation: Reducing the available RAM for the VM would reduce the size of the snapshot.

Note:

* A disk snapshot is a copy of the virtual machine disk file at a certain point in time. It preserves the disk file
system and system memory of your virtual machine by enabling you to revert to the snapshot in case
something goes wrong.

* Each snapshot consists of the following files:
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Configuration file - An XML file containing the current configuration settings of the virtual machine.

Saved state file - A .vsv file containing virtual machine state information. Differencing disk image file - A .avhd
differencing disk. Memory image file - A .bin file containing an image of the virtual machine's memory at the
point the snapshot was taken.

QUESTION 184
You perform a Server Core Installation of Windows Server 2012 on a server named Serverl.

You need to add a graphical user interface (GUI) to Serverl. Which tool should you use?

the dism.exe command
the ocsetup.exe command
the setup.exe command
the Install-Module cmdlet

Cow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

The DISM command is called by the Add-WindowsFeature command. Here is the systax for DISM:
Dism /online /enable-feature /featurename:ServerCore-FullServer /featurename:Server- Gui-Shell /
featurename:Server-Gui-Mgmt



.| Administrator: Windows PowerShell EE@

P5 Cﬁ\ﬁEEiéi Dism /Huunt—Iﬁage /ImageFile;C:\ﬁéﬁiEiiﬁage\inétéil.wim Aindex=4 M
ountDir-Cosu2dli2“MountPoint ~ReadOnly

Deployment Image Servicing and Management tool
Uersion: 6.2_.9200.16384

Mounting image

able—feature ~featurename:Server—Gui—Mgmt ~featuren

ame::Server—Gui—-Shell sfeaturename:ServerCore—FullServer ssource:c:i»wZ2Bi2MountPo
Hintswindows winsxs

Deployment Image Servicing and Management tool
Uersion: 6.2_.9200.16384

Image Uersion: 6.2.72600.16384

"A Composite Solution With Just One Click" - Certification Guaranteed 266 Microsoft 70-417 : Practice Test
QUESTION 185

Your network contains an Active Directory domain named contoso.com. All domain controllers run Windows
Server 2012.

The domain contains two organizational units (OUs) named OU1 and OU2 in the root of the domain.

Two Group Policy objects (GPOs) named GPO1 and GPO?2 are created. GPO1 is linked to
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OUL. GPO2 is linked to OU2.

QU1 contains a client computer named Computerl. OU2 contains a user named User1.
You need to ensure that the GPOs Applied to ComputerlareApplied to Userl when Userl logs on.

What should you configure?

Item-level targeting
Block Inheritance
GPO links

The Enforced setting

Sow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
QUESTION 186

Your network contains an Active Directory domain named contoso.com. The domain contains client computers
that run either Windows XP, Windows 7, or Windows 8.



Network Policy Server (NPS) is deployed to the domain.
You plan to create a system health validator (SHV).
You need to identify which policy settings can be Applied to all of the computers.

Which three policy settings should you identify? (Each correct answer presents part of the solution. Choose
three.)

A firewall is enabled for all network connections.
An antispyware application is on.

Automatic updating is enabled.

Antivirus is up to date.

Antispyware is up to date.

moow»

Correct Answer: ACD
Section: (none)
Explanation

Explanation/Reference:
Explanation: * System health agent (SHA) is a NAP component.
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* System health agent (SHA)

A component that checks the state of the client computer to determine whether the settings monitored by the
SHA are up-to-date and configured correctly. For example, the Windows Security Health Agent (WSHA) can
monitor Windows Firewall, whether antivirus software is installed, enabled, and updated, whether antispyware
software is installed, enabled, and updated, and whether Microsoft Update Services is enabled and the
computer has the most recent security updates from Microsoft Update Services. There might also be SHAs
(and corresponding system health validators) available from other companies that provide different functionality.

QUESTION 187
Your network contains a Hyper-V host named Serverl that hosts 20 virtual machines.

You need to view the amount of memory resources and processor resources each virtual machine uses
currently.

Which tool should you use on Serverl?

A. Hyper-V Manager

B. Windows System Resource Manager (WSRM)
C. Task Manager

D. Resource Monitor

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
QUESTION 188

You have a server named Serverl that runs Windows Server 2012. You create a Data Collector Set (DCS)
named DCSL1.



You need to configure DCS1 to log data to D:\logs.
What should you do?
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Right-click DCS1 and click Data Manager...
Right-click DCS1 and click Save Template...
Right-click DCS1 and click Properties.
Right-click DCS1 and click Export list...

CSow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 189
Your network contains an Active Directory domain named contoso.com. The domain contains a member server
named Serverl. Serverl runs Windows Server 2012 and has the Hyper-V server role installed.

Serverl hosts 10 virtual machines. A virtual machine named VM1 runs Windows Server 2012 and hosts a
processor-intensive Application named Appl.

Users report that Appl responds more slowly than expected.

You need to monitor the processor usage on VM1 to identify whether changes must be made to the hardware
settings of VML1.

Which performance object should you monitor on Serverl?

Hyper-V Hypervisor Logical Processor
Processor

Hyper-V Hypervisor Root Virtual Processor
Process

Hyper-V Hypervisor Virtual Processor

moow»

Correct Answer: E
Section: (none)
Explanation

Explanation/Reference:

Explanation:

A. Traditionally, processor performance can be measured using the "\Processor(*)\% Processor Time"
performance monitor counter. This is not an accurate counter for evaluating processor utilization of a guest
operating system though because Hyper-V B. Shows the percentage of time used by the virtual processor in
guest code. This is used to determine the processor utilization of the virtualization stack on the host server. C.
Identifies how much of the physical processor is being used to run the virtual machines. This counter does not
identify the individual virtual machines or the amount consumed by each virtual machine.
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D. This counter is a natural choice that will give use the amount of time that this particular process spends
using the processor resource.

E. Identifies how much of the virtual processor is being consumed by a virtual machine. http://
msdn.microsoft.com/en-us/library/cc768535(v=bts.10).aspx http://technet.microsoft.com/en-us/library/



cc742454.aspx http:/technet.microsoft.com/en-us/library/ff367892(v=exchg.141).aspx

QUESTION 190
Your network contains an Active Directory domain named contoso.com. All domain controllers run Windows
Server 2012.

In a remote site, a support technician installs a server named DC10 that runs Windows Server 2012. DC10 is
currently a member of a workgroup.

You plan to promote DC10 to a read-only domain controller (RODC).

You need to ensure that a user named Contoso\Userl can promote DC10 to a RODC in the contoso.com
domain. The solution must minimize the number of permissions assigned to User1.

What should you do?

A. From Active Directory Administrative Center, modify the security settings of the Domain Controllers
organizational unit (OU).

B. From Active Directory Users and Computers, pre-create an RODC computer account.
C. FromDsmgmt, run the local roles command.
D. Join DC10 to the domain. Modify the properties of the DC10 computer account.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation: A staged read only domain controller (RODC) installation works in two discrete phases:
1. Staging an unoccupied computer account

2. Attaching an RODC to that account during promotion
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QUESTION 191

Your network contains an Active Directory domain named contoso.com. The domain contains a read-only
domain controller (RODC) named RODCL1.

You create a global group named RODC_Admins.

You need to provide the members of RODC_Admins with the ability to manage the hardware and the software
on RODC1. The solution must not provide RODC_Admins with the ability to manage Active Directory objects.

What should you do?

From a command prompt, run the dsadd computer command.

From Active Directory Users and Computers, run the Delegation of Control Wizard.

From Active Directory Users and Computers, configure the Member Of settings of the RODC1 account.
From a command prompt, run the dsmgmt local roles command.

Sow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

* Dsadd is a command-line tool that is built into Windows Server 2008. It is available if you have the Active
Directory Domain Services (AD DS) or Active Directory Lightweight Directory Services (AD LDS) server role
installed. To use dsadd, you must run the dsadd command from an elevated command prompt. To open an



elevated command prompt, click Start, right-click Command Prompt, and then click Run as administrator.

* You can delegate local administrative permissions for an RODC to any domain user without granting that user
any user rights for the domain or other domain controllers. This permits a local branch user to log on to an
RODC and perform maintenance work on the server, such as upgrading a driver. However, the branch user
cannot log on to any other domain controller or perform any other administrative task in the domain. In this way,
the branch user can be delegated the ability to effectively manage the RODC in the branch office without
compromising the security of the rest of the domain.

QUESTION 192
Your network contains an Active Directory forest named contoso.com. The forest contains a single domain. All
domain controllers run Windows Server 2012.

The domain contains two domain controllers. The domain controllers are configured as shown in the following
table.

Domain Server type Scheduled task

controller name

DC1 Physical server |Daily snapshots of Active
Directory

DC2 Hyper-V virtual |Daily snapshots of the virtual

machine machine

Daily backups of the system
state

Active Directory Recycle Bin is enabled.

You discover that a support technician accidentally removed 100 users from an Active Directory group named
Groupl an hour ago.

You need to restore the membership of Groupl.

What should you do?

Export and import data by using Dsamain.
Apply a virtual machine snapshot to VM1.
Recover the items by using Active Directory Recycle Bin.
Modify the isRecycled attribute of Groupl.

Cow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Restoring VM1/DC2 would restore Groupl, including group membership. The restored Groupl would then be
replicated from DC2 to DC1.

Incorrect:

Not A: An authoritative restore is needed to restore the group membership.
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QUESTION 193

Your network contains an Active Directory domain named contoso.com. The domain contains a domain
controller named DC1 that runs Windows Server 2012. DC1 is backed up daily.

The domain has the Active Directory Recycle Bin enabled.



During routine maintenance, you delete 500 inactive user accounts and 100 inactive groups. One of the deleted
groups is named Groupl. Some of the deleted user accounts are members of some of the deleted groups.

For documentation purposes, you must provide a list of the members of Groupl before the group was deleted.
You need to identify the names of the users who were members of Groupl prior to its deletion.
You want to achieve this goal by using the minimum amount of administrative effort.

What should you do first?

Mount the most recent Active Directory backup.
Perform an authoritative restore of Groupl.
Use the Recycle Bin to restore Groupl.
Reactivate the tombstone of Groupl.

CSow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 194

In an isolated test environment, you deploy a server named Serverl that runs a Server Core Installation of
Windows Server 2012. The test environment does not have Active Directory Domain Services (AD DS)
installed.

You install the Active Directory Domain Services server role on Serverl.
You need to configure Serverl as a domain controller.

Which cmdlet should you run?

A. Install-ADDSForest

B. Install-ADDSDomain

C. Install-WindowsFeature

D. Install-ADDSDomainController

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Install-ADDSDomainController - Installs a domain controller in Active Directory. Install-F-ADDSDomain - Installs a
new Active Directory domain configuration. Install-ADDSForest - Installs a new Active Directory forest
configuration.
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Install-WindowsFeature - Installs one or more Windows Server roles, role services, or features on either
thelocal or a specified remote server that is running Windows Server 2012. This cmdlet is equivalent to
andreplaces Add-WindowsFeature, the cmdlet that was used to install roles, role services, and features.
C:\PS>Install-ADDSForest -DomainName corp.contoso.com -CreateDNSDelegation - DomainMode Win2008 -
ForestMode Win2008R2 -DatabasePath "d:\NTDS" -SysvolPath "d:\SYSVOL" -LogPath

"e:\Logs"Installs a new forest named corp.contoso.com, creates a DNS delegation in the contoso.com domain,



setsdomain functional level to Windows Server 2008 R2 and sets forest functional level to Windows Server
2008, installs the Active Directory database and SYSVOL on the D:\ drive, installs the log files on the E:\ drive
andhas the server automatically restart after AD DS installation is complete and prompts the user to provide
andconfirm the Directory Services Restore Mode (DSRM) password.

http://technet.microsoft.com/en-us/library/hh974720%28v=wps.620%29.aspx

QUESTION 195

Your network contains an Active Directory domain named contoso.com. All servers run Windows Server 2012.
The domain contains a server named Serverl.

You open Review Options in the Active Directory Domain Services Configuration Wizard, and then you click
View script.

You need to ensure that you can use the script to promote Serverl to a domain controller.

Which file extension should you use to save the script?

A. xml
B. .psil
C. .bat
D. .cmd

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

The View Script button is used to view the corresponding PowerShell script The PowerShell script extension is
.ps1, The Answer could logically be either a .cmd file or
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a .bat file.

According to http://www.fileinfo.com/:

PAL - Settings file created by Corel Painter or Palette of colors used by Dr. Halo bitmap images

BAT - DOS batch file used to execute commands with the Windows Command Prompt (cmd.exe); contains
aseries of line commands that typically might be entered at the DOS command prompt; most commonly used
tostart programs and run maintenance utilities within Windows.

XML - XML (Extensible Markup Language) data file that uses tags to define objects and object
attributes;formatted much like an .HTML document, but uses custom tags to define objects and the data within
eachobject; can be thought of as a text-based database. CMD - Batch file that contains a series of commands
executed in order; introduced with Windows NT, but canbe run by DOS or Windows NT systems; similar to a
.BAT file, but is run by CMD.EXE instead of COMMAND.COM.

QUESTION 196
You have a server named Serverl that has a Server Core installation of Windows Server 2008 R2.

Serverl has the DHCP Server server role and the File Server server role installed.
You need to upgrade Serverl to Windows Server 2012 with the graphical user interface (GUI).
The solution must meet the following requirements:

Preserve the server roles and their configurations.
Minimize administrative effort.



What should you do?

>

On Serverl, run setup.exe from the Windows Server 8 installation media and select Server with a GUI.

B. Start Serverl from the Windows Server 8 installation media and select Server Core Installation. When the
installation is complete, add the Server Graphical Shell feature.

C. Start Serverl from the Windows Server 8 installation media and select Server with a "A Composite Solution
With Just One Click" - Certification Guaranteed 280 Microsoft 70-417 : Practice Test
GUL.

D. On Serverl, run setup.exe from the Windows Server 8 installation media and select Server Core
Installation. When the installation is complete, add the Server Graphical Shell feature.

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

A. Server is on 2008 R2 core, must install 2012 core and then GUI B. Not least effort
C. Not least effort

D. Upgrade to 2012 and install GUI shell

http://technet.microsoft.com/en-us/library/jj574204.aspx Upgrades that switch from a Server Core installation to
the Server with a GUI mode of Windows Server 2012 in one step (and vice versa) are not supported. However,
after upgrade is complete, Windows Server 2012 allows you to switch freely between Server Core and Server
with a GUI modes. For more information about these installation options, how to convert between them, and
how to use the new Minimal Server Interface and Features on Demand, see http://technet.microsoft.com/
library/hh831786.

QUESTION 197
You have a server named Serverl that runs Windows Server 2012.

You connect two new hard disks to Serverl.
You need to create a storage space that contains the two disks.
The solution must meet the following requirements:

Provide fault tolerance if a single disk fails.
Maximize the amount of files that can be stored in the storage space.

What should you create?

A. A spanned volume
B. A parity space

C. A mirrored space
D. A simple space

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

A. Stripes data across a set of pool disks, and is not resilient to any disk failures. B. A spanned volume is a
dynamic volume consisting of disk space on more than one physical disk and not fault tolerant

C. Fault tolerant but Not max space

D. Fault tolerant and better space ratio
http://social.technet.microsoft.com/wiki/contents/articles/15198.storage-spaces- overview.aspx



http://technet.microsoft.com/en-us/library/cc772180.aspx

QUESTION 198
Your network contains an Active Directory domain named contoso.com. The domain contains two member
servers named Serverl and Server2 that run Windows Server 2012.
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You log on to Serverl.

You need to retrieve a list of the active TCP connections on Server2.

Which command should you run from Serverl?

winrs -r:server2 netstat

dsquery * -scope base -attrip,server2
winrm get server2

netstat> server2

CSow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
QUESTION 199

Your network contains an Active Directory domain named adatum.com. The domain contains the servers
shown in the following table.

Sarver |Dp-erating system Configuration
name [

DC1 ['v.“.'lndn::uws Server 2012 ‘Dturnain cantroller
DC2 Windows Server 2008 R2 Service Pack 1 (SP1) Domain controller
Serverl windows Server 2008 R2 Service Pack 1 (SP1) File server
Server2 |Windows Server 2012 File seryer

You need to ensure that you can use Server Manager on DC1 to manage DC2.

Which two tasks should you perform? (Each correct answer presents part of the solution.
Choose two.)

Install the Windows PowerShell 2.0 engine on DC1.
Install Microsoft .NET Framework 4 on DC2.

Install Remote Server Administration Tools on DC1.
Install Remote Server Administration Tools on DC2.
Install Windows Management Framework 3.0 on DC2.

moow»

Correct Answer: BE
Section: (none)
Explanation

Explanation/Reference:
Explanation: Windows Management Framework 3.0 To use this release of Server Manager to access and
manage remote servers that are running Windows Server 2008 or
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Windows Server 2008 R2, you must first install .NET Framework 4.0, and then install Windows Management
Framework 3.0 on those servers. Note: In Windows Server 2012, you can use Server Manager to perform
management tasks on remote servers. Remote management is enabled by default on servers that are running
Windows Server 2012. To manage a server remotely by using Server Manager, you add the server to the
Server Manager server pool. You can use Server Manager to manage remote servers that are running
Windows Server 2008 and Windows Server 2008 R2, but the following updates are required to fully manage
these older operating systems (see above).

Reference: Configure Remote Management in Server Manager

QUESTION 200

Your network contains an Active Directory domain named adatum.com. The domain contains a server named
Serverl that runs Windows Server 2012.

On a server named Corel, you perform a Server Core Installation of Windows Server 2012.
You join Corel to the adatum.com domain.

You need to ensure that you can use Event Viewer on Serverl to view the event logs on Corel.

What should you do on Corel?

Install Remote Server Administration Tools (RSAT)
Run the Enable-NetFirewallRulecmdlet.

Run the Disable-NetFirewallRulecmdlet

Install Windows Management Framework.

CSow>»

Correct Answer: B

Section: (none)

Explanation

Explanation/Reference:

QUESTION 201

Your network contains a server named Serverl that runs Windows Server 2012. Serverl
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has the Hyper-V server role installed. Serverl hosts four virtual machines named VM1, VM2, VM3, and VM4.
Serverl is configured as shown in the following table.

Hardware componentConfiguration

ProcessorEight quad-core CPUs that have non-uniform memory access (NUMA)

Memory32 GB of RAM

DiskTwo local 4-TB disks i

NetworkEight network adapters VMQ-supported PCI-SIG-supported

You install Windows Server 2012 on VM2 by using Windows Deployment Services (WDS).

You need to ensure that the next time VM2 restarts, you can connect to the WDS server by using PXE.

Which virtual machine setting should you configure for VM2?

A. NUMA topology



Resource control

Resource metering

Virtual Machine Chimney
The VLAN ID

Processor Compatibility
The startup order
Automatic Start Action
Integration Services

Port mirroring

Single-root 1/O virtualization

AReTIO@IMMUOD

Correct Answer: G
Section: (none)
Explanation

Explanation/Reference:

QUESTION 202
Your network contains an Active Directory domain named contoso.com. The domain contains two servers
named Serverl and Server2. Serverl runs Windows Server 2012.

Server2 runs Windows Server 2008 R2 Service Pack 1 (SP1) and has the DHCP Server server role installed.
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You need to manage DHCP on Server2 by using the DHCP console on Serverl.

What should you do first?

From a command prompt on Server2/ run winrm.exe.

From Internet Explorer on Server2, download and install Windows Management Framework 3.0.
From Server Manager on Server2, enable Windows Remote Management.

From Windows PowerShell on Serverl, run Install-WindowsFeature.

Cow>

Correct Answer: C

Section: (none)

Explanation

Explanation/Reference:

QUESTION 203

Your network contains two servers named Serverl and Server2 that run Windows Server 2012. Serverl and

Server2 are part of a workgroup.

On Serverl and Server2, you create a local user account named Adminl. You add the account to the local
Administrators group. On both servers, Adminl has the same password.

You log on to Serverl as Adminl. You open Computer Management and you connect to Server2.

When you attempt to create a scheduled task, view the event logs, and manage the shared folders, you receive
Access Denied messages.

You need to ensure that you can administer Server2 remotely from Serverl by using Computer Management.

What should you configure on Server2?



From Registry Editor, configure the LocalAccountTokenFilterPolicy registry value.

From Local Users and Groups, modify the membership of the Remote Management Users group.
From Server Manager, modify the Remote Management setting.

From Windows Firewall, modify the Windows Management Instrumentation (WMI) firewall rule.

CSow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
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QUESTION 204
Your network contains an Active Directory domain named contoso.com. The domain contains a server named
Serverl. Serverl runs Windows Server 2012.

You need to create 3-TB virtual hard disk (VHD) on Serverl.

Which tool should you use?

Share and Storage Management
Server Manager
New-VirtualDisk

Computer Management

Cow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

QUESTION 205
A network technician installs Windows Server 2012 Standard on a server named Serverl. A corporate policy
states that all servers must run Windows Server 2012 Enterprise.

You need to ensure that Serverl complies with the corporate policy. You want to achieve this goal by using the
minimum amount of administrative effort.

What should you perform?

offline servicing by using Dism

an upgrade installation of Windows Server 2012
a clean installation of Windows Server 2012
online servicing by using Dism

CSow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

A. Not least effort

B. Not least effort

C. dism /online /set-edition
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D. offline would be less ideal and more workex: DISM /online /Set-Edition:ServerEnterprise /ProductKey:489J6-
VHDMP-X63PK-3K798-CPX3YWindows Server 2008 R2/2012 contains a command-line utility called DISM
(Deployment Image Servicing andManagement tool). This tool has many features, but one of those features is
the ability to upgrade the edition ofWindows in use. Note that this process is for upgrades only and is
irreversible. You cannot set a Windowsimage to a lower edition. The lowest edition will not appear when you run
the /Get-TargetEditions option.

If the server is running an evaluation version of Windows Server 2012 Standard or Windows Server
2012Datacenter, you can convert it to a retail version as follows:

If the server is a domain controller, you cannot convert it to a retail version. In this case, install an
additionaldomain controller on a server that runs a retail version and remove AD DS from the domain controller
thatruns on the evaluation version. From an elevated command prompt, determine the current edition name
with the command DISM /online /Get-CurrentEdition. Make note of the edition ID, an abbreviated form of the
edition name. Then run DISM /online /Set-Edition:<edition ID> /ProductKey: X XXXX- XXXXX-XXXXX-XXXXX-
XXXXX [AcceptEula,providing the edition ID and a retail product key. The server will restart twice.

http://technet.microsoft.com/en-us/library/jj574204.aspx http://technet.microsoft.com/en-us/library/dd744380%
28v=ws.10%29.aspx http://blogs.technet.com/b/server_core/archive/2009/10/14/upgrading-windows-server-
2008-r2-without-media.aspx
http://communities.vmware.com/people/vmroyale/blog/2012/05/30/howto-upgrading- windows-edition-with-dism

QUESTION 206
Your network contains a Windows Server 2012 image named Serverl2.wim. Server12.wim contains the
images shown in the following table.

Index number Image name
1 Windows Server 2012 Server Standard Core

2 Windows Server 2012 Server Standard
3 Windows Server 2012 Server Datacenter Core
- Windows Server 2012 Server Datacenter
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You need to enable the Windows Server Migration Tools feature in the Windows Server 2012 Server
Datacenter image. You want to achieve this goal by using the minimum amount of administrative effort.

Which command should you run first?

Imagex.exe /Apply c:\serverl2.wim 4 c:\

Dism.exe /mount-wim /wimfile:c:\serverl2.wim /index:4 /mountdir:c:\mount
Imagex.exe /capture c: c:\serverl2.wim "windows server 2012server datacenter”
Dism.exe /image:c:\serverl2.wim /enable-feature /featurename:servermigration

Cow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

A. Mounts the image before making any chnages

B. imagex /capture creates windows images .wim

C. You need to mount the image first

D. imagex /Apply Applies image to drive

The Deployment Image Servicing and Management (DISM) tool is a command-line tool that is used to



modifyWindows® images. You can use DISM to enable or disable Windows features directly from the
commandprompt, or by Applying an answer file to the image. You can enable or disable Windows features
offline on a WIM or VHD file, or online on a running operating system. You can also use the DISM image
management command to list the image index numbers or to verify thearchitecture for the image that you are
mounting.ex: Dism /Mount-Image /ImageFile:C:\testiimages\install.wim /Name:"Base Windows Image" /
MountDir:C:\test \offline

By default, DISM is installed at C:\Program Files (x86)\Windows Kits\8.0\Assessment and Deployment Kit
\Deployment Tools\

http://technet.microsoft.com/en-us/library/hh824822.aspx http://technet.microsoft.com/en-us/library/
hh825258.aspx http://technet.microsoft.com/en-us/library/cc749447(v=ws.10).aspx http://
technet.microsoft.com/en-us/library/dd744382(v=ws.10).aspx

QUESTION 207
You have a server named Serverl that runs a Server Core Installation of Windows Server
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2012. You attach a 4-TB disk to Serverl.

The disk is configured as an MBR disk. You need to ensure that you can create a 4-TB volume on the disk.

Which Diskpart command should you use?

Automount
Convert
Attach
Expand

CSow>»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

QUESTION 208

Your network contains an Active Directory forest. The forest contains two domains named contoso.com and
corp.contoso.com. All domain controllers run Windows Server 2012 and are configured as global catalog
servers.

The corp.contoso.com domain contains a domain controller named DC1.
You need to disable the global catalog on DC1.

What should you do?

From Active Directory Administrative Center, modify the properties of the DC1 computer account.
From Active Directory Domains and Trusts, modify the properties of the corp.contoso.com domain.
From Active Directory Users and Computers, modify the properties of the DC1 computer account.
From Active Directory Sites and Services, modify the NTDS Settings of the DC1 server object.

Sow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
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QUESTION 209
You have a server named Serverl that runs Windows Server 2012.

You install the File and Storage Services server role on Serverl.

From Windows Explorer, you view the properties of a folder named Folderl and you discover that the
Classification tab is missing.

You need to ensure that you can assign classifications to Folderl from Windows Explorer manually.
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What should you do?

Install the Share and Storage Management Tools.

From Folder Options, clear Hide protected operating system files (Recommended).
From Folder Options, select the Always show menus.

Install the File Server Resource Manager role service.

Cow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

B. Classification Management is a feature of FSRM http://technet.microsoft.com/en-us/library/dd759252.aspx
http://technet.microsoft.com/en-us/library/dd758759(v=WS.10).aspx
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Drag & Drop

QUESTION 1
DRAG DROP - (Topic 0)
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Your network contains three servers. The servers are configured as shown in the following table.

Server CPU type |Operating system |Installation type
name

Serverl x86 32-bit Windows Full
Server 2008 Service
Pack 2 (SP2)

Server2 X86 32-bit Windows Server Core
Server 2008 Service
Pack 2 (SP2)

Server3 x64 64-bit Windows Full
Server 2008 R2

Your company plans to standardize all of the servers on Windows Server 2012.
You need to recommend an upgrade path for each server. The solution must meet the following requirements:

Upgrade the existing operating system whenever possible.
Minimize hardware purchases.

Which upgrade path should you recommend for each server?

To answer, drag the appropriate upgrade path to each server in the answer area. Each upgrade path may be
used once, more than once, or not at all.

Select and Place:

Answer Area

Clean installation on new hardware

Serverl
Clean installation on existing hardware

Server2
Upgrade on existing hardware

Sarvar3

Correct Answer:



Answer Area

Clean installation on new hardware : =
Serverl Clean installation on naw hardware

Clean installation on existing hardware . .
Server2 Clean installation on new hardware

Upgrade on existing hardware o
Sarver3 Upgrade on existing hardware

Section: (none)
Explanation

Explanation/Reference:
QUESTION 2
DRAG DROP - (Topic 0)

Your network contains an Active Directory domain named contoso.com. All file servers in the domain run
Windows Server 2012.

The computer accounts of the file servers are in an organizational unit (OU) named OU1. A Group Policy object
(GPO) named GPO01 is linked to OU1.

You plan to modify the NTFS permissions for many folders on the file servers by using central access policies.

You need to identify any users who will be denied access to resources that they can currently access once the
new permissions are implemented.

In which order should you perform the five actions?
To answer, move all actions from the list of actions to the answer area and arrange them in the correct order.

Select and Place:



Actions

Modify the Security settings of the shared folders on
the file servers.

Create a central access policy.

Search for failure events in the security logs from the
file servers.

Create a central access rule.

In GPO1, modify the Audit Central Access Policy
Staging setting and configure the Central Access Policy
settings.

Correct Answer:
Actions

Section: (none)
Explanation

Explanation/Reference:

QUESTION 3
DRAG DROP - (Topic 0)

Answer Area

Answer Area

Create a central access rule.

Create a central access policy.

Modify the Security settings of the shar
the file servers.

In GPO1, modify the Audit Central Acce
Staging setting and configure the Centr
settings.

Search for failure events in the security
file servers.



You have a server named Server2 that runs Windows Server 2012.

You have storage provisioned on Server2 as shown in the exhibit. (Click the Exhibit button.)

You need to configure the storage so that it appears in Windows Explorer as a drive letter on Serverl.
Which three actions should you perform in sequence?

To answer, move the three appropriate actions from the list of actions to the answer area and arrange them in
the correct order.

Select and Place:

Actions Answer Area

On Serverl, create a new volume from Server
Manager.

On Server?, configure the ISCSI initiator to connect
to targetl.

On Serverl, configure the iSCSI initiator to connect
to targetl,

On Server2, create a new volume from Server
Manager.

On Serverl, add an ISCSI initiator ID to targetl.

On Server2, add an iSCSI initiator ID to targetl.

Correct Answer:



Actions

On Server?, configure the ISCSI initiator to connect
to targetl.

On Server2, create a new volume from Server
Manager.

On Serverl, add an ISCSI initiator ID to targetl.

Section: (none)
Explanation

Explanation/Reference:

QUESTION 4
DRAG DROP - (Topic 0)

Answer Area

On Server2, add an iSCSI initiator ID ¢t

On Serverl, configure the iSUSL initiat
to targetl.

On Serverl, create a new volume from
Manager.

Your network contains an Active Directory domain named contoso.com. The domain contains a file server

named Serverl. All servers run Windows Server 2012.

All domain user accounts have the Division attribute automatically populated as part of the user provisioning

process.
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The Support for Dynamic Access Control and Kerberos armoring policy is enabled for the domain.

You need to control access to the file shares on Serverl based on the values in the Division attribute and the

Division resource property.

Which three actions should you perform in sequence?

To answer, move the three appropriate actions from the list of actions to the answer area and arrange them in



the correct order.
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Select and Place:
Actions Answer Area

On the shared folders, set the classification value.

From Active Directory Administrative Center, create a
claim type.

From Active Directory Users and Computers, configure
the Delegation settings of Serverl.

From Active Directory Administrative Center, create a
reference resource property.

From Active Directory Administrative Center, create a
resource property list.

Correct Answer:

Actions Answer Area

From Active Directory Administrative
claim type.

From Active Directory Adrministrative (
reference rescurce property.

From Active Directory Users and Computers, configure —
the Delegation settings of Serverl. On the shared folders, set the classifit

From Active Directory Administrative Center, create a
resource property list.

Section: (none)



Explanation
Explanation/Reference:
QUESTION 5

DRAG DROP - (Topic 2)

You have a file server named Serverl that runs Windows Server 2012. The folders on Serverl are configured
as shown in the following table.
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Folder name | NTFS encryption = NTFS compression
Folderl Mo MNo
FF-::EEI.;:‘Z Yes Mo
Folder3 No |Yes

A new corporate policy states that backups must use Microsoft Online Backup whenever possible.

You need to identify which technology you must use to back up Serverl. The solution must use Microsoft
Online Backup whenever possible.

What should you identify?
To answer, drag the appropriate backup type to the correct location or locations. Each backup type may be

used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view
content.

Select and Place:

Backup Type Answer Area
. = Faolderl Backup type
Microsoft Online Backup PR
Folder2 Backup type
Windows Server Backup
Faolder3 Backup type
System State Backup type
Correct Answer:
pi
Backup Type Answer Area
: e Falderi Microsoft Online Backup
Microsoft Online BEackup
Faolder2 Microsoft Online Backup
Windows Server Backup - :
Folder3 Microsoft Online Backup

System State  Windows Server Backup



Section: (none)
Explanation

Explanation/Reference:

QUESTION 6

DRAG DROP - (Topic 3)

Your network contains an Active Directory domain named adatum.com. The domain contains a server named
Serverl that runs Windows Server 2012. Serverl is configured as a Network Policy Server (NPS) server and as
a DHCP server.

You need to log all DHCP clients that have Windows Firewall disabled.

Which three actions should you perform in sequence? To answer, move the three appropriate actions from the
list of actions to the answer area and arrange them in the correct order.

Select and Place:

EEEHEEH

Actions Answer Area
Create a connection request policy.

Create a network policy.

Create a remediation server group.

Create a Windows Security Health Validator (WSHV)
configuration.

Create a health policy.

Correct Answer:

EEEHEEH

Actions Answer Area
Create a connection request policy. Create a remediation server group.

Create a network policy.

Create a Windows Security Health Validato
configuration.

Create a health policy.

Section: (none)
Explanation

Explanation/Reference:



QUESTION 7
DRAG DROP - (Topic 3)

Your network contains an Active Directory domain named contoso.com. All domain controllers run Windows
Server 2012.

The domain contains an organizational unit (OU) named OU1. OU1 contains an OU named OU2. OU2 contains
a user named Userl.

Userl is the member of a group named Groupl. Groupl is in the Users container.

You create five Group Policy objects (GPO). The GPOs are configured as shown in the following table.

GPO name |Linked to ,%Enfnrced setting | Additional permissions

EPDl Contoso.com |Disabled No_t appff&ﬁe

GPO2 Contoso.com (Enabled Groupl - Deny Apply Group Policy
GPO3 ou1 Disabled Not applicable

GPO4 Oou1 Enabled Groupl - Deny Read

GPOS ouz {Disabled Groupl - Full control

The Authenticated Users group is assigned the default permissions to all of the GPOs.
There are no site-level GPOs.

You need to identify which three GPOs will be Applied to Userl and in which order the GPOs will be Applied to
Userl.
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Which three GPOs should you identify in sequence?

To answer, move the appropriate three GPOs from the list of GPOs to the answer area and arrange them in the
correct order.

Select and Place:



Actions Answar Area

GPO1

GPO2

GPO4

GPOS

GPO3

Correct Answer: . o

e Answer Area
GPO1

Lrot GPO3
GPO4

GPOS

Section: (none)
Explanation

Explanation/Reference:
QUESTION 8
DRAG DROP - (Topic 3)

Your network contains an Active Directory domain named contoso.com. All client computers run Windows 7.
Group Policy objects (GPOs) are linked to the domain as shown in the exhibit. (Click the Exhibit button.)
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GPO2 contains user configurations only and GPO3 contains computer configurations only.

You need to configure the GPOs to meet the following requirements:

Ensure that GPO2 only Applies to the user accounts in OU2 that are members of a global group named
Erqglljrrjez.that GPO3 only Applies to the computer accounts in OU3 that have more than 100 GB of free disk
space.

What should you do?

To answer, drag the appropriate setting to the correct GPO. Each setting may be used once, more than once,
or not at all. You may need to drag the split bar between panes or scroll to view content.
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'|I|'|‘I!| .

A _ril 1=

Action View Window Help

|z Group Policy Management Group Policy Management
" PN F-?rest: contoso.com C;tegl
| 4 =5 Domains
4 &3 contoso.com Name
. Default Domain Pelicy A\ Forest: contose com

2| Domain Controllers

w/ GPO3
p [ =t Group Policy Objects
5 WMI Filters
p | 2] Starter GPOs
b Sites
st Group Policy Modeling
_+ Group Policy Results

R S T S N R,
o <oy

="

S —— || Sr—— T =
e R T i A A O i e L e R A e e L et i e s VT a i | T,

Select and Place:



Settings Answer Area

Enforced SE2 Setting
GPO Status GPO2 Setiing
WMI Filtering
Security Filtering

Correct Answer:
Settings Answer Area
Enforced GRO2 WMI Filtering
GPO Status GRO3 Security Fi1tar‘iﬂg

b
e
L

Section: (none)
Explanation

Explanation/Reference:
QUESTION 9
DRAG DROP - (Topic 3)

Your network contains an Active Directory domain named contoso.com. The domain contains four member
servers named Serverl, Server2, Server3, and Server4. All servers run Windows Server 2012.

Serverl and Server2 are located in a site named Sitel. Server3 and Server4 are located in a site named Site2.
The servers are configured as nodes in a failover cluster named Clusterl.

Clusterl is configured to use the Node Majority quorum configuration.

You need to ensure that Serverl is the only server in Sitel that can vote to maintain quorum.

What should you run from Windows PowerShell? To answer, drag the appropriate
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commands to the correct location. Each command may be used once, more than once, or not at all. You may

need to drag the split bar between panes or scroll to view content.

Select and Place:



Commands Answer Area

Get-ClusterNode Serverl Command I Command
Gat-ClusterNode Server2
%_.MNodeWeight = D
4 .NodeWeight = 1
Correct Answer:
e LERleE
Commands Answer Area
Get-ClusterNode Server2 |  §_.NodeWeight = 0

Get-ClusterNode Serverl

£ .NodeWeight = 1

Section: (none)
Explanation

Explanation/Reference:
QUESTION 10
DRAG DROP - (Topic 3)

Your network contains two Active Directory forests named contoso.com and adatum.com.
All domain controllers run Windows Server 2012.

A federated trust exists between adatum.com and contoso.com. The trust provides adatum.com users with
access to contoso.com resources.

You need to configure Active Directory Federation Services (AD FS) claim rules for the federated trust. The
solution must meet the following requirements:

In contoso.com, replace an incoming claim type named Group with an outgoing claim type named Role.

In adatum.com, allow users to receive their tokens for the relying party by using their Active Directory group
membership as the claim type.

The AD FS claim rules must use predefined templates.

Which rule types should you configure on each side of the federated trust?

To answer, drag the appropriate rule types to the correct location or locations. Each rule type may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
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Select and Place:

Rule Types Answer Area
An acceptance transform rule Claims Provider trust: Rule type

An issuance authorization rule

An issuance transform tulea

et

Correct Answer:

Rule Types Answer Area

Claims Provider trust: An acceptance transform rule

A delegation authorization rule Relaying Party trust: An issuance authorization rule

An issuance transform rule

Section: (none)
Explanation

Explanation/Reference:

QUESTION 11

DRAG DROP - (Topic 4)
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Your network contains an Active Directory domain named contoso.com. The domain contains two DHCP

servers named DHCP1 and DHCP2 that run Windows Server 2012.

You install the IP Address Management (IPAM) Server feature on a member server named Serverl and you
run the Run Invoke-lpamGpoProvisioningcmdlet.

You need to manage the DHCP servers by using IPAM on Serverl.
Which three actions should you perform?

To answer, move the three appropriate actions from the list of actions to the answer area and arrange them in
the correct order.

Select and Place:



Actions Answer Area

Configure server discovery.

Provision the IPAM server,

Set the manageability status of the server.

Install the TPAM client feature.

Correct Answer:

Actions Answer Area

Provision the IPAM server,

Set the manageability status of the server.

Configure server discovery.

Install the TPAM client feature.

Section: (none)
Explanation

Explanation/Reference:

QUESTION 12

DRAG DROP - (Topic 4)
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Your network contains an Active Directory domain named contoso.com. All client computers run Windows 8
Group Policy objects (GPOs) are linked to the domain as shown in the exhibit. (Click the Exhibit button.)
GPO2 contains computer configurations only and GPO3 contains user configurations only.

You need to configure the GPOs to meet the following requirements:

Ensure that GPO2 only Applies to the computer accounts in OU2 that have more than one processor.
Ensure that GPO3 only Applies to the user accounts in OU3 that are members of a security group named

SecureUsers.

Which setting should you configure in each GPO?



To answer, drag the appropriate setting to the correct GPO. Each setting may be used once, more than once,
or not at all. You may need to drag the split bar between panes or scroll to view content.
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Exhibit:
EE: :-E .I.Ii il

(G File Action View Window Help

|k Group Policy Management | Group Policy Management
a Flirlﬁt: contoso,com [Cortenss |
4 g Domains
4 53 contoso.com Mame
i Default Domain Policy 4 Forest: contoso.com
b [ Domain Controllers
a F on
%] GPO1
4 [F0UZ
s 6RO
al '.'ﬂ ou3
5 GPO3
I _Q Group Policy Objects
[y WM Filters
P :ﬂ Starter GPOs
b Sites
s Group Policy Modeling

_,:_ Group Policy Results

Select and Place:

Settings Answer Area

Enforced J e Setting

GPO Status 1 E GPOZ oG
i

WMI Filtering I

Security Filtering ]

Correct Answer:



Settings Answer Area

Enforced GRO2  WMI Filtering

GPO Status E GPO3  gecurity Filtering

Section: (none)
Explanation

Explanation/Reference:

QUESTION 13

DRAG DROP - (Topic 4)

Your network contains four servers that run Windows Server 2012.

Each server has the Failover Clustering feature installed. Each server has three network adapters installed. An
iISCSI SAN is available on the network.

You create a failover cluster named Clusterl. You add the servers to the cluster.

You plan to configure the network settings of each server node as shown in the following table.

Network = Metwork ID [ Clustar MNetwork
card name network communication
NIC1 102.168.1.0/24 |Cluster ISCSI SAN traffic
Network 1 |only
NIC2 192.168.2.0/24 |Cluster Heartbeat traffic
Metwork 2 |anly
NIC3 192.168.3.0/24 |Cluster Client traffic,
Network 3 |Management
traffic, and
Heartbeat traffic
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You need to configure the network settings for Clusterl.

What should you do?
To answer, drag the appropriate network communication setting to the correct cluster network. Each network
communication setting may be used once, more than once, or not at all. You may need to drag the split bar

between panes or scroll to view content.

Select and Place:



Network Communication Settings Answer Area

- - — - Cluster Network 1
Allow cluster network communication on this networle

Do not allow cluster network communication on this network Cluster Network 2

Cluster Metwork 3

Correct Answer:

Network Communication Settings Answer Area

Cluster Network 1 Allow cluster r

Allow cluster network communication on this networle

Allow cluster n
Do not allow cluster network communication on this network Cluster Network 2

Cluster Network 3 Do not allow ¢

Section: (none)
Explanation

Explanation/Reference:

QUESTION 14

DRAG DROP - (Topic 4)

You plan to deploy a failover cluster that will contain two nodes that run Windows Server 2012.

You need to configure a witness disk for the failover cluster.

How should you configure the witness disk? To answer, drag the appropriate configurations to the correct
location or locations. Each configuration may be used once, more than once, or not at all. You may need to

drag the split bar between panes or scroll to view content.

Select and Place:



Disk Type Answer Area

Disk Type Disk type
Basic
File System File system
Dynamic
File system
FAT
FAT32
NTFS
Correct Answer:
Disk Type Answer Area
Disk Type Basic
File System NTFS
Dynamic
File system
FAT
FAT32

Section: (none)
Explanation

Explanation/Reference:

QUESTION 15

DRAG DROP - (Topic 4)

You have a server named Serverl that runs Windows Server 2012.

You are asked to test Windows Azure Online Backup to back up Serverl.



You need to back up Serverl by using Windows Azure Online Backup.
Which four actions should you perform in sequence?

To answer, move the appropriate four actions from the list of actions to the answer area and arrange them in
the correct order.

Select and Place:

Actions Answer Area

Sign up for a Microsoft Online Services account,

Install the Windows Server Backup feature.

Run the Windows Azure Online Backup Agent Setup
Wizard.

Downlead the Windows Azure Online Backup Agent.

Run the Register Server Wizard.

Correct Answer:

Actions Answer Area

Sign up for a Microsoft Online Services acco

Download the Windows Azure Online Dacku|

Run t:E Windows Azure Online Backup Agent Setup | phei)l the Windows Server Backup feature.
Wizard.

Run the Register Server Wizard.

Section: (none)
Explanation

Explanation/Reference:



QUESTION 16
DRAG DROP - (Topic 4)

Your network contains a single Active Directory domain named contoso.com. The domain contains an Active
Directory site named Sitel and an organizational unit (OU) named OUL.

The domain contains a client computer named Client1 that is located in OU1 and Sitel.

You create five Group Policy objects (GPO). The GPOs are configured as shown in the following table.

GPO name | Linked to Enforced setting
GPO1 Contoso.com Disabled
GPO2 Contoso.com Enabled
GPO3 Sitel Disabled
GPO4 ou1 Disabled
GPOS ou1 Enabled

You need to identify in which order the GPOs will be Applied to Clientl.

In which order should you arrange the listed GPOs? To answer, move all GPOs from the list of GPOs to the
answer area and arrange them in the correct order.
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Select and Place:

GPOs Answer Area

GPOS
GPO3
GPO4
GPO1

GPO2

Correct Answer:



GPOs Answer Area

GPO5
GPO1
GPO2
GPO3

GPO4

Section: (none)
Explanation

Explanation/Reference:

QUESTION 17

DRAG DROP - (Topic 4)

Your network contains an Active Directory forest named contoso.com.
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Recently, all of the domain controllers that ran Windows Server 2003 were replaced by domain controllers that

run Windows Server 2012.

From Event Viewer, you discover SYSVOL journal wrap errors on a domain controller named
dc10.contoso.com.

You need to perform a non-authoritative synchronization of SYSVOL on DC10.
Which three actions should you perform on DC10?

To answer, move the three appropriate actions from the list of actions to the answer area and arrange them in
the correct order.

Select and Place:



(T
Answer Area

Stop the File Replication Service (FRS) service.

Stop the Distributed File System (DFS) Replication
service,

Modify the registry.

Start the Distributed File System (DFS) Replication
service.

Start the File Replication Service (FRS) service.

Modify the computer object for DC10 in Active
Directory.

Correct Answer:

HEHH

Answer Area

Start the Distributed File System (DFES) Rer
sorvice,

Start the File Replication Service (FRS) sery

Madlfy the registy. Stop the File Replication Service (FRS) sery

Stop the Distributed File System (DFS) Replication
service,

Modify the computer object for DC10 in Active
Directory.

Section: (none)
Explanation



Explanation/Reference:



Hotspot

QUESTION 1
HOTSPOT - (Topic 0)

Your network contains an Active Directory domain named contoso.com. The domain contains two servers
named Serverl and Server2. Both servers have the IP Address Management (IPAM) Server feature installed.
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You have a support technician named Techl. Techl is a member of the IPAM Administrators group on Serverl
and Server2.

You need to ensure that Techl can use Server Manager on Serverl to manage IPAM on Server2.

To which group on Server2 should you add Tech1?To answer, select the appropriate group in the answer area.

Hot Area:

4 [} System Tools | % Distributed COM Users
3 Task Scheduler I;ﬁ_ﬁ‘_{‘?“ﬁ_‘ﬂgﬁ@iﬂ_‘d'ﬂ“

: gf Guest:. ||
.}E Hyper-Y Administrators I |
A ,@ Local Users and Groups _%”g_!ugﬂsumm"q ) | |
ki, Hsers :%MEPNDEF: Conﬁgura.’éicm Ciperatcrrs ||

F@ Performance Log Users ||
- ¥ Performance Maonitor Users |

|} Groups
3 @ Performance
ﬁ% Device Manager

4 g Storage %—' Power Users i|
[ @ Windows Server Backup ; %. Prinf Gpera-tcrrs ':'l
E’ Dick Management | @ RDS Endpoint Servers |||
I S+ Services and Applications : % RDS Managernent Servers i
+ % RDS Remote Access Servers :|
,_._;%' Femote Decktop Users [ I
:__ﬁ' Rem_g}e Managﬂent =zers !
.’% Replicator |

ﬁ U=ers

!
|
|
|
. i
'__%' IPAM Adrninistrators i
i
|
f

B 1PAM ASM Administrators

o [PAM MSM Administrators
- PAM Users | i
& WinRMPRemoteWMIUsers_ i

T T T Y T T T P T e (Y

Correct Answer:



i & B
S
el
Action  View HEFp

a@m&ll?.lg =8

4 ,%J Lecal Users and Groups %IIS UeRe : —
| WUsers it

'i' E' Computer Managernent (Local) | Mame -‘\ !
4 ]ﬁ System Tools | B Distributed COM Users ' |
Task SChEdUI.Er ﬁ_E_\ien-t_l:ugcﬁ?_aﬁ_E"r_s i:

I Event Viewer _% Guests. ||

b gal Shared Folders & Hyper-v Adrinistrators | I

[

= ,_%E Metwork Conﬁgura.’éicm Ciperatcrrs :|
| Groups | . (i

3 @ Performance
ﬁ% Device Manager

< Performance Log Users Iili
' @_Peﬁmmance tonitor Users ||

1 g Storage I ‘%_I PI:_.WI_H USEFS Ii|
gg bl Windows Server Backup : %. L Gpera-tcrrs |i|
. % Disk Management | % RDS Endpoint Servers [l
i [ fa';g Services and Applications | %! RDS Management Servers 1
' | % RDS Flemn:rte Access Servers !
I .% Remr:rte Desktop Users I = |
Remote Management Users || ||

[--‘% Replicator |

i.‘:&l Users

| IPAM Administrators
;g: IPAIM ASM Administrators

f e —
- PAM Users |

ﬁ‘uﬁnﬂMEé&npszhﬂUigﬁ_ |em

e — —— — —

Section: (none)
Explanation

Explanation/Reference:

QUESTION 2
HOTSPOT - (Topic 0)

Your network contains an Active Directory domain named contoso.com. The domain contains a server named
Serverl that runs Windows Server 2012. Serverl has the Active Directory Federation Services (AD FS) server
role installed.

Adatum.com is a partner organization.
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You are helping the administrator of adatum.com set up a federated trust between adatum.com and
contoso.com. The administrator of adatum.com asks you to provide a file containing the federation metadata
ofcontoso.com.

You need to identify the location of the federation metadata file.



Which node in the AD FS console should you select?
To answer, select the appropriate node in the answer area.

Hot Area:

Fri]

| g Ele Acion View Window Help
il
ELE

| 4 [ Service

|| Endpoints | 3

" Certificates | Overview

Teas - A

L.t Claim Descriptions | AD FS provides singlesigrion (S50} e ”

| 4 77 Trust Relationships.
: ) Claims Provider Trusts

| Relying Party Trusts @ Learn About:

L] Attribute Stores

Correct Answer:



= 2D Fs

| ] Service
| ] Endpoints

|| Certificates
. Claim Descriptions
4 [ Trust Relationships

" Relying Party Trusts

.| Claims Provider Trusts

Overview

AD FS provides single-sign-on (350} access for chent computers,

.@ Learn About:

7] Aftribute Stores |
Configuring Claims Provider or Relying Party Trusts
Configuring Federation Server Proxies
Troubleshooting AD FS
r.;'l"_:.'JT'-T-'H".'.'.'77-'.""{-}:-.-.-.{'1 S e e e N e e A AN S e e e R e A e S N S e S e s T e o Tt gl n T R RS et Mgt ]

Section: (none)
Explanation

Explanation/Reference:

QUESTION 3
HOTSPOT - (Topic 0)
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Your network contains an Active Directory domain named contoso.com. The domain contains an enterprise

certification authority (CA).

The domain contains a server named Serverl that runs Windows Server 2012.

You install the Active Directory Federation Services server role on Serverl.

You plan to configure Serverl as an Active Directory Federation Services (AD FS) server. The Federation

Service name will be set to adfsl.contoso.com.

You need to identify which type of certificate template you must use to request a certificate for AD FS.

Which certificate template should you identify?

To answer, select the appropriate template in the answer area.

Hot Area:



Request Certificates

You can request the following types of certificates, Select the certificates you want to request. and then

click Enroll.

;EI Computer

A STATUS: Available

Details v

Fﬁ)min Controller Authentication

1) STATUS: Available

i

T ] Kerberos Authentication

1) STATUS: Available

Details v

Web Server

A STATUS: Available

Details v |

% Meee infermation is required to enrell for this certificate. Click here to configure settings.

[ Show all templates
Learn more about certificates

Correct Answer:

Enroll




Request Certificates

You can request the following types of certificates, Select the certificates you want to request and then
click Enrell,

Active Directory Enroliment Policy
I Computer AU STATUS: Available Details v

[_] Demain Controller Authentication 1) STATUS: Available Details v

[ TKerberos Authentication 1) STATUS: Available Details v

[ TWeb Server LU STATUS: Avaiable Detais ¥
8\ More information is required to enroll for this certificate. Click here to configure settings.

] Show all templates
Learn more about certificates

Section: (none)
Explanation

Explanation/Reference:
QUESTION 4
HOTSPOT - (Topic 0)

Your network contains an Active Directory domain named corp.contoso.com. The domain contains two member
servers named Serverl and Edgel. Both servers run Windows Server 2012.

Your company wants to implement a central location where the system events from all of the servers in the
domain will be collected.

From Serverl, a network technician creates a collector-initiated subscription for Edge1l.

You discover that Serverl does not contain any events from Edgel.

You view the runtime status of the subscription as shown in the exhibit. (Click the Exhibit button.)
You need to ensure that the system events from Edgel are collected on Serverl.

What should you modify?
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To answer, select the appropriate object in the answer area.

Exhibit:

Subscription Status:
\Bctive - Mo additional status.

Source computers: 1 Total, 1 Errors.

Computer Marme

[edgel.corp.contoso.com] - Error - Last retry time: 4/18/2012 6:02:14 &M, Code
(0x7A4): The data area passed ta a system call i3 too small. MNext retry time:
182012 6:07:14 AM.

Hot Area:



Subscription ﬂar'v'rg:

Description:

Destination lag: Forwarded Events

Subscription type and source computers

@ Collector initiated L Ea!se:ttl':nmpufns
This computer cantacts the selected source computers and _prwia Es'--t!'_i:'-sﬁﬁrscﬁ}:;t'iﬁm

) ‘Soutce compliter initlated | Select Carrputer Grolps.

Seurce computers in the seledted groups must be configured theough policy or
lecal configuration to cantact this computar and receive the subschption,

Events to collect:

User account {the selected account must have read access to the source logs):
CORP\Administrator

Change user account or configure advanced settings:

Correct Answer:



Subscription pame:

Description:

Destination lag: Forwarded Events

Subscription type and source computers
@ Collector initiated Select Corputers...

This computer cantacts the selected source computers and prwiHes the subsr:ri',':'rt'inn.

) ‘Soutce compliter initlated Select Computer Groups..

aelircs computers inthe seisctad groups must be configured through policy o

lecal configuration to cantact this computar and receive the subschption,

Events to Euh_gct:

User account (the selected account must have read access to the source logs):
CORPYAdministrator

Change user account or configure advanced settings: Bdvaniced..

‘Cancel

Section: (none)
Explanation

Explanation/Reference:

QUESTION 5

HOTSPOT - (Topic 0)

Your network contains an Active Directory domain named fabrikam.com.
You implement DirectAccess and an IKEv2 VPN,

You need to view the properties of the VPN connection.

Which connection properties should you view?

To answer, select the appropriate connection properties in the answer area.
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Hot Area:



Networks

Connections
fabnkam.com

Workplace Connection

fabrikam.com

Workplace Connection

Correct Answer:

Networks

Connections
fabnkam.com
Workplace Connection

fabrikam.com

Workplace Connection

Section: (none)
Explanation

Explanation/Reference:

QUESTION 6

HOTSPOT - (Topic 2)

You have a server named Serverl that has the Web Server (IIS) server role installed.
You obtain a Web Server certificate.

You need to configure a website on Serverl to use Secure Sockets Layer (SSL).



GRATIS

Free Practice Exams

http://www.gratisexam.com/

To which store should you import the certificate?

To answer, select the appropriate store in the answer area.

Hot Area:

[ @ File Action View Favorites Window Help

=

Conscle Root

| . @1 Certificates - Current User

» G Certificates (Local Computer)

| __J Personal

‘. 't | Trusted Root Cutnf' cation Authontm
b | Enterpnise Trust

b | Intermediate Certification Authorities
b | Active Directory User Object

p il Trush:d Publishers

b _l..lntmstad Certlﬁcates |
[___| Third-Party Root Certification Authorities |
L] Trusted Fuhhshers

¢ | Untrusted Certificates

| Third-Party Root Certification Authorities
‘b .| Trusted People

| Client Authentication lssuers

'p | Smart Card Trusted Roots

b Personal |

jhem=a E . = e
b -E'_Trﬁ'd Root Certification Authorities |
i _'j Enterprise Trust |
it L_, Intermediate Certification Authorities .!
|

s ._| Trusl;ed Fuhhsha‘ﬁ
> ﬁ Untrusted Certificates
|p J Thsrd—Pa Rmt Certification Authames

Thent Authmucatim lssuers
b | Remote Desktop

| Smart Card Trusted Roots
b | Trusted Devices

ﬁ Web Hosting

Correct Answer:

Mame
f‘]] Certificates - Current User
P Centificates (Local Computer)




@ File Action View Favorites Window Help

| | Console Roct Name
| A Ifi_l'] Certificates - i:l.l!!'.ﬂ'lf Liser f-;‘j]l:egﬁﬁcatg- Current User

b | Personal ¥ Certificates (Local Computer)
b .| Trusted Root Certific ation Authorities
b || Enterprise Trust
b | Intermediate Certification Authorities
‘b | Active Directory User Object
e "'j Trusted Publishers
P Untmsted Certlﬁcates |

b | Third-Party Root fmrﬁcatmﬂ Autfmntffs
D _| Trusl:ed Puhksha:

¢ | Untrusted Certificates

'E'E_Third-ﬁ ty Root Certification Authorities
mﬂ%ﬁ
+ | Client Authentication Issuers

b | Smart Card Trusted Roots

1 4 b Certiftcatas ﬂ.ncaiComputer}

b _j Enterpnsﬁmst
_1 interma:ﬁate Cemf’ caticn Ai.rumnttes
I> _| Tnﬁteq thfshem

Untrusted Certificates il
b J Third-Party Root Certification ﬂiuﬁmntmﬂ

? Client Authmhcatm lssuers
____" Remote Desktop
b | Semart Card Trusted Roots
b | Trusted Devices
' | Web Hosting

Section: (none)
Explanation

Explanation/Reference:
QUESTION 7
HOTSPOT - (Topic 2)
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Your network contains an Active Directory domain named fabrikam.com.

You implement DirectAccess.



You need to view the properties of the DirectAccess connection.
Which connection properties should you view?
To answer, select the appropriate connection properties in the answer area.

Hot Area:

Networks

Connections
fabrikam.com
Workplace Connection

fabnkam.com

Workplace Connection

Correct Answer:

Networks

Connections

fabrikam.com

Waorkplace Connection
fabnkam.com

Workplace Connection

Section: (none)
Explanation

Explanation/Reference:

QUESTION 8
HOTSPOT - (Topic 2)

Your network contains an Active Directory domain named contoso.com.



You have several Windows PowerShell scripts that execute when client computers start.

When a client computer starts, you discover that it takes a long time before users are prompted to log on.
You need to reduce the amount of time it takes for the client computers to start.

The solution must not prevent scripts from completing successfully.

Which setting should you configure?

To answer, select the appropriate setting in the answer area.
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Hot Area:

|| File E-ﬁ*_:ﬁﬂl'l Wiew Help
(= 2m |z @mY

] Sel:ting State Comment

: Atlmmlngon s,cﬂpts when NetBlOS or WINS is disabled | Not canfigured Ma

11—

L_L,Spetlfy maxirmum waltnmt far Grl:-up Policy scripts | Mot configured Mo

.« | Mot confiqured Mo
| Mot configured Mo
|
[

Mot configurad Mao
| Mot configured hlo
| Mot configured MNo
| Mot configured Mo

Extended } Standard /

settin

Correct Answer:



J Setting State Comment
i Allowy logon scripts when NetBIOS or WINS is disabled | Mot configured Ma
[ Specify maximurn wait time for Group Policy scripts | Not configured o
x i Run Windows PowerShell scripts first at computer startup, 5... | Not configured Mo
[ Run logon seripts synchranausly | Not configured Mo
iz Display instructions in shutdown scnpts as they run | Mot configurad Mao

H (1 Run startup scripts asynchronously | Mot configured Mo
ﬁ_}{liﬁply_y‘imtructinns in startup scn'_pﬂs Ehs_;g.r_m
1= Run Windows PowerShell scripts first at user logon, logoff

| Mat configured Ma
Mot configured Mo

ki

PR Ay

Ly

T R

j;\ Extended ;\ Standard /

8 setting(s
ey al }.

SR e A L

Pt

Section: (none)
Explanation

Explanation/Reference:
QUESTION 9
HOTSPOT - (Topic 3)

Your network contains an Active Directory domain named contoso.com. The domain contains a server named
Printl.

Your company implements DirectAccess.

A user named Userl frequently works at a customer's office. The customer's office contains a print server
named Printl.

While working at the customer's office, Userl attempts to connect to Printl. Userl connects to the Printl server
in contoso.com instead of the Printl server at the customer's office.

You need to provide Userl with the ability to connect to the Printl server in the customer's office.
Which Group Policy option should you configure?To answer, select the appropriate option in the answer area.

Hot Area:



File Action View Help

;':' Setting
{iz] Corporate Resources

(| Custorm Commands
@Puc Tunnel Endpeints

I E'Fnend!}r Mame

: || Prefer Local Names Allowed
\||iz] DirectAccess Passive Mode
|| 5] User Interface

[ Support Email Address

Correct Answer:

. File Action View Help

| Setting
\iz| Corporate Resources
| [5] Custom Commands
|i] IPzec Tunnel Endpeints
|[[z2) Friendly Name
| [ Prefer Local Names Allowed _
11[iz] DirectAccess Passive Mode
|| 5] User Interface
[z Support Email Address

Section: (none)
Explanation

Explanation/Reference:

QUESTION 10
HOTSPOT - (Topic 3)

Your network contains an Active Directory domain named fabrikam.com.
You implement DirectAccess.
You need to view the properties of the DirectAccess connection.

Which connection properties should you view?To answer, select the appropriate connection properties in the
answer area.
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Hot Area:

Networks

Connections

fabrikam.com

Waorkplace Connection

fabrikam.com

Workplace Connection

Correct Answer:
Networks
Connections
fabrikam.com
Workplace Connection
fabrikam.com

Workplace Connection

Section: (none)
Explanation

Explanation/Reference:
QUESTION 11
HOTSPOT - (Topic 3)

Your network contains two servers named Serverl and Server2 that run Windows Server 2012. Serverl and
Servers have the Hyper-V server role installed.

Serverl and Server2 have different processor models from the same manufacturer.

On Serverl, you plan to create a virtual machine named VM1. Eventually, VM1 will be exported to Server2.
You need to ensure that when you import VM1 to Server2, you can start VM1 from saved snapshots.
What should you configure on VM1?

To answer, select the appropriate node in the answer area.
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HO'[ Area

VM1

A B10S

Baot from €O

i Memory
20498 ME

'_E Prmem

L Hard Brive
Wit L vhidx

= Ml IDE Controller 1

&* DVD Drive

8 sCSI Controller

= Metwork Adapter
Mot comnected

Hardware Aa:daraﬂm

————

| " comz

e

| | Diskette Drive

_ Nong

ﬁﬁanagemnt

1| Mame
W1
| Integration Services
All services offered
1| Snapshot File Location

5 Smart Paging File Location

Correct Answer:

C:¥rogrambData Mo osofiivim. .,

C:¥ProgramDats Mo csoftWin. ..

4« »|Q

"ﬂ[ Add Hardware

You can use this setting to add devices to your virtual machine,
Select the devices you want to add and dick the Add button,

| SCSI Contraller
Network Adapter
Legacy Nebwork Adapter

| Fibre Channel Adapter
RemoteFX 30 Video Adapter

You can increase the storage mmammwmmammm
mm&mmm dicks to it. A SCSI controier requires integration services in
the guest operating system. Dumtattadumhmdiﬂtmam:mnﬂs. System
disks must be attached to an IDE controller.

Apphy




VM1

A B10S

Baot from €O

i Memory
2048 MB

= [} Processor

1 \irtusl processor

IDE Controer 0

r = Hard Drive
Wit L vhidx

= Bl IDE Controller 1

&* DVD Drive

8 5CST Controller

= 4 Metwork Adapter

Mot comnected

Hardware Aa:daraﬂm

Advanced Features

T coM 1

Mone

| "% com2

e

| | Diskette Drive

Mene

ﬁﬁanagemﬁ

I;j Mame
M1
| Integration Services
All services offered
1| Snapshot File Location
C:¥rogramData Mo osofiiivin.
5 Smart Paging File Location

Section: (none)
Explanation

Explanation/Reference:

QUESTION 12
HOTSPOT - (Topic 3)

C:¥ProgramDats Mo csoftWin. ..

vi

4« »|Q

"ﬂ[ Add Hardware

You can use this setting to add devices to your virtual machine.
Select the devices you want to add and dick the Add button,

| SCS] Cantraller

Network Adapter

i Legacy Nebwork Adapter

| Fibre Channel Adapter
RemoteFX 30 Video Adapter

You can increase the storage available to a virtual machine by adding a SC51 controfier
and attaching virtual hard disks to it. A SCSI controlier requires integration services in
the guest operating system. Do not attach a system disk to a SCSI controller. System
disks must be attached to an IDE controller,

Appty

.....




Your network contains an Active Directory domain named contoso.com. The domain contains a server named
Serverl that runs Windows Server 2012. Serverl has the Active Directory Federation Services server role

installed.

You need to make configuration changes to the Windows Token-based Agent role service.

Which tool should you use?To answer, select the appropriate tool in the answer area.
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Hot Area:

Correct Answer:
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@l o s |Administra, [ =19]

G Home Share Wiew =

@.

'}'E“-'n; $ [« anc.. » admin.

.

MNarme

[ Component Senvices _
@,‘ Cnr'r"lputer'hf!aﬂagement
[eis Defragment and Optimize Drives
f—; Event\r;iewer
I‘fﬁ Hyper - Manager

F’ Internet Information Services (1S) Manager ]
% ISCE Imitiator !

(1 Local Security Policy

iﬁ‘"ijﬁéé Data Sources (32-bit) i
[y ODBC Data Sources (64-bi)y |
@ Performance Monitor —
@j Resource Monitor |
@ Secunty Configuration Wizard _|
L._ Services for Nebwork File System (NFS) |
|"_ Services '
]E System Cnnf‘lgumtmn

ﬁ System Infn rrration

18 tems b




&l 5 = | Administa, (=19 %

G Home Share i ey v

(&) () « §|E«rnc. » Admini.

.

MNarme

[#H AD FS Management

{8 Component Sevces

@' Cnr'r"lputer Management

[# Defragment and Optirnize Drives

(o Event Viewer

:EE Hyper-¥ Manager _
ﬁ Internet Information Services (I15) Manager |
ok, iSCS Initiator

[# Local Security Policy

|[#y ODBC Data Sources (32-bit)
[y ODBC Data Sources (64-bit)
@ Performance Monitor 1
[ Resource Monitor |
(2 Security Configuration Wizard |
(8% Services for Network File System (NFS)

[[# Services

(& Systern Configuration
[F1 System Information

18 items

Section: (none)
Explanation

Explanation/Reference:
QUESTION 13
HOTSPOT - (Topic 4)

Your network contains an Active Directory forest named contoso.com. The forest contains a single domain. The
forest contains two Active Directory sites named Sitel and Site2.

You plan to deploy a read-only domain controller (RODC) named DC10 to Site2. You pre- create the DC10
domain controller account by using Active Directory Users and Computers.

You need to identify which domain controller will be used for initial replication during the promotion of the
RODC.

Which tab should you use to identify the domain controller?



To answer, select the appropriate tab in the answer area.
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Hot Area:

KT || ok M I Ir_l i-:'

Object class: Compuiter
Created: 6/2/2012 5:09:19 PM
Modffied: £/2/2012 5.09:20 PM
Update Sequence Numbers (USNs):
Cyrent: 14520
Original: 14485

[T Protect object from accidental deletion

Correct Answer:



i llilwgadag Cbiect M[w]mmm
Cancnical name of object:

portoss com Domain Cortrolers BT

Object class: Computer
Created: 6/2/2012 5:09:19 PM
Modfied: £/2/2012 5.09:20 PM
Update Sequence Numbers (USNs):
Cyrent: 14520
Original: 14485

[T Protect object from accidental deletion

Section: (none)
Explanation

Explanation/Reference:
QUESTION 14
CORRECT TEXT - (Topic 4)

Your network contains an Active Directory domain named contoso.com. The domain contains two member
servers named Serverl and Server2. AN servers run Windows Server 2012.

Serverl and Server2 have the Hyper-V server role installed. The servers are configured as shown in the
following table.



MNode name Node architecture Virtual machine name
Serverl AMD VM1
VM2
VM3
Serverz Intel VM4
VM5
VMG
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You add a third server named Server3 to the network. Server3 has Intel processors.

You need to move VM3 and VM6 to Server3. The solution must minimize downtime on the virtual machines.

Which method should you use to move each virtual machine? To answer, select the appropriate method for
each virtual machine in the answer area.

Hot Area:

VM3 :'T

export and import
live migration
quick migration
storage migration

WME -

export and import
live migration
quick migration
storage migration

Correct Answer:

VM3 J

export and import
live migration
quick migration
storage migration

WME -

export and import
live migration
quick migration
storage migration

Section: (none)
Explanation

Explanation/Reference:

QUESTION 15
HOTSPOT - (Topic 4)



Your network contains an Active Directory domain named contoso.com. The domain contains two servers
named Serverl and Server2 that run Windows Server 2012. The servers have the Hyper-V server role
installed.

A certification authority (CA) is available on the network.

A virtual machine named VM1.contoso.com is replicated from Serverl to Server2. A virtual machine named
vmz2.contoso.com is replicated from Server2 to Serverl.

You need to configure Hyper-V to encrypt the replication of the virtual machines.

Which common name should you use for the certificates on each server?To answer, configure the appropriate
common name for the certificate on each server in the answer area.
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Hot Area:
Server name Common nhamea

Serverl :]

sarverl.contoso.com
serverz, contoso,.com
wrl.contoso.com
wim2. contoso.com

Server2 :J

serverl.confoso.com
server2.contoso,.com
¥iml.contoso.com
¥im2. contoso.com

Correct Answer:

Server name Common name
Serverl :]
serverl,contoso.com
serverz,contnso,com

winl.contoso.com
Wi, Contos0.com

Server2 :J

serverl.contoso.com
seryer2.contoso,.com
¥iml.contoso.com
¥im2.contoso.com

Section: (none)
Explanation

Explanation/Reference:



QUESTION 16
HOTSPOT - (Topic 4)

Your network contains an Active Directory domain named adatum.com. The domain contains a server named
Serverl.
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Your company implements DirectAccess.

A user named Userl works at a customer's office. The customer's office contains a server named Serverl.
When Userl attempts to connect to Serverl, Userl connects to Serverl in adatum.com.
You need to provide Userl with the ability to connect to Serverl in the customer's office.

Which Group Policy option should you configure?To answer, select the appropriate option in the answer area.

Hot Area:

||z Corporate Resources

|| =, Custorn Commande

=, IPsec Tunnel Endpoints
||| Friendly Name

|iz| Prefer Local Names Allowed
: ,_:— DirectAccess Passive Mode
i, User Interface

||iiz] Support Email Address

i L 1T

Correct Answer:

File Action View Help

| Setting

||z Corporate Resources

|| =, Custorn Commande

=, IPsec Tunnel Endpoints

| |ii=| Friendly Name

|[£=] Prefer Local Names Allowed
|2 DirectAccess Passive Mode
i, User Interface

||iiz] Support Email Address

Section: (none)
Explanation



Explanation/Reference:
QUESTION 17
HOTSPOT - (Topic 4)

You have a server named Serverl that runs Windows Server 2012. Serverl does not have Internet
connectivity.

All roles are removed completely from Serverl.

You mount a Windows Server 2012 installation image to the C:\Source folder.

You need to install the DNS Server server role on Serverl.

Which folder should you use as the source?To answer, select the appropriate folder in the answer area.
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Hot Area:



Correct Answer:



[ 1. schemas
] security

. ServiceProfiles
:.:.; . servicing

Section: (none)
Explanation

Explanation/Reference:
QUESTION 18
HOTSPOT - (Topic 4)

Your network contains an Active Directory domain named contoso.com. The domain contains two servers
named Serverl and Server2 that run Windows Server 2012,



From Server2, you attempt to connect to Serverl by using Computer Management and you receive the
following error message: "Computer \Serverl cannot be found. The network path was not found."

From Serverl, you successfully connect to Server2 by using Server Manager.
You need to ensure that you can manage Serverl remotely from Server2 by using Computer Management.

What should you configure? To answer, select the appropriate option in the answer area.

Hot Area:
= Server Manager

— s
(€)=~  Server Manager * Local Server

58 Dashboard i

i Llocal Server .
Lomputer namae Sarverl | Last installed updates

H& Al Servers Domain contasa.com 1 ~Windows Update

PROPERTIES

For Server]

=

B} File and Storage Services b Last checked for upe

Comaine On
Enabled

En ..3-.|:‘:|.r:".l;.::

—
|
[Dhsabled [
192.168.10,10, IPv6 ensbled [ Preduct D
perating system Yerson Microsoft Windows Server 2002 Standard Frocessors
Hardware information Microsoft Corporation Virtual Machine Instalied memony (RAM
otal pEce
£ n

Correct Answer:



B Server Manager

.-"‘_"\ ul
(€)=~  Server Manager * Local Server

w i PROPERTIES
ma Dashboard For Server]
i Local Server :
_omputer namae Sarverl | [ Lact installed updates
ii All Servers Domain contoso.am | ~ Windows Update
BR File and Storage Services b | Ezstchecked for updates

Cromain: Cn Windows Error Repor

Enabled
E -';\.z-'hllvg-'[_.'i
Dhsabled

192.168.10,10, IPvE ansbled

Cperating system Yersan Microsoft Windows Server 2012 Standard Frocessars

Hardware information Microsoft Corporation Virtual Machine Instalied memony (RAM
otal pEce

£ n

Section: (none)
Explanation

Explanation/Reference:

QUESTION 19

HOTSPOT - (Topic 4)

Your network contains an Active Directory domain named contoso.com.

You need to identify whether the Company attribute replicates to the global catalog.

Which part of the Active Directory partition should you view? To answer, select the appropriate Active Directory
object in the answer area.

Hot Area:



View Help

& RootDSE [CONT-DC1.contoso.com)

i Schema [CONT-DCl.contoso.com]
i ForestDNSZones [CONT-DC1.contoso.com]

|| CN=5chema,CN=Configuration, DC=contoso,DC=com

 File Action
e[ o= Bm
2 ADS! Edit
4 RootDSE [CONT-DC1.contoso.com]
7| RootDSE
4 Schema [CONT-DC1.contoso.com]

i DomainDNSZones [CONT-DC1.contoso.com]
i Configuration [CONT-DC.contoso.com]

4 Iﬁ ForestDNSZones [CONT-DC1.contoso.com]
| [ DC=ForestDNSZones, DC=contoso, DC=com

i Default naming context [CONT-DC1.contoso.com]

Fl fi DemainDNSZones [CONT-DC1.contoso.com]

| DC=DomainDN5Zones, DC=contoso, DC=com

E onfiguration [CONT-DCY . contoso.com]

4 C
7| CN=Configuration,DC= contoso,DC=com
‘'§ Default naming context [CONT-DCl.contoso.com]
"] DC=contosg,DC=com

o

Correct Answer:



o ADSI Edit -
£he Acion View Heg ! '

e [m ez Bm

& ADSI Edit -DC1.contoso.com)
4 ﬁ RootDSE [CONT-DCl.contoso.com] Schema [CONT-DCl.contoso.com]
| RootDSE ForestDNSZones [CONT-DC1.contoso.com]

DomainDNSZones [CONT-DC1 . contosa.com]

[ Schema [CONT-DC1.contoso.com] |;
Conﬂguraticrn [CONT-DCY .contoso.com]

| CN=Schema CN=Configuration,DC=contoso,DC=com
ﬂ FnrestDNSZunes [CONT-DC1.contoso.com]
| DC=ForestDNSZones, DC=conteso, DC=com
g = DomainDNSZones [CONT-DC1 contose.com]
| DC=DomainDN5Zones, DC=contoso, DC=com 1
% Configuration [CONT-DCY.contoso.com]
| 1 CN=Configuration,DC= contose,DC=com
% Default naming context [CONT-DCl.contoso.com]
| DC=contoso.DC=com

| e RS R

Bk

S B

|9

Y

k.

= Default naming context [CONT-DC1.contoso.com]

Section: (none)
Explanation

Explanation/Reference:

QUESTION 20

HOTSPOT - (Topic 0)

You have a server named Serverl that has the Network Policy and Access Services server role installed.

You plan to configure Network Policy Server (NPS) on Serverl to use certificate-based authentication for VPN
connections.

You obtain a certificate for NPS.

You need to ensure that NPS can perform certificate-based authentication.

To which store should you import the certificate?

To answer, select the appropriate store in the answer area.
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Hot Area:



g File Action View Favorites Window Help

| | Console Root Name
4 ) Certificates - Current User ) Certificates - Current User
]b I_.J: Personal || Gl Certificates (Local Computer)
i Tm‘sted F.out ﬂartrﬁ:catmn ﬁuthauﬂttas

4 @fertiﬁ":ltes {Local Computer)
' Ej Persenal .
p i T Trusted Roct CEI"EIﬁGEItlIDI‘I Authorities

> m?nﬁm.ceﬂrm? 1
b | Third-Party Root Certification Authorities.
+ || Trusted People

b | Client Authentication Issuers
b | Remote Desktop

b .| Smart Card Trusted Roots

b | Trusted Devices

b .| Web Hosting

Correct Answer:



File Action View Favorites Window Help

g | Console Reot MName
| 4 Gy Certificates - Current User ) Certificates - Current User

'—-j Persenal || Gl Certificates (Local Computer)
| i Trusted Roct ﬂmﬁcatlun huﬁ:aﬂtﬁs

?E Enterprise Trust =]
= ] Infeﬂhediate Certification . Authunﬁes |
: = Active Directory User Object
' Ff’f“fmst‘:d Pﬁhﬂs‘her; B
| Untrusted Certificates |
‘b | Third-Party Root Certification Authorities

[p ] Trusted Pecple

(b | Client Authentication Issuers
| [ Smart Card Trusted Roots
| 4 Gl Certificates (Local Eomputer}
| [y e

| | Trusted Root Certification Authorities

i > i E Ente:pm Trust

[hEJ Intermed‘ ate{:utrﬁcatmfn Authorities

b | Trusted Publishers _ =

b | Untrusted Certificates _ |
b Thsrd—Patt}r Root Certification Authorities
). [ Trusted Pmpie
b | Chent Mthmtlm lssuers
T}_ﬂ-ﬂmmnte Desitop
+ | Smart Card Trusted Roots
b | Trusted Devices
b i Web Hosting

Section: (none)
Explanation

Explanation/Reference:
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