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Exam A

QUESTION 1
Your network contains an Active Directory domain named contoso.com. The domain contains a server
named Serverl that runs Windows Server 2012 R2.

Serverl has the following role services installed:

* DirectAccess and VPN (RRAS)
* Network Policy Server

Remote users have client computers that run either Windows XP, Windows 7, or Windows 8.

You need to ensure that only the client computers that run Windows 7 or Windows 8 can establish VPN
connections to Serverl.

What should you configure on Serverl?

A. A condition of a Network Policy Server (NPS) network policy

B. A constraint of a Network Policy Server (NPS) network policy

C. A condition of a Network Policy Server (NPS) connection request policy

D. A vendor-specific RADIUS attribute of a Network Policy Server (NPS) connection request policy

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

If you want to configure the Operating System condition, click Operating System, and then click Add. In
Operating System Properties, click Add, and then specify the operating system settings that are required to
match the policy. The Operating System condition specifies the operating system (operating system version
or service pack number), role (client or server), and architecture (x86, x64, or ia64) required for the
computer configuration to match the policy.

QUESTION 2
You are a network administrator of an Active Directory domain named contoso.com.

You have a server named Serverl that runs Windows Server 2012 R2. Serverl has the DHCP Server
server role and the Network Policy Server role service installed.

You enable Network Access Protection (NAP) on all of the DHCP scopes on Serverl.
You need to create a DHCP policy that will apply to all of the NAP non-compliant DHCP clients.

Which criteria should you specify when you create the DHCP policy?

The client identifier

The user class

The vendor class

The relay agent information

Sow>»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:
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To configure a NAP-enabled DHCP server

On the DHCP server, click Start, click Run, in Open, type dhcpmgmt. smc, and then press ENTER.

In the DHCP console, open <servername>\IPv4,

Right-click the name of the DHCP scope that you will use for NAP client computers, and then click
Properties.

On the Network Access Protection tab, under Network Access Protection Settings, choose Enable for this
scope, verify that Use default Network Access Protection profile is selected, and then click OK.

In the DHCP console tree, under the DHCP scope that you have selected, right- click Scope Options, and
then click Configure Options. On the Advanced tab, verify that Default User Class is selected next to User
class.

Select the 003 Router check box, and in IP Address, under Data entry, type the IP address for the default
gateway used by compliant NAP client computers, and then click Add.

Select the 006 DNS Servers check box, and in IP Address, under Data entry, type the IP address for each
router to be used by compliant NAP client computers, and then click Add.

Select the 015 DNS Domain Name check box, and in String value, under Data entry, type your
organization's domain name (for example, woodgrovebank. local), and then click Apply. This domain is a
full-access network assigned to compliant NAP clients.

On the Advanced tab, next to User class, choose Default Network Access Protection Class.

Select the 003 Router check box, and in IP Address, under Data entry, type the IP address for the default
gateway used by noncompliant NAP client computers, and then click Add. This can be the same default
gateway that is used by compliant NAP clients.

Select the 006 DNS Servers check box, and in IP Address, under Data entry, type the IP address for each
DNS server to be used by noncompliant NAP client computers, and then click Add. These can be the same
DNS servers used by compliant NAP clients.

Select the 015 DNS Domain Name check box, and in String value, under Data entry, type a name to identify
the restricted domain (for example, restricted. Woodgrovebank. local), and then click OK. This domain is a
restricted-access network assigned to noncompliant NAP clients.

Click OK to close the Scope Options dialog box.

Close the DHCP console.



http://technet.microsoft.com/en-us/library/dd296905%28v=ws.10%29.aspx

QUESTION 3

Your network contains an Active Directory domain named contoso.com. The domain contains a server
named Serverl that runs Windows Server 2012 R2 and has the Network Policy Server role service
installed.

An administrator creates a RADIUS client template named Templatel.

You create a RADIUS client named Clientl by using Template 1.

You need to modify the shared secret for Clientl.

What should you do first?

Configure the Advanced settings of Templatel.

Set the Shared secret setting of Templatel to Manual.
Clear Enable this RADIUS client for Client1.

Clear Select an existing template for Client1.

CSow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:
Clear checkmark for Select an existing template in the new client wizard.

In New RADIUS Client, in Shared secret, do one of the following:
Bullet Ensure that Manual is selected, and then in Shared secret, type the strong password that is also
entered on the RADIUS client. Retype the shared secret in Confirm shared secret.
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QUESTION 4
Your network contains an Active Directory domain named contoso.com. All servers run Windows Server
2012 R2.

The domain contains a server named Serverl that has the Network Policy Server server role and the
Remote Access server role installed. The domain contains a server named Server2 that is configured as a
RADIUS server.

Serverl provides VPN access to external users.

You need to ensure that all of the VPN connections to Serverl are logged to the RADIUS server on
Server2.

What should you run?

A. Add-RemoteAccessRadius -ServerNameServerl -AccountingOnOffMsg Enabled - SharedSecret
"Secret" -Purpose Accounting

B. Set-RemoteAccessAccounting -AccountingOnOffMsg Enabled -AccountingOnOffMsg Enabled

C. Add-RemoteAccessRadius -ServerName Server2 -AccountingOnOffMsg Enabled - SharedSecret
"Secret" -Purpose Accounting

D. Set-RemoteAccessAccounting -EnableAccountingType Inbox -AccountingOnOffMsg Enabled



Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Add-RemoteAccessRadius

Adds a new external RADIUS server for VPN authentication, accounting for DirectAccess (DA) and VPN, or
one-time password (OTP) authentication for DA.

AccountingOnOffMsg<String>

Indicates the enabled state for sending of accounting on or off messages. The acceptable values for this
parameter are:

Enabled.

Disabled. This is the default value.

This parameter is applicable only when the RADIUS server is being added for Remote Access accounting.

QUESTION 5
Your network contains four Network Policy Server (NPS) servers named Serverl, Server2, Servers, and
Server4.

Serverl is configured as a RADIUS proxy that forwards connection requests to a remote RADIUS server
group named Groupl.

You need to ensure that Server2 and Server3 receive connection requests. Server4 must only receive
connection requests if both Server2 and Server3 are unavailable.

How should you configure Groupl?
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Change the Weight of Server4 to 10.
Change the Weight of Server2 and Server3 to 10.
Change the Priority of Server2 and Server3 to 10.
Change the Priority of Server4 to 10.

Cow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

During the NPS proxy configuration process, you can create remote RADIUS server groups and then add
RADIUS servers to each group. To configure load balancing, you must have more than one RADIUS server
per remote RADIUS server group. While adding group members, or after creating a RADIUS server as a
group member, you can access the Add RADIUS server dialog box to configure the following items on the
Load Balancing tab:

Priority. Priority specifies the order of importance of the RADIUS server to the NPS proxy server. Priority
level must be assigned a value that is an integer, such as 1, 2, or 3. The lower the number, the higher
priority the NPS proxy gives to the RADIUS server. For example, if the RADIUS server is assigned the
highest priority of 1, the NPS proxy sends connection requests to the RADIUS server first; if servers with
priority 1 are not available, NPS then sends connection requests to RADIUS servers with priority 2, and so
on. You can assign the same priority to multiple RADIUS servers, and then use the Weight setting to load
balance between them.

Weight. NPS uses this Weight setting to determine how many connection requests to send to each group
member when the group members have the same priority level. Weight setting must be assigned a value



between 1 and 100, and the value represents a percentage of 100 percent. For example, if the remote
RADIUS server group contains two members that both have a priority level of 1 and a weight rating of 50,
the NPS proxy forwards 50 percent of the connection requests to each RADIUS server.

Advanced settings. These failover settingsprovide a way for NPS to determine whether the remote RADIUS
server is unavailable. If NPS determines that a RADIUS server is unavailable, it can start sending
connection requests to other group members. With these settings you can configure the number of
seconds that the NPS proxy waits for a response from the RADIUS server before it considers the request
dropped; the maximum number of dropped requests before the NPS proxy identifies the RADIUS server as
unavailable; and the number of seconds that can elapse between requests before the NPS proxy identifies
the RADIUS server as unavailable.

The default priority is 1 and can be changed from 1 to 65535. So changing server 2 and 3 to priority 10 is
not the way to go.
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QUESTION 6
Your network contains an Active Directory domain named adatum.com.

A network administrator creates a Group Policy central store.

After the central store is created, you discover that when you create new Group Policy objects (GPOs), the
GPOs do not contain any Administrative Templates.

You need to ensure that the Administrative Templates appear in new GPOs.

What should you do?



Add your user account to the Group Policy Creator Owners group.
Configure all domain controllers as global catalog servers.

Copy files from %Windir%\Policydefinitions to the central store.
Modify the Delegation settings of the new GPOs.

CSow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

To take advantage of the benefits of .admx files, you must create a Central Store in the SYSVOL folder on
a domain controller. The Central Store is a file location that is checked by the Group Policy tools. The
Group Policy tools use any .admx files that are in the Central Store. The files that are in the Central Store
are later replicated to all domain controllers in the domain.

QUESTION 7

Your network contains an Active Directory domain named contoso.com. All domain controllers run
Windows Server 2012 R2. The domain contains 500 client computers that run Windows 8 Enterprise.
You implement a Group Policy central store.

You have an application named Appl. Appl requires that a custom registry setting be deployed to all of the
computers.

You need to deploy the custom registry setting. The solution must minimize administrator effort.

What should you configure in a Group Policy object (GPO)?

The Software Installation settings
The Administrative Templates
An application control policy

The Group Policy preferences

CSow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Open the Group Policy Management Console. Right-click the Group Policy object (GPO) that should
contain the new preference item, and then click Edit. In the console tree under Computer Configuration or
User Configuration, expand the Preferences folder, and then expand the Windows Settings folder. Right-
click the Registry node, point to New, and select Registry Item .

Group Policy preferences provide the means to simplify deployment and standardize configurations. They
add to Group Policy a centralized system for deploying preferences (that is, settings that users can change
later).

You can also use Group Policy preferences to configure applications that are not Group Policy-aware. By
using Group Policy preferences, you can change or delete almost any registry setting, file or folder,
shortcut, and more. You are not limited by the contents of Administrative Template files. The Group Policy
Management Editor (GPME) includes Group Policy preferences.
http://technet.microsoft.com/en-us/library/gg699429.aspx
http://www.unidesk.com/blog/gpos-set-custom-registry-entries-virtual-desktops-disabling-machine-
password
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QUESTION 8

Your network contains two Active Directory forests named contoso.com and dev.contoso.com. The
contoso.com forest contains a domain controller named DC1. The dev.contoso.com forest contains a
domain controller named DC2. Each domain contains an organizational unit (OU) named OU1.

Dev.contoso.com has a Group Policy object (GPO) named GPO1. GPO1 contains 200 settings, including
several settings that have network paths. GPOL1 is linked to OU1.

You need to copy GPO1 from dev.contoso.com to contoso.com.

What should you do first on DC2?

From the Group Policy Management console, right-click GPO1 and select Copy.

Run the mtedit.exe command and specify the /Domaintcontoso.com /DC: DC 1 parameter.
Run the Save-NetGpocmdlet.

Run the Backup-Gpocmdlet.

o0

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

To copy a Group Policy object:

In the GPMC console tree, right-click the GPO that you want to copy, and then click Copy. To create a copy
of the GPO in the same domain as the source GPO, right-click Group Policy objects, click Paste, specify
permissions for the new GPO in the Copy GPO box, and then click OK .

For copy operations to another domain, you may need to specify a migration table.

The Migration Table Editor (MTE) is provided with Group Policy Management Console (GPMC) to facilitate
the editing of migration tables. Migration tables are used for copying or importing Group Policy objects

There are no items to show in this view.



(GPOs) from one domain to another, in cases where the GPOs include domain-specific information that

must be updated during copy or import. Source WS2008R2: Backup the existing GPOs from the GPMC,
you need to ensure that the "Group Policy Objects" container is selected for the "Backup Up All" option to
be available.

Copy a Group Policy Object with the Group Policy Management Console (GPMC) You can copy a Group
Policy object (GPO) either by using the drag-and-drop method or right-click method.
Applies To: Windows 8, Windows Server 2008 R2, Windows Server 2012

http://technet.microsoft.com/en-us/library/cc785343(v=WS.10).aspx
http://technet.microsoft.com/en-us/library/cc733107.aspx

QUESTION 9
Your network contains an Active Directory domain named contoso.com. All servers run Windows Server
2012 R2.

Client computers run either Windows 7 or Windows 8. All of the client computers have an application
named App1l installed.

The domain contains a Group Policy object (GPO) named GPOL that is applied to all of the client
computers.

You need to add a system variable named ApplData to all of the client computers.

Which Group Policy preference should you configure?

Environment
Ini Files

Data Sources
Services

CSow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Environment Variable preference items allow you to create, update, replace, and delete user and system
environment variables or semicolon-delimited segments of the PATH variable. Before you create an
Environment Variable preference item, you should review the behavior of each type of action possible with
this extension.

QUESTION 10
Your network contains an Active Directory domain named contoso.com.

All user accounts reside in an organizational unit (OU) named OUL.

You create a Group Policy object (GPO) named GPO1. You link GPO1 to OUL. You configure the Group
Policy preference of GPOL1 to add a shortcut named Link1 to the desktop of each user.

You discover that when a user deletes Link1, the shortcut is removed permanently from the desktop.
You need to ensure that if a user deletes Link1, the shortcut is added to the desktop again.

What should you do?

Enforce GPOL.

Modify the Link1 shortcut preference of GPOL1.
Enable loopback processing in GPO1.

Modify the Security Filtering settings of GPOL1.

Sow>

Correct Answer: B



Section: (none)
Explanation

Explanation/Reference:

Explanation:

Replace Delete and recreate a shortcut for computers or users. The net result of the Replace action is to
overwrite the existing shortcut. If the shortcut does not exist, then the Replace action creates a new
shortcut.

This type of preference item provides a choice of four actions: Create, Replace, Update, and Delete. The
behavior of the preference item varies with the action selected and whether the shortcut already exists.

Create Create a new shortcut for computers or users.

Delete |Remove a shortcut for computers or users.
Delete and recreate a shortcut for computers or users. The net result of the Replace action is to overwrit

Replace
P existing shortcut. If the shortcut does not exist, then the Replace action creates a new shortcut.

Modify settings of an existing shortcut for computers or users. This action differs from Replace in that itc
Update [shortcut settings defined within the preference item, All other settings remain as configured in the shor
shortcut does not exist, then the Update action creates a new shortcut.

http://technet.microsoft.com/en-us/library/cc753580.aspx
http://technet.microsoft.com/en-us/library/cc753580.aspx

QUESTION 11
You manage a server that runs Windows Server 2012 R2. The server has the Windows Deployment
Services server role installed.

You have a desktop computer that has the following configuration:

Computer name: Computerl

Operating system: Windows 8

MAC address: 20-CF-30-65-D0-87

GUID: 979708BF-C04B-4525-9FE0-C4150BB6C618

You need to configure a pre-staged device for Computerl in the Windows Deployment Services console.

Which two values should you assign to the device ID? (Each correct answer presents a complete solution.
Choose two.)

20CF3065D08700000000000000000000
979708BFC04B45259FE0C4150BB6C618
979708BF-C04B-452S-9FE0-C4150BB6C618
0000000000000000000020CF306SD087
00000000-0000-0000-0000-C41S0BB6C618

moow>

Correct Answer: CD
Section: (none)
Explanation

Explanation/Reference:

Explanation:

In the text box, type the client computer's MAC address preceded with twenty zeros or the globally unique
identifier (GUID) in the format: {XXXXXXXX-XXXX-XXXX-XXX- XXXXXXXXXXXX}.

* To add or remove pre-staged client to/from AD DS, specify the name of the computer or the device ID,
which is a GUID, media access control (MAC) address, or Dynamic Host Configuration Protocol (DHCP)
identifier associated with the computer.

* Example: Remove a device by using its ID from a specified domain This command removes the pre-
staged device that has the specified ID. The cmdlet searches the domain named TSQA.contoso.com for
the device.



Windows PowerShell
PS C:\> Remove-WdsClient -DevicelD "5a7aldef-2el1f-4a7b-a792-ae5275b6ef92" -Domain -DomainName
"TSQA.contoso.com”

QUESTION 12
You have Windows Server 2012 R2 installation media that contains a file named Install.wim. You need to
identify the permissions of the mounted images in Install.wim. What should you do?

Run dism.exe and specify the /get-mountedwiminfo parameter.
Run imagex.exe and specify the /verify parameter.

Run imagex.exe and specify the /ref parameter.

Run dism.exe and specify the/get-imageinfo parameter.

CSow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

/Get-MountedWimlnfo Lists the images that are currently mounted and information about the mounted
image such as read/write permissions, mount location, mounted file path, and mounted image index.

http://technet.microsoft.com/en-us/library/cc749447(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/dd744382(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/hh825224.aspx

QUESTION 13
You have a server named Serverl that runs Windows Server 2012 R2. You create a Data Collector Set
(DCS) named DCS1.

You need to configure DCS1 to log data to D:\logs.

What should you do?

Right-click DCS1 and click Properties.
Right-click DCS1 and click Export list. . .
Right-click DCS1 and click Data Manager. . .
Right-click DCS1 and click Save template. . .

CSow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

The Root Directory will contain data collected by the Data Collector Set. Change this setting if you want to
store your Data Collector Set data in a different location than the default. Browse to and select the directory,
or type the directory name.

To view or modify the properties of a Data Collector Set after it has been created, you can:

* Select the Open properties for this data collector set check box at the end of the Data Collector Set
Creation Wizard.

* Right-click the name of a Data Collector Set, either in the MMC scope tree or in the console window, and
click Properties in the context menu.

Directory tab:

In addition to defining a root directory for storing Data Collector Set data, you can specify a single
Subdirectory or create a Subdirectory name format by clicking the arrow to the right of the text entry field.

QUESTION 14
Your network contains an Active Directory domain named adatum.com. The domain contains a member
server named Serverl and 10 web servers. All of the web servers are in an organizational unit (OU) named



WebServers_OU. All of the servers run Windows Server 2012 R2.

On Serverl, you need to collect the error events from all of the web servers. The solution must ensure that
when new web servers are added to WebServers_OU, their error events are collected automatically on
Serverl.

What should you do?

A. On Serverl, create a source computer initiated subscription. From a Group Policy object (GPO),
configure the Configure target Subscription Manager setting.

B. On Serverl, create a source computer initiated subscription. From a Group Policy object (GPO),
configure the Configure forwarder resource usage setting.

C. On Serverl, create a collector initiated subscription. From a Group Policy object (GPO), configure the
Configure forwarder resource usage setting.

D. On Serverl, create a collector initiated subscription. From a Group Policy object (GPO), configure the
Configure target Subscription Manager setting.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Source-initiated subscriptions allow you to define a subscription on an event collector computer without
defining the event source computers, and then multiple remote event source computers can be set up
(using a group policy setting) to forward events to the event collector computer. This differs from a collector
initiated subscription because in the collector initiated subscription model, the event collector must define all
the event sources in the event subscription.

1. Run the following command from an elevated privilege command prompt on the Windows Server domain
controller to configure Windows Remote Management: winrm qc - q

2. Start group policy by running the following command: %SYSTEMROOT%\System32\gpedit. msc

3. Under the Computer Configuration node, expand the Administrative Templates node, then expand the
Windows Components node, then select the Event Forwarding node.

4. Right-click the SubscriptionManager setting, and select Properties. Enable the SubscriptionManager
setting, and click the Show button to add a server address to the setting. Add at least one setting that
specifies the event collector computer. The SubscriptionManager Properties window contains an Explain
tab that describes the syntax for the setting.

5. After the SubscriptionManager setting has been added, run the following command to ensure the policy
is applied: gpupdate /force.

If you want to configure a source computer-initiated subscription, you need toconfigure the following group
policies on the computers that will act as the event forwarders:

* (A) Configure Target Subscription Manager This policy enables you to set the location of the collector
computer.

QUESTION 15
Your network contains a Hyper-V host named Hypervl. Hypervl runs Windows Server 2012 R2.

Hypervl hosts four virtual machines named VM1, VM2, VM3, and VM4. AH of the virtual machines run
Windows Server 2008 R2.

You need to view the amount of memory resources and processor resources that VM4 currently uses.

Which tool should you use on Hyperv1?

A. Windows System Resource Manager (WSRM)
B. Task Manager
C. Hyper-V Manager



D. Resource Monitor

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Hyper-V Performance Monitoring Tool

Know which resource is consuming more CPU. Find out if CPUs are running at full capacity or if they are
being underutilized. Metrics tracked include Total CPU utilization, Guest CPU utilization, Hypervisor CPU
utilization, idle CPU utilization, etc. WSRM is deprecated starting with Windows Server 2012

QUESTION 16
Your network contains an Active Directory domain named contoso.com. The domain contains a member
server named Serverl. Serverl runs Windows Server 2012 R2 and has the Hyper-V server role installed.

Serverl hosts 10 virtual machines. A virtual machine named VM1 runs Windows Server 2012 R2 and hosts
a processor-intensive application named Appl.

Users report that Appl responds more slowly than expected.

You need to monitor the processor usage on VM1 to identify whether changes must be made to the
hardware settings of VM1.

Which performance object should you monitor on Serverl?

Processor

Hyper-V Hypervisor Virtual Processor
Hyper-V Hypervisor Logical Processor
Hyper-V Hypervisor Root Virtual Processor
Process

moow»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

In the simplest way of thinking the virtual processor time is cycled across the available logical processors in
a round-robin type of fashion. Thus all the processing power gets used over time, and technically nothing
ever sits idle. To accurately measure the processor utilization of a guest operating system, use the "\Hyper-
V Hypervisor Logical Processor(Total)\% Total Run Time" performance monitor counter on the Hyper-V
host operating system.

QUESTION 17
Your network contains an Active Directory domain named contoso.com. All servers run Windows Server
2012 R2. The functional level of both the domain and the forest is Windows Server 2008 R2.

The domain contains a domain-based Distributed File System (DFS) namespace that is configured as
shown in the exhibit. (Click the Exhibit button.)
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You need to enable access-based enumeration on the DFS namespace.

What should you do first?

A. Raise the domain functional level.

B. Raise the forest functional level.

C. Install the File Server Resource Manager role service on Server3 and Serverb.
D. Delete and recreate the namespace.

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Access-based enumeration is only supported on a Domain-based Namespace in Windows Server 2008
Mode. This type of Namespace requires a minimum Windows Server 2003 forest functional level and a
minimum Windows Server 2008 domain functional level.

The exhibit indicates that the current namespace is a Domain-based Namespace in Windows Server 2000
Mode. To migrate a domain-based namespace from Windows 2000 Server mode to Windows Server 2008
mode, you must export the namespace to a file, delete the namespace, recreate it in Windows Server 2008
mode, and then import the namespace settings.

http://msdn.microsoft.com/en-us/library/cc770287.aspx
http://msdn.microsoft.com/en-us/library/cc753875.aspx

QUESTION 18

Your network contains an Active Directory domain named contoso.com. The domain contains a server
named Serverl that runs Windows Server 2012 R2.

A local account named Adminl is a member of the Administrators group on Serverl.

You need to generate an audit event whenever Adminl is denied access to a file or folder.

What should you run?

A. auditpol.exe /set /Juserradminl /failure: enable
B. auditpol.exe /set /user: adminl /category: "detailed tracking" /failure: enable
C. auditpol.exe /resourcesacl /set /type: file /Juser; adminl /failure



D. auditpol.exe /resourcesacl /set /type: key /user: adminl /failure /access: ga

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

http://technet.microsoft.com/en-us/library/ff625687.aspx

To set a global resource SACL to audit successful and failed attempts by a user to perform generic read
and write functions on files or folders:

auditpol /resourceSACL /set /type: File /luser: MYDOMAINmyuser /success /failure /access:
FRFW

http://technet.microsoft.com/en-us/library/ff625687%28v=ws.10%29.aspx

Syntax

auditpol /resourceSACL

[/set Itype: <resource> [/success] [/failure] /user: <user> [/access: <access flags>]] [[remove /type:
<resource> /user: <user> [/type: <resource>]] [/clear [/type: <resource>]]

[/view [/user: <user>] [/type: <resource>]]
http://technet.microsoft.com/en-us/library/ff625687%28v=ws.10%29.aspx
http://technet.microsoft.com/en-us/library/ff625687%28v=ws.10%29.aspx
http://technet.microsoft.com/en-us/library/ff625687.aspx
http://technet.microsoft.com/en-us/library/ff625687%28v=ws.10%29.aspx

QUESTION 19
You have a server named Serverl that runs Windows Server 2012 R2.

An administrator creates a quota as shown in the Quota exhibit. (Click the Exhibit button.)

23 File Server Resource Manager
File Action WView Help

: i 1 (Loc -
24 File Server Resource Manager (Local) || Ejpar Shaw all: 1 #ems

4 _-L‘E‘ Cuota Management - - ,
% Ouotas Quota Path % Used | Limnit CQueta Type Source Template  Match Ten
o = =
e 5
2| Cuota Templates 2l Source Template: 100 MB Limit {1 item)
o * File Screening Management . - = -
B stoesge Reports Mensgerment & D:\Folderl\* 100ME  Hard (Auto Apply) 100 MB Limit Yes
) ge Rep Manager
Classfication Management

3 File Management Tasks

You run the dir command as shown in the Dir exhibit. (Click the Exhibit button.)

@i Administrator: C:\Windows\System32\cmd.exe L= & | X |

Jz%Folderl ddip
Uplume in derive D i=s Data
Uplume Serial Mumber iz 4458-38B6

Directory of D:“Folderli

/2812 B8:41 PH <DIR>
<DIR>

H-P-wlr-.
30,859 .1%77.984 hytes Free

D:=~Folderl >

You need to ensure that D:\Folderl can only consume 100 MB of disk space.



What should you do?

From File Server Resource Manager, create a new quota.

From File Server Resource Manager, edit the existing quota.

From the Services console, set the Startup Type of the Optimize drives service to Automatic.
From the properties of drive D, enable quota management.

CSow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

1. In Quota Management, click the Quota Templates node.

2. In the Results pane, select the template on which you will base your new quota.

3. Right-click the template and click Create Quota from Template (or select Create Quota from Template
from the Actions pane). This opens the Create Quota dialog box with the summary properties of the quota
template displayed.

4. Under Quota path, type or browse to the folder that the quota will apply to.

5. Click the Create quota on path option. Note that the quota properties will apply to the entire folder.

Note

To create an auto apply quota, click the Auto apply template and create quotas on existing and new
subfolders option. For more information about auto apply quotas, see Create an Auto Apply Quota.

6. Under Drive properties from this quota template, the template you used in step 2 to create your new
quota is preselected (or you can select another template from the list).

Note that the template's properties are displayed under Summary of quota properties.

7. Click Create.

Create a new Quota on path, without using the auto apply template and create quota on existing and new
subfolders.



Y

File Action View Help

o= 25 H=

ﬁ File Server Resource Manager (Local)
4 55 Quota Management =
| (& Quotas
3] Quota Templates
b h? File Screening Management
ﬁ Storage Reports Management

Clucta path:
|C:\Foldert

b Lol Classification Management
Eﬂ File Management Tasks

&

(8] Create quota on path
Auto apply template and create quotas on exdsiing and new subfolders
Cucta properties

You can either use properties from & guota templais or define custom
quaota properties.

How do you want to configure quota properties?
(® Derive properties from thiz quota templste fecommendad):
100 MB Limi

W

() Define custom quota propedies

| Custom Propertles |

Summary of quota properties:
= Cluata:
- Source template: 100 MB Limd
oo Lrriit: 100 MEB (Hard)
=1 Notfication: 4
t- Waming{85%): Emai
Lo Waming(95%): Emai, Event lng

| Create

4 58 Quota Management
& Quotas
@ Quota Templates
B g File Screening Management
Storage Reports Management
b il Classification Management
{4 File Management Tasks

Filtar: Show all: 2 tems

| Quota Path | %... | Limit | Quota.. | Source Template |
surce Templa D ME .
& Ch\Folder2y* -— |ioome Hard {A... 100 MB Limit
L4 |CAFolder 0% |1W00OMB  Hard 100 MB Limit




BN Administrator: Command Prompt m

r=sFolderd ddir
Uolume in drive C ayste
Vo lume Serial Humber iz 54DE-BBA9F

Directory of C:“Foldewrl

1.81.26814 15:31 <DIR>
1.681.2814 15:31 <DIR>
A File{s)
2 Dirds? 184.853.58¢

sFolder2>dir
Uolume in drive C is System
Uolume Serial Mumbher iz S54DE-BA9F

Directory of C:ivFolder2
11.81.2814 15:21 CDIR> .
1.81.2814 15:21 <{DIR> e
A Fileds? A hutes
2 Dpds? 36.9108.354.432 hytes free

http://technet.microsoft.com/en-us/library/cc755603(v=ws.10).aspx

QUESTION 20
Your company has a main office and two branch offices. The main office is located in New York. The
branch offices are located in Seattle and Chicago.

The network contains an Active Directory domain named contoso.com. An Active Directory site exists for
each office. Active Directory site links exist between the main office and the branch offices. All servers run
Windows Server 2012 R2.

The domain contains three file servers. The file servers are configured as shown in the following table.

Server name | Server location
NYC-SVR1 INew York office
SEA-SVR1 Seatt|e office
CHI-SVR1 |chicago office

You implement a Distributed File System (DFS) replication group named ReplGroup.

ReplGroup is used to replicate a folder on each file server. ReplGroup uses a hub and spoke topology.
NYC-SVR1 is configured as the hub server.

You need to ensure that replication can occur if NYC-SVRL1 fails.

What should you do?

Create an Active Directory site link bridge.
Create an Active Directory site link.
Modify the properties of Rep1Group.
Create a connection in Rep1Group.

Sow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:
Unsure about this answer.



i | | L= |
= New Connection ‘
-y File Action View Window Hj — -
& 7 F] o Sending member; |DC1'I} _I__ V_l
% DFS Management inetpub Sending domain; Iab.lmu_ni_ ]

b ol Namespaces —_— Sending site: | |

Members

4 -Z_% Replication i B

#Y Domain System Vi || 3 entrieg
Receiving member; W1 G |
e

| Receiving domain: |Iab.1ntema! |

Receiving sita: | |

- Select the schadule for this connedtion,
(@ Feplication group schedule:
| View Schedule...

) Custom connection schedule:

[#] Create a sacand connection in the opposite dirsction

JTw |IL—— | ok | [ Concel

A:

The Bridge all site links option in Active Directory must be enabled. (This option is available in the Active
Directory Sites and Services shap-in.) Turning off Bridge all site links can affect the ability of DFS to refer
client computers to target computers that have the least expensive connection cost. An Intersite Topology
Generator that is running Windows Server 2003 relies on the Bridge all site links option being enabled to
generate the intersite cost matrix that DFS requires for its site-costing functionality. If you turn off this
option, you must create site links between the Active Directory sites for which you want DFS to calculate
accurate site costs.

Any sites that are not connected by site links will have the maximum possible cost. For more information
about site link bridging, see "Active Directory Replication Topology Technical Reference."



o e s | | i m | | J
= New Connection i
it~ File Action View Window Hj — : 2 .
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| View Schedule...
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http://faultbucket.ca/2012/08/fixing-a-dfsr-connection-problem/
http://faultbucket.ca/2012/08/fixing-a-dfsr-connection-problem/
http://technet.microsoft.com/en-us/library/cc771941.aspx

QUESTION 21
Your network contains an Active Directory domain named contoso.com. The domain contains a file server
named Serverl that runs Windows Server 2012 R2. Serverl has a share named Sharel.

When users without permission to Sharel attempt to access the share, they receive the Access Denied
message as shown in the exhibit. (Click the Exhibit button.)



{9-. There's a problem accessing \\serverT\share1l

This can occur if you don't have permission to access the file or folder, or if your computer doesn't
meet secunty policy requirements,

Mezcage from the administrater of the file serven
- Ask your manager if you're in the night security groups
- For troubleshooting information, go to Contose Support

If you need more help, chick Request assistance,

<+ Request Assistance

You deploy a new file server named Server2 that runs Windows Server 2012 R2.
You need to configure Server2 to display the same custom Access Denied message as Serverl.

What should you install on Server2?

The Remote Assistance feature

The Storage Services server role

The File Server Resource Manager role service
The Enhanced Storage feature

o0

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:
Access-Denied Assistance is a new role service of the File Server role in Windows Server 2012.
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We need to install the prerequisites for Access-Denied Assistance.

Because Access-Denied Assistance relies up on e-mail notifications, we also need to configure each
relevant file server with a Simple Mail Transfer Protocol (SMTP) server address. Let's do that quickly with

Windows PowerShell:

Set-FSRMSetting -SMTPServer mailserver. nuggetlab.com -AdminEmailAddress
admingroup@nuggetlab.com -FromEmailAddress admingroup@nuggetlab.com

You can enable Access-Denied Assistance either on a per-server basis or centrally via Group Policy. To my

mind, the latter approach is infinitely preferable from an administration standpoint.

Create a new GPO and make sure to target the GPO at your file servers' Active Directory computer
accounts as well as those of your AD client computers. In the Group Policy Object Editor, we are looking for

the following path to configure Access-Denied Assistance:

\Computer Configuration\Policies\Administrative Templates\System\Access-Denied Assistance



File Action View Help

o 25 = HBe T

1] Access-Denied-Assistance [DC NUGGETLAB.COM] Pali| ~

State

4 & Computer Configuration ] Customize message for Access Denied errors Enable
4[5 Pf’“‘-‘-iﬁ = | Enable access-denied assistance on client for all file types Enable

b || Software Settings ,

b [ Windows Settings
4 1 Administrative Templates: Policy definit
i+ -1 Control Panel
b 2 Metwork
7] Printers

4 H

_Bccess-Denied Assistance

=] Credentials Delegation
[ [ 7] Device Installation

(] Disk NV Cache
|| Disk Quotas i
b [} Distributed COM vl u
|< | m | B \ Extended }\Standard f

The Customize message for Access Denied errors policy, shown in the screenshot below, enables us to

create the actual message box shown to users when they access a shared file to which their user account
has no access.



]

‘Customize message for Access Denied errors

P} Customize message for Access Denied errors

l Mext Setting

() Not Configured Comment
(® Enabled

i) Disalyled

Supperted oni | Ay east Windows Server 201 2, Windows 8 or Windows RT

Options:

Help:

Display the following message to users who are
denied access:

Whoops! It locks like you're having trouble
accessing [Original File Path]. Please click
Request Assistance to send [Admin Email]

<[ m >

[ ] Enable users to request azsistance

Add the following text to the end of the email:

Email recipients:

£ i

This policy setting specifies the message that users see when
they are denied access to a file or folder. You can customize the
Access Denied message to include additional text and links. Yeou
can also provide users with the ability to send an email to request
access to the file or folder to which they were denied access.

If you enable this policy setting, users receive a customized
Access Denied message from the file servers on which this policy
setting is applied,

If wou disable this policy setting, users see a standard Access
Denied message that doesn't provide any of the functionality
cantrolled by this policy setting, regardiess of the file server
configuration,

If you do not configure this policy setting, users see a standard
Access Denied message unless the file server is configured to
display the customized Access Denied message. By default, users
see the standard Access Denied message.

oK Cancel Apphy

What's cool about this policy is that we can "personalize" the e-mail notifications to give us administrators
(and, optionally, file owners) the details they need to resolve the permissions issue quickly and easily.

For instance, we can insert pre-defined macros to swap in the full path to the target file, the administrator e-

mail address, and so forth. See this example:

Whoops! It looks like you're having trouble accessing [Original File Path]. Please click Request Assistance
to send [Admin Email] a help request e-mail message. Thanks!

You should find that your users prefer these human-readable, informative error messages to the cryptic,
non-descript error dialogs they are accustomed to dealing with.

The Enable access-denied assistance on client for all file types policy should be enabled to force client
computers to participate in Access-Denied Assistance. Again, you must make sure to target your GPO
scope accordingly to "hit" your domain workstations as well as your Windows Server 2012 file servers.

Testing the configuration

This should come as no surprise to you, but Access-Denied Assistance works only with Windows Server




2012 and Windows 8 computers. More specifically, you must enable the Desktop Experience feature on
your servers to see Access-Denied Assistance messages on server computers.

When a Windows 8 client computer attempts to open a file to which the user has no access, the custom
Access-Denied Assistance message should appear:

@ There's a problem accessing \\NASHDC2\fileshare\admindoc.txt

Whoops! It looks like you're having trouble

accessing VWNASHDC X fileshare\admindoc b, Please click
Request Assistance to zend admin@nuggetlab.com

a request.

< Request Assistance

If the user clicks Request Assistance in the Network Access dialog box, they see a secondary message:

Send a message to request assistance

Location: “ZWNASHDCZ\fileshare\admindoc bt
User: NUGGETLAB\pfinnegan

Explain why you need access to this resource:

Explain why you need access to this resource:

At the end of this process, the administrator(s) will receive an e-mail message that contains the key
information they need in order to resolve the access problem:

The user's Active Directory identity

The full path to the problematic file

A user-generated explanation of the problem

So that's it, friends! Access-Denied Assistance presents Windows systems administrators with an easy-to-
manage method for more efficiently resolving user access problems on shared file system resources. Of
course, the key caveat is that your file servers must run Windows Server 2012 and your client devices must
run Windows 8, but other than that, this is a great technology that should save admins extra work and end-
users extra headaches.

http://4sysops.com/archives/access-denied-assistance-in-windows-server-2012/

QUESTION 22
You have a server named Serverl that runs Windows Server 2012 R2. Serverl has the File Server



Resource Manager role service installed.

Each time a user receives an access-denied message after attempting to access a folder on Serverl, an
email notification is sent to a distribution list named DL1.

You create a folder named Folderl on Serverl, and then you configure custom NTFS permissions for
Folderl.

You need to ensure that when a user receives an access-denied message while attempting to access
Folderl, an email natification is sent to a distribution list named DL2. The solution must not prevent DL1
from receiving notifications about other access-denied messages.

What should you do?

A. From Server Manager, run the New Share Wizard to create a share for Folderl by selecting the SMB
Share - Advanced option.

B. From the File Server Resource Manager console, modify the Access-Denied Assistance settings.
From the File Server Resource Manager console, modify the Email Notifications settings.

D. From Server Manager, run the New Share Wizard to create a share for Folderl by selecting the SMB
Share -Applications option.

O

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

http://technet.microsoft.com/en-us/library/jj574182.aspx#BKMK_12

When using the email model each of the file shares, you can determine whether access requests to each
file share will be received by the administrator, a distribution list that represents the file share owners, or
both.

The owner distribution list is configured by using the SMB Share ?Advanced file share profile in the New
Share Wizard in Server Manager.

QUESTION 23

Your network contains an Active Directory domain named contoso.com. The domain contains a domain
controller named DCL1 that runs Windows Server 2012 R2. DC1 is backed up dalily.

The domain has the Active Directory Recycle Bin enabled.

During routine maintenance, you delete 500 inactive user accounts and 100 inactive groups. One of the
deleted groups is named Groupl. Some of the deleted user accounts are members of some of the deleted
groups.

For documentation purposes, you must provide a list of the members of Groupl before the group was
deleted.

You need to identify the names of the users who were members of Groupl prior to its deletion.
You want to achieve this goal by using the minimum amount of administrative effort.

What should you do first?

Mount the most recent Active Directory backup.
Reactivate the tombstone of Groupl.

Perform an authoritative restore of Groupl.
Use the Recycle Bin to restore Groupl.

CSow>»

Correct Answer: A
Section: (none)
Explanation



Explanation/Reference:

Explanation:

The Active Directory Recycle Bin does not have the ability to track simple changes to objects.

If the object itself is not deleted, no element is moved to the Recycle Bin for possible recovery in the future.
In other words, there is no rollback capacity for changes to object properties, or, in other words, to the
values of these properties.

QUESTION 24
Your network contains an Active Directory domain named contoso.com. The domain contains six domain
controllers. The domain controllers are configured as shown in the following table.

Domain controller Operating system FSMO role
name
DC1 '[Wrnd-ows Server 2008 [PDC emulator
|R2
|
DC2 iw:ndows Server 2012 |Schema master
|IR2
I
DC3 irWLndows Server 2008 |Infrastructure master
|R2
|.
DC4 |Windows Server 2008 |Domain naming
‘RZ master
DCS iw‘mdnws Server 2008 |[RID master
|R2
DCa l’WrrdEws Server 2012 |None
|R2
|

The network contains a server named Serverl that has the Hyper-v server role installed. DC6 is a virtual
machine that is hosted on Serverl.

You need to ensure that you can clone DC6.

Which FSMO role should you transfer to DC2?

Rid master

Domain naming master
PDC emulator
Infrastructure master

CSow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

The clone domain controller uses the security context of the source domain controller (the domain controller
whose copy it represents) to contact the Windows Server 2012 R2 Primary Domain Controller (PDC)
emulator operations master role holder (also known as flexible single master operations, or FSMO). The
PDC emulator must be running Windows Server 2012 R2, but it does not have to be running on a
hypervisor.

http://technet.microsoft.com/en-us/library/hh831734.aspx

QUESTION 25
Your network contains an Active Directory domain named contoso.com. All domain controllers run either



Windows Server 2008 or Windows Server 2008 R2.
You deploy a new domain controller named DC1 that runs Windows Server 2012 R2.
You log on to DC1 by using an account that is a member of the Domain Admins group.

You discover that you cannot create Password Settings objects (PSOs) by using Active Directory
Administrative Center.

You need to ensure that you can create PSOs from Active Directory Administrative Center.

What should you do?

Modify the membership of the Group Policy Creator Owners group.
Transfer the PDC emulator operations master role to DC1.
Upgrade all of the domain controllers that run Window Server 2008.
Raise the functional level of the domain.

CSow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Fine-grained password policies allow you to specify multiple password policies within a single domain so
that you can apply different restrictions for password and account lockout policies to different sets of users
in a domain. To use a fine-grained password policy, your domain functional level must be at least Windows
Server 2008. To enable fine-grained password policies, you first create a Password Settings Object (PSO).
You then configure the same settings that you configure for the password and account lockout policies. You
can create and apply PSOs in the Windows Server 2012 environment by using the Active Directory
Administrative Center (ADAC) or Windows PowerShell.

Step 1: Create a PSO
Applies To: Windows Server 2008, Windows Server 2008 R2

http://technet.microsoft.com/en-us//library/cc754461%28v=ws.10%29.aspx

QUESTION 26

Your network contains an Active Directory forest named contoso.com. The functional level of the forest is
Windows Server 2008 R2.

All of the user accounts in the marketing department are members of a group named Contoso
\MarketingUsers. All of the computer accounts in the marketing department are members of a group
named Contoso\MarketingComputers.

A domain user named Userl is a member of the Contoso\MarketingUsers group. A computer named
Computerl is a member of the Contoso\MarketingComputers group.

You have five Password Settings objects (PSOs). The PSOs are defined as shown in the following table.



Password Directly applies to Precedence Minimum

setting password
length

PSO1 Contoso\Domain Usears 16 14

PSO2 Contoso\MarketingUsers 20 11

PSO3 -_t.:_-:r;t-fga?r;'l-ar_k_erng::nmputers 10 112

PSO5 Userl 1 10

When Userl logs on to Computerl and attempts to change her password, she receives an error message
indicating that her password is too short.

You need to tell Userl what her minimum password length is.

What should you tell User1?

10
11
12
14

Cow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

One PSO has a precedence value of 2 and the other PSO has a precedence value of 4. In this case, the
PSO that has the precedence value of 2 has a higher rank and, hence, is applied to the object.

QUESTION 27
Your network contains an Active Directory domain named contoso.com. The Active Directory Recycle bin is
enabled for contoso.com.

A support technician accidentally deletes a user account named Userl. You need to restore the Userl
account.

Which tool should you use?

A. Ldp

B. Esentutl

C. Active Directory Administrative Center
D. Ntdsutil

Correct Answer: C
Section: (none)
Explanation

QUESTION 28
Your network contains an Active Directory forest named contoso.com. The forest contains a single domain.
All domain controllers run Windows Server 2012 R2.

The domain contains two domain controllers. The domain controllers are configured as shown in the
following table.



Domain Server type Scheduled task

controller name

DC1 Physical server Daily snapshots of Active
Directory

DC2 Hyper-V virtual |Daily snapshots of the virtual

machine machineg

Daily backups of the system
state

Active Directory Recycle Bin is enabled.

You discover that a support technician accidentally removed 100 users from an Active Directory group
named Groupl an hour ago.

You need to restore the membership of Groupl.

What should you do?

Recover the items by using Active Directory Recycle Bin.
Modify the is Recycled attribute of Groupl.

Perform tombstone reanimation.

Perform an authoritative restore.

CSow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Active Directory Recycle Bin helps minimize directory service downtime by enhancing your ability to
preserve and restore accidentally deleted Active Directory objects without restoring Active Directory data
from backups, restarting Active Directory Domain Services (AD DS), or rebooting domain controllers.
When you enable Active Directory Recycle Bin, all link-valued and non-link-valued attributes of the deleted
Active Directory objects are preserved and the objects are restored in their entirety to the same consistent
logical state that they were in immediately before deletion. For example, restored user accounts
automatically regain all group memberships and corresponding access rights that they had immediately
before deletion, within and across domains.

QUESTION 29
Your network contains an Active Directory domain named contoso.com. The domain contains a read-only
domain controller (RODC) named RODCL1.

You create a global group named RODC_Admins.

You need to provide the members of RODC_Admins with the ability to manage the hardware and the
software on RODC1. The solution must not provide RODC_Admins with the ability to manage Active
Directory objects.

What should you do?

From Active Directory Site and Services, configure the Security settings of the RODCL1 server object.
From Windows PowerShell, run the Set-ADAccountControlcmdlet.

From a command prompt, run the dsmgmt local roles command.

From Active Directory Users and Computers, configure the Member Of settings of the RODC1 account.

CSow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:



Explanation:

RODC: using the dsmgmt.exe utility to manage local administrators One of the benefits of RODC is that
you can add local administrators who do not have full access to the domain administration. This gives them
the ability to manage the server but not add or change active directory objects unless those roles are
delegated. Adding this type of user is done using the dsmdmt.exe utility at the command prompt.

QUESTION 30

Your network contains an Active Directory domain named contoso.com. The domain contains a domain
controller named DCL1 that runs Windows Server 2012 R2.

You create an Active Directory snapshot of DC1 each day.

You need to view the contents of an Active Directory snapshot from two days ago.

What should you do first?

Run the dsamain.exe command.

Stop the Active Directory Domain Services (AD DS) service.
Start the Volume Shadow Copy Service (VSS).

Run the ntdsutil.exe command.

Sow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Dsamain.exe exposes Active Directory data that is stored in a snapshot or backup as a Lightweight
Directory Access Protocol (LDAP) server.

http://technet.microsoft.com/en-us/library/cc772168.aspx

QUESTION 31
Your network contains an Active Directory domain named contoso.com. All domain controllers run
Windows Server 2012 R2.

In a remote site, a support technician installs a server named DC10 that runs Windows Server 2012 R2.
DC10 is currently a member of a workgroup.

You plan to promote DC10 to a read-only domain controller (RODC).

You need to ensure that a user named Contoso\Userl can promote DC10 to a RODC in the contoso.com
domain. The solution must minimize the number of permissions assigned to User1.

What should you do?
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A. From Active Directory Users and Computers, run the Delegation of Control Wizard on the contoso.com
domain object.

B. From Active Directory Administrative Center, pre-create an RODC computer account.
C. From Ntdsutil, run the local roles command.
D. Join DC10 to the domain. Run dsmod and specify the /server switch.

Correct Answer: B
Section: (none)
Explanation



Explanation/Reference:

Explanation:

A staged read only domain controller (RODC) installation works in two discrete phases:

1. Staging an unoccupied computer account

2. Attaching an RODC to that account during promotion

Reference:

Install a Windows Server 2012 R2 Active Directory Read-Only Domain Controller (RODC)

QUESTION 32
Your network contains an Active Directory domain named contoso.com. The domain contains more than
100 Group Policy objects (GPOs). Currently, there are no enforced GPOs.

You have two GPOs linked to an organizational unit (OU) named OUL.
You need to change the precedence order of the GPOs.

What should you use?

Dcgpofix
Get-GPOReport
Gpfixup

Gpresult

Gpedit. msc
Import-GPO
Restore-GPO
Set-GPInheritance
Set-GPLink
Set-GPPermission
Gpupdate
Add-ADGroupMember

FAS-"IEMTMOO®»

Correct Answer: |
Section: (none)
Explanation

Explanation/Reference:

Explanation:

The Set-GPLinkcmdlet sets the properties of a GPO link.

You can set the following properties:

Enabled. If the GPO link is enabled, the settings of the GPO are applied when Group Policy is processed
for the site, domain or OU.

Enforced. If the GPO link is enforced, it cannot be blocked at a lower-level (in the Group Policy processing
hierarchy) container.

Order. The order specifies the precedence that the settings of the GPO take over conflicting settings in
other GPOs that are linked (and enabled) to the same site, domain, or OU.
http://technet.microsoft.com/en-us/library/ee461022.aspx

QUESTION 33

Your network contains an Active Directory domain named contoso.com. The domain contains more than
100 Group Policy objects (GPOs). Currently, there are no enforced GPOs.

A network administrator accidentally deletes the Default Domain Policy GPO.

You do not have a backup of any of the GPOs.

You need to recreate the Default Domain Policy GPO.

What should you use?

A. Dcgpofix



Get-GPOReport
Gpfixup

Gpresult

Gpedit. msc
Import-GPO
Restore-GPO
Set-GPInheritance
Set-GPLink
Set-GPPermission
Gpupdate
Add-ADGroupMember

FAC~"IQOMMOUO®

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Dcgpofix

Restores the default Group Policy objects to their original state (that is, the default state after initial
installation).

http://technet.microsoft.com/en-us/library/hh875588(v=ws.10).aspx

QUESTION 34

Your network contains an Active Directory domain named contoso.com. The domain contains more than
100 Group Policy objects (GPOs). Currently, there are no enforced

GPOs.

The domain contains a top-level organizational unit (OU) for each department. A group named Groupl
contains members from each department.

You have a GPO named GPO1 that is linked to the domain.
You need to configure GPO1 to apply settings to Groupl only.

What should you use?

Dcgpofix
Get-GPOReport
Gpfixup

Gpresult

Gpedit. msc
Import-GPO
Restore-GPO
Set-GPInheritance
Set-GPLink
Set-GPPermission
Gpupdate
Add-ADGroupMember

rA& "I ommoow»

Correct Answer: J
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Set-GPPermission grants a level of permissions to a security principal (user, security group, or computer)
for one GPO or all the GPOs in a domain. You use the TargetName and TargetType parameters to specify



a user, security group, or computer for which to set the permission level.

-Replace <SwitchParameter>

Specifies that the existing permission level for the group or user is removed before the new permission
level is set. If a security principal is already granted a permission level that is higher than the specified
permission level and you do not use the Replace parameter, no change is made.

http://technet.microsoft.com/en-us/library/ee461038.aspx

QUESTION 35
Your network contains an Active Directory domain named contoso.com. The domain contains more than
100 Group Policy objects (GPOs). Currently, there are no enforced GPOs.

The domain is renamed to adatum.com.
Group Policies no longer function correctly.

You need to ensure that the existing GPOs are applied to users and computers. You want to achieve this
goal by using the minimum amount of administrative effort.

What should you use?

Dcgpofix
Get-GPOReport
Gpfixup

Gpresult

Gpedit. msc
Import-GPO
Restore-GPO
Set-GPInheritance
Set-GPLink
Set-GPPermission
Gpupdate
Add-ADGroupMember

FAS-"IEMTMOO®»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

You can use the gpfixup command-line tool to fix the dependencies that Group Policy objects (GPOs) and
Group Policy links in Active Directory Domain Services (AD DS) have on Domain Name System (DNS) and
NetBIOS names after a domain rename operation.
http://technet.microsoft.com/en-us/library/hh852336(v=ws.10).aspx

QUESTION 36

Your network contains an Active Directory domain named contoso.com. The domain contains a server
named Serverl that runs Windows Server 2012 R2. Serverl has the Remote Access server role installed.
You log on to Serverl by using a user account named User2.

From the Remote Access Management Console, you run the Getting Started Wizard and you receive a
warning message as shown in the exhibit. (Click the Exhibit button.)



= ' Configure Remote Access -

J- Getting Started Wizard

This server doss not comply with some DirectAccess prereguisites, Rasolve all lﬁuer before procesding with
DirectAccess deployment. For more information, see Checkliss Before vou configure -

Check prereguisites sgain

Waming The cument user does not have the required permissions to configure WM fenng in the
domain, Verfy pemmissons

ack Bext = Finish Cancel

You need to ensure that you can configure DirectAccess successfully. The solution must minimize the
number of permissions assigned to User2.

To which group should you add User2?

A. Enterprise Admins
B. Administrators

C. Account Operators
D. Server Operators

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

You must have privileges to create WMI filters in the domain in which you want to create the filter.
Permissions can be changed by adding a user to the Administrators group.

Administrators (A built-in group)

After the initial installation of the operating system, the only member of the group is the Administrator
account. When a computer joins a domain, the Domain Admins group is added to the Administrators group.
When a server becomes a domain controller, the Enterprise Admins group also is added to the
Administrators group. The Administrators group has built-in capabilities that give its members full control
over the system. The group is the default owner of any object that is created by a member of the group.
This example logs in as a test user who is not a domain user or an administrator on the server. This results



in the error specifying that DA can only be configured by a user with local administrator permissions.

http://technet.microsoft.com/en-us/library/cc780416(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/cc775497(v=ws.10).aspx

QUESTION 37
Your network contains an Active Directory domain named contoso.com.

You need to install and configure the Web Application Proxy role service.

What should you do?

A.

B.

C.
D.

Install the Active Directory Federation Services server role and the Remote Access server role on
different servers.

Install the Active Directory Federation Services server role and the Remote Access server role on the
same server.

Install the Web Server (1IS) server role and the Application Server server role on the same server.
Install the Web Server (1IS) server role and the Application Server server role on different servers.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:
Web Application Proxy is a new Remote Access role service in Windows Server® 2012 R2.

@ Firewal Firewral
Client Devices @ :

Web Application
Prosy
Internet

Applications

QUESTION 38
Your network contains an Active Directory domain named contoso.com. The domain contains a server
named Serverl. Serverl is configured as a VPN server.

You need to configure Serverl to perform network address translation (NAT).

What should you do?

A.

From Network Connections, modify the Internet Protocol Version 4 (TCP/IPv4) setting of each network
adapter.

From Network Connections, modify the Internet Protocol Version 6 (TCP/IPv6) setting of each network
adapter.

From Routing and Remote Access, add an IPv6 routing protocol.
From Routing and Remote Access, add an IPv4 routing protocol.

Correct Answer: D



Section: (none)
Explanation

Explanation/Reference:

Explanation:

To configure an existing RRAS server to support both VPN remote access and NAT routing:
1. Open Server Manager.

2. Expand Roles, and then expand Network Policy and Access Services.

3. Right-click Routing and Remote Access, and then click Properties.

4. Select IPv4 Remote access Server or IPv6 Remote access server, or both.

QUESTION 39
You have a DNS server named Served that has a Server Core Installation on Windows Server 2012 R2.

You need to view the time-to-live (TTL) value of a name server (NS) record that is cached by the DNS
Server service on Serverl.

What should you run?

Show-DNSServerCache
nslookup.exe
ipconfig.exe /displaydns
dnscacheugc.exe

CSow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

The Show-DNSServerCache shows all cached Domain Name System (DNS) server resource records in the
following format: Name, ResourceRecordData, Time-to-Live (TTL).

QUESTION 40
You have a DNS server named DN51 that runs Windows Server 2012 R2.

On DNS1, you create a standard primary DNS zone named adatum.com.
You need to change the frequency that secondary name servers will replicate the zone from DNS1.

Which type of DNS record should you modify?

Name server (NS)

Start of authority (SOA)
Host information (HINFO)
Service location (SRV)

CSow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

The time to live is specified in the Start of Authority (SOA) record

Note: TTL (time to live) - The number of seconds a domain name is cached locally before expiration and
return to authoritative nameservers for updated information.

QUESTION 41
Your network contains an Active Directory domain named contoso.com. The domain contains three
servers. The servers are configured as shown in the following table.



Server name Role
servert iDirect Access ar:n;-:rvpm
Server2 ?F|Ie Sarver
Server3 EHyper*'u'

You need to ensure that end-to-end encryption is used between clients and Server2 when the clients
connect to the network by using DirectAccess.

Which two actions should you perform? (Each correct answer presents part of the solution. Choose two.)

From the Remote Access Management Console, reload the configuration.

Add Server2 to a security group in Active Directory.

Restart the IPSec Policy Agent service on Server2.

From the Remote Access Management Console, modify the Infrastructure Servers settings.
From the Remote Access Management Console, modify the Application Servers settings.

moow>

Correct Answer: BE
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Unsure about these answers:

A public key infrastructure must be deployed.

Windows Firewall must be enabled on all profiles. ISATAP in the corporate network is not supported. If you
are using ISATAP, you should remove it and use native IPv6.

Computers that are running the following operating systems are supported as DirectAccess clients:
Windows Server® 2012 R2

Windows 8.1 Enterprise

Windows Server® 2012

Windows 8 Enterprise

Windows Server® 2008 R2

Windows 7 Ultimate

Windows 7 Enterprise

Force tunnel configuration is not supported with KerbProxy authentication. Changing policies by using a
feature other than the DirectAccess management console or Windows PowerShell cmdlets is not
supported. Separating NAT64/DNS64 and IPHTTPS server roles on another server is not supported.

QUESTION 42
Your network contains an Active Directory forest. The forest contains two domains named contoso.com and
fabrikam.com. All of the DNS servers in both of the domains run Windows Server 2012 R2.

The network contains two servers named Serverl and Server2. Serverl hosts an Active Directory-
integrated zone for contoso.com. Server2 hosts an Active Directory-integrated zone for fabrikam.com.
Serverl and Server2 connect to each other by using a WAN link.

Client computers that connect to Serverl for name resolution cannot resolve names in fabnkam.com.

You need to configure Serverl to support the resolution of names in fabnkam.com. The solution must
ensure that users in contoso.com can resolve names in fabrikam.com if the WAN link fails.

What should you do on Serverl?

A. Create a stub zone.

B. Add a forwarder.

C. Create a secondary zone.

D. Create a conditional forwarder.

Correct Answer: C
Section: (none)



Explanation

Explanation/Reference:

Explanation:

http://technet.microsoft.com/en-us/library/cc771898.aspx

When a zone that this DNS server hosts is a secondary zone, this DNS server is a secondary source for
information about this zone. The zone at this server must be obtained from another remote DNS server
computer that also hosts the zone With secondary, you have ability to resolve records from the other
domain even if its DNS servers are temporarily unavailable

While secondary zones contain copies of all the resource records in the corresponding zone on the master
name server, stub zones contain only three kinds of resource records:

A copy of the SOA record for the zone.

Copies of NS records for all name servers authoritative for the zone. Copies of A records for all name
servers authoritative for the zone.
http://www.windowsnetworking.com/articles-tutorials/windows-2003/DNS_ Stub_Zones.html
http://technet.microsoft.com/en-us/library/cc771898.aspx
http://redmondmag.com/Articles/2004/01/01/The-Long-and-Short-of-Stub-Zones.aspx?Page=2

QUESTION 43
Your network contains two servers named Serverl and Server2. Both servers run Windows Server 2012
R2 and have the DNS Server server role installed.

On Serverl, you create a standard primary zone named contoso.com.
You need to ensure that Server2 can host a secondary zone for contoso.com.

What should you do from Serverl?

A. Add Server2 as a name server.

B. Create a trust anchor named Server2.

C. Convert contoso.com to an Active Directory-integrated zone.
D. Create a zone delegation that points to Server2.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Typically, adding a secondary DNS server to a zone involves three steps:

1. On the primary DNS server, add the prospective secondary DNS server to the list of name servers that
are authoritative for the zone.

2. On the primary DNS server, verify that the transfer settings for the zone permit the zone to be transferred
to the prospective secondary DNS server.

3. On the prospective secondary DNS server, add the zone as a secondary zone.

You must add a new Name Server. To add a name server to the list of authoritative servers for the zone,
you must specify both the server's IP address and its DNS name. When entering names, click Resolve to
resolve the name to its IP address prior to adding it to the list.

Secondary zones cannot be AD-integrated under any circumstances.

You want to be sure Server2 can host, you do not want to delegate a zone.

Secondary Domain Name System (DNS) servers help provide load balancing and fault tolerance.
Secondary DNS servers maintain a read-only copy of zone data that is transferred periodically from the
primary DNS server for the zone. You can configure DNS clients to query secondary DNS servers instead
of (or in addition to) the primary DNS server for a zone, reducing demand on the primary server and
ensuring that DNS queries for the zone will be answered even if the primary server is not available.

How-To: Configure a secondary DNS Server in Windows Server 2012

We need to tell our primary DNS that it is ok for this secondary DNS to pull information from it. Otherwise
replication will fail and you will get this big red X.



File Action View Help
o 2m Bm § 0@

&, DNS

4 5 DNS
4[] Forward Lookup Zones

& HLC2012.com

B[] Reverse Lookup Zones
b [ | TrustPoints
b [ Conditional Forwarders Correct the problem then either press FS, or on the Action menu, click Refresh,
b (L] Global Logs

Zone Mot Loaded by DNS Server

The DMS server encountered a problem while sttempting to load the zone. The
transfer of zone data from the master server failed.

For more information about troubleshooting DNS zone problems, see Help,

Head over to your primary DNS server, launch DNS manager, expand Forward Lookup
Zones, navigate to your primary DNS zone, right-click on it and go to Properties.
Go to "Zone Transfers" tab, by default, for security reasons, the "Allow zone transfers: " is un-checked to

protect your DNS information. We need to allow zone transfers, if you value your DNS records, you do not
want to select "To any server" but make sure you click on "Only to servers listed on the Name Servers tab"

Gereral |  Statof Athoy (SOA} |  Name Servers
WINS | Zone Trandfers | Security

A zone transfer sends a copy of the zone to the servers that request a copy.

[v] Allow zone transfers:
() To any server
@ﬁnhﬂammﬁﬂdmﬂwﬂmw.?ﬁummb
() Only to the following servers 2]

P Address Server FQDN

Edil |

To spectfy secondary servers to be notfied of
e, Ak Nty e




Head over to the "Name Servers" tab, click Add

I Zone Transfers
General |  Stat of Authordy (SOA)

To add name servers to the ksi, click Add.

Mame servers:

Server Fully Qualfied Damain Name (FGDN) IP Address
server2012 hic2012 com. [10.10.10.105]

|| Edt. || Remove

an IP address retrieved as the result of a DNS query and may
not represent actual records stored on this server.

You will get "New Name Server Record" window, type in the name of your secondary DNS server. it is
always better to validate by name not IP address to avoid future problems in case your IP addresses
change. Once done, click OK.



Enter a server name and one or mare [P add_resse_s@ﬁi’ are required to identify the name m@

Server fully gqualified doman name (FQON):
dns

IP Addresses of this NS record!:

IP Address Validated
Z(Click here to add an IP Address>
@ 10.10.10.106 oK

] Zone Transfers
General |  Stat of Authordy (SOA)

To add name servers to the ksi, click Add.

Mame servers:

|_Server Fully Qualified Domain Name (FGDN) IP Address
dns. [10.10.10.106] |

server2(12 hlc2012 com. [10.10.10.105]

Add.. || Edt. || Remove

* represants an |P address relneved a8 the result of 2 DNS query and may
not represent actual records stored on this server.

oK R!l Cancd | |



Now if you head back to to your secondary DNS server and refresh, the big red X will go away and your
primary zone data will populate

& DNS Manager
File Action View Help
e nE Ec= BE 8
i DNS Mame Type Data
4 F DNS | _msdcs
4 | | Forward Lockup Zones | _sites
b HLC2012.com tep
b || Reverse Lookup Zones | _udp
b Trust _F'.nlhts | domaindnszones
[ Elnnbdlltl:nal Forwarders N e tdnEsor e
b Lﬂl G bcai F| (same as parent folder) Start of Authonity (SOA) [37], server2012.hi.
n (zame as parent folder) Marme Senver (M5) serverZ(012.hic2012
Pi (same as parent folder) Mame Server (M5) dns.
:;| (same as parent folder) Hiost (4] 10.10.10.105
_| dhecp Host (&) 10.1010.107
"_i dns Host [4&) 10.10.10.106
=l =enverdin? Host (4] 10.10070L105

Your secondary DNS is fully setup now. You can not make any DNS changes from your secondary DNS.
Secondary DNS is a read-only DNS, Any DNS changes have to be done from the primary DNS.

http://technet.microsoft.com/en-us/library/cc816885%28v=ws.10%29.aspx
http://technet.microsoft.com/en-us/library/cc816814%28v=ws.10%29.aspx
http://blog.hyperexpert.com/how-to-configure-a-secondary-dns-server-in-windows-server-2012/
http://technet.microsoft.com/en-us/library/cc770984.aspx
http://support.microsoft.com/kb/816101
http://technet.microsoft.com/en-us/library/cc753500.aspx
http://technet.microsoft.com/en-us/library/cc771640(v=ws. 10).aspx
http://technet.microsoft.com/en-us/library/ee649280(v=ws. 10).aspx

QUESTION 44

Your network contains an Active Directory domain named contoso.com. The domain contains a Web server
named www.contoso.com. The Web server is available on the Internet.

You implement DirectAccess by using the default configuration.

You need to ensure that users never attempt to connect to www.contoso.com by using DirectAccess. The
solution must not prevent the users from using DirectAccess to access other resources in contoso.com.



Which settings should you configure in a Group Policy object (GPO)?

DirectAccess Client Experience Settings
DNS Client

Name Resolution Policy

Network Connections

CSow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

For DirectAccess, the NRPT must be configured with the namespaces of your intranet with a leading dot
(for example, . internal.contoso.com or . corp.contoso.com). For a DirectAccess client, any name request
that matches one of these namespaces will be sent to the specified intranet Domain Name System (DNS)
servers.

Include all intranet DNS namespaces that you want DirectAccess client computers to access.

There are no command line methods for configuring NRPT rules. You must use Group Policy settings. To
configure the NRPT through Group Policy, use the Group Policy add-in at Computer Configuration \Policies
\Windows Settings\Name Resolution Policy in the Group Policy object for DirectAccess clients. You can
create a new NRPT rule and edit or delete existing rules. For more information, see Configure the NRPT
with Group Palicy.

QUESTION 45
Your network contains an Active Directory domain named contoso.com.

All user accounts for the marketing department reside in an organizational unit (OU) named OU1. All user
accounts for the finance department reside in an organizational unit (OU) named OU2.

You create a Group Policy object (GPO) named GPO1. You link GPO1 to OU2. You configure the Group
Policy preference of GPOL1 to add a shortcut named Link1 to the desktop.

You discover that when a user signs in, the Link1 is not added to the desktop.
You need to ensure that when a user signs in, Link1 is added to the desktop.

What should you do?

Enforce GPOL.

Enable loopback processing in GPO1.

Modify the Link1 shortcut preference of GPOL1.
Modify the Security Filtering settings of GPOL1.

CSow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Secuirity filtering is a way of refining which users and computers will receive and apply the settings in a
Group Policy object (GPO). Using security filtering, you can specify that only certain security principals
within a container where the GPO is linked apply the GPO. Security group filtering determines whether the
GPO as a whole applies to groups, users, or computers; it cannot be used selectively on different settings
within a GPO.

QUESTION 46
Your network contains an Active Directory domain named contoso.com. The domain contains a domain
controller named DCL1 that runs Windows Server 2012 R2.

All client computers run Windows 8 Enterprise.



DC1 contains a Group Policy object (GPO) named GPO1.
You need to deploy a VPN connection to all users.

What should you configure from User Configuration in GPO1?

Policies/Administrative Templates/Network/Windows Connect Now
Policies/Administrative Templates/Network/Network Connections
Policies/Administrative Templates/Windows Components/Windows Mobility Center
Preferences/Control Panel Settings/Network Options

Sow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

1. Open the Group Policy Management Console. Right-click the Group Policy object (GPO) that should
contain the new preference item, and then click Edit.

2. In the console tree under Computer Configuration or User Configuration, expand the Preferences folder,
and then expand the Control Panel Settings folder.

3. Right-click the Network Options node, point to New, and select VPN Connection.

The Network Options extension allows you to centrally create, modify, and delete dial-up networking and
virtual private network (VPN) connections. Before you create a network option preference item, you should
review the behavior of each type of action possible with the extension.
http://technet.microsoft.com/en-us/library/cc772449.aspx
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QUESTION 47
Your network contains an Active Directory domain named contoso.com. All client computers run Windows
8.1.

The network contains a shared folder named FinancialData that contains five files.
You need to ensure that the FinancialData folder and its contents are copied to all of the client computers.

Which two Group Policy preferences should you configure? (Each correct answer presents part of the
solution. Choose two.)

Shortcuts
Network Shares
Environment
Folders

Files

moow>

Correct Answer: DE
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Folder preference items allow you to create, update, replace, and delete folders and their contents. (To
configure individual files rather than folders, see Files Extension.) Before you create a Folder preference
item, you should review the behavior of each type of action possible with this extension.



File preference items allow you to copy, modify the attributes of, replace, and delete files. (To configure
folders rather than individual files, see Folders Extension.) Before you create a File preference item, you
should review the behavior of each type of action possible with this extension.

QUESTION 48
Your network contains an Active Directory domain named contoso.com. All domain controllers run
Windows Server 2012 R2.

You have a Group Policy object (GPO) named GPOL that contains hundreds of settings. GPOL1 is linked to
an organizational unit (OU) named OUL. OU1 contains 200 client computers.

You plan to unlink GPOL1 from OUL1.

You need to identify which GPO settings will be removed from the computers after GPOL1 is unlinked from
Ou1.

Which two GPO settings should you identify? (Each correct answer presents part of the solution. Choose
two.)

A. The managed Administrative Template settings
B. The unmanaged Administrative Template settings
C. The System Services security settings

D. The Event Log security settings

E. The Restricted Groups security settings

Correct Answer: AD
Section: (none)
Explanation

Explanation/Reference:

Explanation:

http://technet.microsoft.com/en-us/library/cc778402(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/bb964258.aspx

There are two kinds of Administrative Template policy settings: Managed and Unmanaged . The Group
Policy service governs Managed policy settings and removes a policy setting when it is no longer within
scope of the user or computer

QUESTION 49

Your network contains an Active Directory domain named contoso.com. All domain controllers run
Windows Server 2012 R2. The domain contains 500 client computers that run Windows 8.1 Enterprise and
Microsoft Office 2013.

You implement a Group Policy central store.

You need to modify the default Microsoft Office 2013 Save As location for all client computers. The solution
must minimize administrative effort.

What should you configure in a Group Policy object (GPO)?

The Group Policy preferences
An application control policy

The Administrative Templates
The Software Installation settings

Sow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Group Policy preferences provide the means to simplify deployment and standardize configurations. They
add to Group Policy a centralized system for deploying preferences (that is, settings that users can change



later). You can also use Group Policy preferences to configure applications that are not Group Policy-
aware. By using Group Policy preferences, you can change or delete almost any registry setting, file or
folder, shortcut, and more. You are not limited by the contents of Administrative Template files.
http://technet.microsoft.com/en-us/library/dn581922.aspx

QUESTION 50
Your network contains an Active Directory domain named contoso.com. All domain controllers run
Windows Server 2012 R2.

The domain contains 200 Group Policy objects (GPOSs).

An administrator named Adminl must be able to add new WMI filters from the Group Policy Management
Console (GPMC).

You need to delegate the required permissions to Adminl. The solution must minimize the number of
permissions assigned to Adminl.

What should you do?

From Active Directory Users and Computers, add Adminl to the WinRMRemoteWMIUsers_group.
From Group Policy Management, assign Creator Owner to Adminl for the WMI Filters container.
From Active Directory Users and Computers, add Adminl to the Domain Admins group.

From Group Policy Management, assign Full control to Adminl for the WMI Filters container.

Sow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Users with Full control permissions can create and control all WMI filters in the domain, including WMI
filters created by others.

Users with Creator owner permissions can create WMI filters, but can only control WMI filters that they
create.

http://technet.microsoft.com/en-us/library/cc757429(v=ws.10).aspx

QUESTION 51
Your network contains two DNS servers named Serverl and Server2 that run Windows Server 2012 R2.
Serverl hosts a primary zone for contoso.com. Server2 hosts a secondary zone for contoso.com.

You need to ensure that Server2 replicates changes to the contoso.com zone every five minutes.

Which setting should you modify in the start of authority (SOA) record?

Retry interval

Expires after

Minimum (default) TTL
Refresh interval

CSow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

By default, the refresh interval for each zone is set to 15 minutes. The refresh interval is used to determine
how often other DNS servers that load and host the zone must attempt to renew the zone.
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QUESTION 52
Your network contains two Active Directory domains named contoso.com and adatum.com.

The network contains a server named Serverl that runs Windows Server 2012 R2. Serverl has the DNS
Server server role installed. Serverl has a copy of the contoso.com DNS zone.

You need to configure Serverl to resolve names in the adatum.com domain. The solution must meet the
following requirements:

= Prevent the need to change the configuration of the current name servers that host zones for
adatum.com.
= Minimize administrative effort.

Which type of zone should you create?

Secondary
Stub

Reverse lookup
Primary

o0

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

When a zone that this DNS server hosts is a stub zone, this DNS server is a source only for information
about the authoritative name servers for this zone. The zone at this server must be obtained from another



DNS server that hosts the zone. This DNS server must have network access to the remote DNS server to
copy the authoritative name server information about the zone.

A stub zone is a copy of a zone that contains only necessary resource records (Start of Authority (SOA),
Name Server (NS), and Address/Host (A) record) in the master zone and acts as a pointer to the
authoritative name server. The stub zone allows the server to forward queries to the name server that is
authoritative for the master zone without going up to the root name servers and working its way down to the
server. While a stub zone can improve performance, it does not provide redundancy or load sharing.

MNew Zone Wizard | n
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You can use stub zones to:

Keep delegated zone information current. By updating a stub zone for one of its child zones regularly, the
DNS server that hosts both the parent zone and the stub zone will maintain a current list of authoritative
DNS servers for the child zone. Improve name resolution. Stub zones enable a DNS server to perform
recursion using the stub zone's list of name servers, without having to query the Internet or an internal root
server for the DNS namespace.

Simplify DNS administration. By using stub zones throughout your DNS infrastructure, you can distribute a
list of the authoritative DNS servers for a zone without using secondary zones. However, stub zones do not
serve the same purpose as secondary zones, and they are not an alternative for enhancing redundancy
and load sharing.

There are two lists of DNS servers involved in the loading and maintenance of a stub zone:

The list of master servers from which the DNS server loads and updates a stub zone. A master server may
be a primary or secondary DNS server for the zone. In both cases, it will have a complete list of the DNS
servers for the zone. The list of the authoritative DNS servers for a zone. This list is contained in the stub
zone using name server (NS) resource records.

When a DNS server loads a stub zone, such as widgets. tailspintoys.com, it queries the master servers,
which can be in different locations, for the necessary resource records of the authoritative servers for the
zone widgets. tailspintoys.com. The list of master servers may contain a single server or multiple servers,
and it can be changed anytime.

http://technet.microsoft.com/en-us/library/cc771898.aspx
http://technet.microsoft.com/en-us/library/cc754190.aspx
http://technet.microsoft.com/en-us/library/cc730980.aspx



QUESTION 53

Your network contains an Active Directory domain named contoso.com. The domain contains six domain
controllers named DC1, DC2, DC3, DC4, DC5, and DC6. Each domain controller has the DNS Server
server role installed and hosts an Active Directory-integrated zone for contoso.com.

You plan to create a new Active Directory-integrated zone named litwareinc.com that will be used for
testing.

You need to ensure that the new zone will be available only on DC5 and DCG.

What should you do first?

Change the zone replication scope.

Create an Active Directory connection object.
Create an Active Directory site link.

Create an application directory partition.

CSow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

You can store Domain Name System (DNS) zones in the domain or application directory partitions of Active
Directory Domain Services (AD DS). A partition is a data structure in AD DS that distinguishes data for
different replication purposes. When you create an application directory partition for DNS, you can control
the scope of replication for the zone that is stored in that partition.

QUESTION 54

Your network contains an Active Directory domain named contoso.com. The domain contains a server
named NPS1 that has the Network Policy Server server role installed. All servers run Windows Server 2012
R2.

You install the Remote Access server role on 10 servers.
You need to ensure that all of the Remote Access servers use the same network policies.

Which two actions should you perform? (Each correct answer presents part of the solution. Choose two.)

A. Configure each Remote Access server to use the Routing and Remote Access service (RRAS) to
authenticate connection requests.

B. On NPS1, create a remote RADIUS server group. Add all of the Remote Access servers to the remote
RADIUS server group.

C. On NPS1, create a new connection request policy and add a Tunnel-Type and a Service-Type
condition.

D. Configure each Remote Access server to use a RADIUS server named NPS1.
E. On NPS1, create a RADIUS client template and use the template to create RADIUS clients.

Correct Answer: CD
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Connection request policies are sets of conditions and settings that allow network administrators to
designate which RADIUS servers perform the authentication and authorization of connection requests that
the server running Network Policy Server (NPS) receives from RADIUS clients. Connection request policies
can be configured to designate which RADIUS servers are used for RADIUS accounting. When you
configure Network Policy Server (NPS) as a Remote Authentication Dial-In User Service (RADIUS) proxy,
you use NPS to forward connection requests to RADIUS servers that are capable of processing the
connection requests because they can perform authentication and authorization in the domain where the
user or computer account is located. For example, if you want to forward connection requests to one or



more RADIUS servers in untrusted domains, you can configure NPS as a RADIUS proxy to forward the
requests to the remote RADIUS servers in the untrusted domain. To configure NPS as a RADIUS proxy,
you must create a connection request policy that contains all of the information required for NPS to evaluate
which messages to forward and where to send the messages.
http://technet.microsoft.com/en-us/library/cc730866(v=ws.10).aspx

QUESTION 55

Your network contains a server named Serverl that has the Network Policy and Access Services server
role installed.

All of the network access servers forward connection requests to Serverl.

You create a new network policy on Serverl.

You need to ensure that the new policy applies only to connection requests from the 192.168.0.0/24 subnet.

What should you do?

Set the Client IP4 Address condition to 192.168.0.0/24.
Set the Client IP4 Address condition to 192.168.0.

Set the Called Station ID constraint to 192.168.0.0/24.
Set the Called Station ID constraint to 192.168.0.

CSow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

RADIUS client properties

Following are the RADIUS client conditions that you can configure in network policy.

Calling Station ID: Specifies the network access server telephone number that was dialed by the dial-up
access client.

Client Friendly Name: Specifies the name of the RADIUS client that forwarded the connection request to
the NPS server.

Client IPv4 Address: Specifies the Internet Protocol (IP) version 4 address of the RADIUS client that
forwarded the connection request to the NPS server.

Client IPv6 Address: Specifies the Internet Protocol (IP) version 6 address of the RADIUS client that
forwarded the connection request to the NPS server.

Client Vendor: Specifies the name of the vendor or manufacturer of the RADIUS client that sends
connection requests to the NPS server.

MS RAS Vendor: Specifies the vendor identification number of the network access server that is requesting
authentication.

QUESTION 56

Your network contains an Active Directory domain named contoso.com. The domain contains a server
named Serverl that runs Windows Server 2012 R2. Serverl has the Network Policy and Access Services
server role installed.

You plan to deploy 802.1x authentication to secure the wireless network.

You need to identify which Network Policy Server (NPS) authentication method supports certificate-based
mutual authentication for the 802.1x deployment.

Which authentication method should you identify?

MS-CHAP
PEAP-MS-CHAPv2
EAP-TLS
MS-CHAP v2

Sow>

Correct Answer: C



Section: (none)
Explanation

Explanation/Reference:

Explanation:

802.1X uses EAP, EAP-TLS, EAP-MS-CHAP v2, and PEAP authentication methods:

EAP (Extensible Authentication Protocol) uses an arbitrary authentication method, such as certificates,
smart cards, or credentials.

EAP-TLS (EAP-Transport Layer Security) is an EAP type that is used in certificate- based security
environments, and it provides the strongest authentication and key determination method.
EAP-MS-CHAP v2 (EAP-Microsoft Challenge Handshake Authentication Protocol version 2) is a mutual
authentication method that supports password-based user or computer authentication.

PEAP (Protected EAP) is an authentication method that uses TLS to enhance the security of other EAP
authentication protocols.

QUESTION 57
Your network contains an Active Directory domain named contoso.com. The domain contains client
computers that run either Windows XP or Windows 8.

Network Policy Server (NPS) is deployed to the domain.
You plan to create a system health validator (SHV).
You need to identify which policy settings can be applied to all of the computers.

Which three policy settings should you identify? (Each correct answer presents part of the solution. Choose
three.)

Antispyware is up to date.

Automatic updating is enabled.

Antivirus is up to date.

A firewall is enabled for all network connections.
An antispyware application is on.

moowy»

Correct Answer: BCD
Section: (none)
Explanation

Explanation/Reference:

Explanation:

The WSHA on NAP client computers running Windows XP SP3 does not monitor the status of antispyware
applications.
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QUESTION 58
Your network contains two servers named Serverl and Server2 that run windows Server 2012 R2. Serverl
and 5erver2 have the Windows Server Update Services server role installed.

Serverl synchronizes from Microsoft Update. Server2 is a Windows Server Update Services (WSUS)
replica of Serverl.

You need to configure replica downstream servers to send Serverl summary information about the
computer update status.

What should you do?

From Serverl, configure Reporting Rollup.
From Server2, configure Reporting Rollup.
From Server2, configure Email Notifications.
From Serverl, configure Email Notifications.

CSow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

WSUS Reporting Rollup Sample Tool

This tool uses the WSUS application programming interface (API) to demonstrate centralized monitoring
and reporting for WSUS. It creates a single report of update and computer status from the WSUS servers
into your WSUS environment. The sample package also contains sample source files to customize or
extend the tool functionality of the tool to meet specific needs. The WSUS Reporting Rollup Sample Tool




and files are provided AS IS. No product support is available for this tool or sample files. For more
information read the readme file.
http://technet.microsoft.com/en-us/windowsserver/bb466192.aspx

QUESTION 59
You manage a server that runs Windows Server 2012 R2. The server has the Windows Deployment
Services server role installed.

You start a virtual machine named VM1 as shown in the exhibit. (Click the Exhibit button.)

lyper-y
PXE Network Boot 69.14.2011

(C) Copyright £011 RMicrosoft Corporation, All Rights Reseruved.

CLIENT MAC ADDR: 80 15 5D 68 6F 13 GUID: 379708EF-Co4B—4525-5FE8-C4150BB6C610
DHCE .

You need to configure a pre-staged device for VM1 in the Windows Deployment Services console.

Which two values should you assign to the device ID? (Each correct answer presents a complete solution.
Choose two.)

979708BFC04B45259FE0C4150BB6C618
979708BF-C04B-4525-9FE0-C4150BB6C618
00155D000F1300000000000000000000
0000000000000000000000155D000F13
00000000-0000-0000-0000-C4150BB6C618

moowy»

Correct Answer: BD
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Use client computer's media access control (MAC) address preceded with twenty zeros or the globally
unique identifier (GUID) in the format: {XXXXXXXX-XXXX-XXXX-XXX- XXXXXXXXXXXX}.
http://technet.microsoft.com/en-us/library/cc754469. aspx

QUESTION 60
You have a server named Serverl that runs Windows Server 2012 R2.

On Serverl, you configure a custom Data Collector Set (DCS) named DCS1. DCS1 is configured to store
performance log data in C:\Logs.

You need to ensure that the contents of C:\Logs are deleted automatically when the folder reaches 100 MB
in size.

What should you configure?
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A File Server Resource Manager (FSRM) file screen on the C:\Logs folder
The Data Manager settings of DCS1

A schedule for DCS1

A File Server Resource Manager (FSRM) quota on the C:\Logs folder

CSow>»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

To configure data management for a Data Collector Set

1. In Windows Performance Monitor, expand Data Collector Sets and click User Defined.

2. In the console pane, right-click the name of the Data Collector Set that you want to configure and click
Data Manager.

3. On the Data Manager tab, you can accept the default values or make changes according to your data
retention policy. See the table below for details on each option.

When Minimum free disk or Maximum folders is selected, previous data will be deleted according to the
Resource policy you choose (Delete largest or Delete oldest) when the limit is reached. When Apply policy
before the data collector set starts is selected, previous data will be deleted according to your selections
before the data collector set creates its next log file.

When Maximum root path size is selected, previous data will be deleted according to your selections when
the root log folder size limit is reached.

4. Click the Actions tab. You can accept the default values or make changes. See the table below for details
on each option.

5. When you have finished making your changes, click OK.

QUESTION 61
You have Windows Server 2012 R2 installation media that contains a file named Install.wim.

You need to identify which images are present in Install.wim.

What should you do?

Run imagex.exe and specify the /ref parameter.

Run dism.exe and specify the /get-mountedwiminfo parameter.
Run dism.exe and specify the /get-imageinfo parameter.

Run imagex.exe and specify the /verify parameter.

CSow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

Option:

/Get-Imagelnfo

Arguments:
/ImageFile: <path_to_image.wim>
[{/Index: <Image_index> | /IName: <Image_name>}]

Displays information about the images that are contained in the .wim, vhd or .vhdx file. When used with the
Index or /Name argument, information about the specified image is displayed, which includes if an image is
a WIMBoot image, if the image is Windows 8.1 Update, see Take Inventory of an Image or Component
Using DISM. The /Name argument does not apply to VHD files. You must specify /Index: 1 for VHD files.

http://technet.microsoft.com/en-us/library/cc749447(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/dd744382(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/hh825224.aspx



QUESTION 62

Your network contains an Active Directory domain named contoso.com. The domain contains a server
named Serverl that runs Windows Server 2008 R2.

You plan to test Windows Server 2012 R2 by using native-boot virtual hard disks (VHDs).

You attach a new VHD to Serverl.

You need to install Windows Server 2012 R2 in the VHD.

What should you do?

Run imagex.exe and specify the /append parameter.
Run dism.exe and specify the /apply-image parameter.
Run imagex.exe and specify the /export parameter.

Run dism.exe and specify the /append-image parameter.

CSow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

On the destination computer, you will create a structure for the partitions where you apply your images. The
partition structure on the destination computer must match the partition structure of the reference computer.
If you apply an image to a volume with an existing Windows installation, files from the previous installation
may not be deleted. Format the volume by using a tool such as DiskPart before applying the new image.

QUESTION 63
Your network contains an Active Directory domain named contoso.com. The domain contains a member
server named Serverl. All servers run Windows Server 2012 R2.

You need to collect the error events from all of the servers on Serverl. The solution must ensure that when
new servers are added to the domain, their error events are collected automatically on Serverl.

Which two actions should you perform? (Each correct answer presents part of the solution. Choose two.)

On Serverl, create a collector initiated subscription.

On Serverl, create a source computer initiated subscription.

From a Group Policy object (GPO), configure the Configure target Subscription Manager setting.
From a Group Policy object (GPO), configure the Configure forwarder resource usage setting.

CSow>

Correct Answer: BC
Section: (none)
Explanation

Explanation/Reference:

Explanation:

To set up a Source-Initiated Subscription with Windows Server 2003/2008 so that events of interest from
the Security event log of several domain controllers can be forwarded to an administrative workstation

* Group Policy
The forwarding computer needs to be configured with the address of the server to which the events are
forwarded. This can be done with the following group policy setting:

Computer configuration-Administrative templates-Windows components-Event forwarding- Configure the
server address, refresh interval, and issue certificate authority of a target subscription manager.

* Edit the GPO and browse to Computer Configuration | Policies | Administrative Templates | Windows
Components | Event Forwarding - Configure the server address, refresh interval, and issuer certificate
authority of a target Subscription Manager



QUESTION 64
Your network contains a Hyper-V host named Serverl that hosts 20 virtual machines.

You need to view the amount of memory resources and processor resources each virtual machine uses
currently.

Which tool should you use on Serverl?

Hyper-V Manager

Task Manager

Windows System Resource Manager (WSRM)
Resource Monitor

Sow>

Correct Answer: A
Section: (none)
Explanation

QUESTION 65
You have a server named WSUSL1 that runs Windows Server 2012 R2. WSUS1 has the Windows Server
Update Services server role installed and has one volume.

You add a new hard disk to WSUS1 and then create a volume on the hard disk.

You need to ensure that the Windows Server Update Services (WSUS) update files are stored on the new
volume.

What should you do?

From the Update Services console, configure the Update Files and Languages option.

From the Update Services console, run the Windows Server Update Services Configuration Wizard.
From a command prompt, run wsusutil.exe and specify the export parameter.

From a command prompt, run wsusutil.exe and specify the movecontent parameter.

CSow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Local Storage Considerations

If you decide to store update files on your server, the recommended minimum disk size is 30 GB. However,
depending on the synchronization options you specify, you might need to use a larger disk. For example,
when specifying advanced synchronization options, as in the following procedure, if you select options to
download multiple languages and/or the option to download express installation files, your server disk can
easily reach 30 GB. Therefore if you choose any of these options, install a larger disk (for example, 100
GB).

If your disk gets full, you can install a new, larger disk and then move the update files to the new location.
To do this, after you create the new disk drive, you will need to run the WSUSutil.exetool (with the
movecontent command) to move the update files to the new disk. For this procedure, see Managing WSUS
from the Command Line.

For example, if D:\WSUSL is the new path for local WSUS update storage, D:\move. log is the path to the
log file, and you wanted to copy the old files to the new location, you would type: wsusutil.exe movecontent
D:\WSUS1\ D:\move. log

Note: If you do not want to use WSUSutil.exe to change the location of local WSUS update storage, you
can also use NTFS functionality to add a partition to the current location of local WSUS update storage. For
more information about NTFS, go to Help and Support Center in Windows Server 2003.

Syntax



At the command line %drive%\Program Files\Update Services\Tools>, type:
wsusutilmovecontentcontentpathlogfile -skipcopy [/?]

The parameters are defined in the following table. contentpath - the new root for content files. The path
must exist. logfile - the path and file name of the log file to create. -skipcopy - indicates that only the server
configuration should be changed, and that the content files should not be copied.

/help or /? - displays command-line help for movecontent command.

http://blogs.technet.com/b/sus/archive/2008/05/19/wsus-how-to-change-the-location-where-wsus-stores-
updates-locally.aspx

http://technet.microsoft.com/en-us/library/cc720475(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/cc708480%28v=ws.10%29.aspx
http://technet.microsoft.com/en-us/library/cc720466(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/cc708480%28v=ws.10%29.aspx

QUESTION 66
Your company has a main office and two branch offices. The main office is located in Seattle. The two
branch offices are located in Montreal and Miami. Each office is configured as an Active Directory site.

The network contains an Active Directory domain named contoso.com. Network traffic is not routed
between the Montreal office and the Miami office.

You implement a Distributed File System (DFS) namespace named \\contoso.com\public. The namespace
contains a folder named Folderl. Folderl has a folder target in each office.

You need to configure DFS to ensure that users in the branch offices only receive referrals to the target in
their respective office or to the target in the main office.

Which two actions should you perform? (Each correct answer presents part of the solution. Choose two.)

Set the Ordering method of \\contoso.com\public to Random order.

Set the Advanced properties of the folder target in the Seattle office to Last among all targets.

Set the Advanced properties of the folder target in the Seattle office to First among targets of equal cost.
Set the Ordering method of \\contoso.com\public to Exclude targets outside of the client's site.

Set the Advanced properties of the folder target in the Seattle office to Last among targets of equal cost.
Set the Ordering method of \\contoso.com\public to Lowest cost.

mmoow>»

Correct Answer: CD
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Exclude targets outside of the client's site

In this method, the referral contains only the targets that are in the same site as the client. These same-site
targets are listed in random order. If no same-site targets exist, the client does not receive a referral and
cannot access that portion of the namespace. Note: Targets that have target priority set to "First among all
targets" or "Last among all targets" are still listed in the referral, even if the ordering method is set to
Exclude targets outside of the client's site .

Note 2: Set the Ordering Method for Targets in Referrals A referral is an ordered list of targets that a client
computer receives from a domain controller or namespace server when the user accesses a namespace
root or folder with targets. After the client receives the referral, the client attempts to access the first target
in the list. If the target is not available, the client attempts to access the next target.

QUESTION 67
You have a server named Server 1.

You enable BitLocker Drive Encryption (BitLocker) on Server 1.

You need to change the password for the Trusted Platform Module (TPM) chip.



What should you run on Serverl?

CSow>»

Manage-bde.exe
Set-TpmOwnerAuth
bdehdcfg.exe
tpmvscmgr.exe

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

The Set-TpmOwnerAuthcmdlet changes the current owner authorization value of the Trusted Platform
Module (TPM) to a new value. You can specify the current owner authorization value or specify a file that
contains the current owner authorization value. If you do not specify an owner authorization value, the
cmdlet attempts to read the value from the registry.
Use the ConvertTo-TpmOwnerAuthcmdlet to create an owner authorization value. You can specify a new
owner authorization value or specify a file that contains the new value.

QUESTION 68

You have a file server that has the File Server Resource Manager role service installed.

You open the File Server Resource Manager console as shown in the exhibit. (Click the Exhibit button.)

File Action Yiew Help
% 2c @B

| &a File Server Resource Manager (Local)
| 4 59 Quots Management

& Quotas
3] Quota Templates
a &":" File Screening Management
L5 File Screens
18] File Screen Templates
| | File Groups
Lﬂ, Storage Reports Management
4 [ Classification Management
q_" Classification Properties
il Classification Rules
ia File Management Tasks

File Server Resource Manager
Filtes: Show all: 3 items
Queta Path Limit Quota Type
= Quota Path: C:\Folder1 (1 item)
& CiFolderl 100 MB Hard
= Quota Path: C:\Folder2 {1 item)
& Ci\Folder2 200 MB Hard
= Quota Path: C:\Folder3 (1 ftem)
4 Ci\Folder3 200 M8 Hard

You need to ensure that all of the folders in Folderl have a 100-MB quota limit.

What should you do?

CSow>

Run the Update FsrmQuotacmdlet.

Run the Update-FsrmAutoQuotacmdlet.

Create a new quota for Folderl.

Modify the quota properties of Folder1.



Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:
By using auto apply quotas, you can assign a quota template to a parent volume or folder. Then File Server

Resource Manager automatically generates quotas that are based on that template. Quotas are generated
for each of the existing subfolders and for subfolders that you create in the future.

Create Quota |
Quota path:
() Cr=ate quota on path
®) Austo apply template and create quotas on existing and new subfolders
Cuocta properies
You can eiher use properties from a quota template or define custom
guota properties.

How do you wani to configure quota properties?
(®) Desive properties from this quota template frecommended):
| 100 MB Lime v]

Summary of guota properties:
= Auto Apply Quota: ~
Source template: 100 MB Limit
Lim#t: 100 MB {Hard)
= Notification: 4
Waming{35%): Email
YWaming(353.); Email, Event log o

il

Create | | Cancel

http://technet.microsoft.com/en-us/library/cc731577.aspx

QUESTION 69
Your network contains an Active Directory forest named contoso.com.

The domain contains three servers. The servers are configured as shown in the following table.



Server name | Operating system |Server role

DC1 Windows Server 2008 R2 EDNS Server

|DHCP Server

|
|Active Directory

IDomain Services

Server2 Windows Server 2012 R2 EFite and Storage
{Services
Server3 windows Server 2012 R2 |Active Directory

[Certificate Services

You need to identify which server role must be deployed to the network to support the planned
implementation.

Which role should you identify?

Network Policy and Access Services

Volume Activation Services

Windows Deployment Services

Active Directory Rights Management Services

CSow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Windows Deployment Services (WDS) is a server role that enables you to remotely deploy Windows
operating systems. You can use it to set up new computers by using a network- based installation. This
means that you do not have to install each operating system directly from a CD, USB drive or DVD. To use
Windows Deployment Services, you should have a working knowledge of common desktop deployment
technologies and networking components, including Dynamic Host Configuration Protocol (DHCP), Domain
Name System (DNS), and Active Directory Domain Services (AD DS). It is also helpful to understand the
Preboot execution Environment (also known as Pre-Execution Environment).

QUESTION 70
Your network contains an Active Directory domain named contoso.com. The domain contains five servers.
The servers are configured as shown in the following table.

Server name Configuration

Serverl Domain controller

Server DHCP sarver

Server3 DNS sarver

Serverd MNetwork Policy Server (NPS)

Servers Windows Deployment Services
(WDS)

All desktop computers in contoso.com run Windows 8 and are configured to use BitLocker Drive Encryption



(BitLocker) on all local disk drives.

You need to deploy the Network Unlock feature. The solution must minimize the number of features and
server roles installed on the network.

To which server should you deploy the feature?

Serverl
Server2
Server3
Server4d
Serverb

moowy

Correct Answer: E
Section: (none)
Explanation

Explanation/Reference:

Explanation:

The BitLocker Network Unlock feature will install the WDS role if it is not already installed. If you want to
install it separately before you install BitLocker Network Unlock you can use Server Manager or Windows
PowerShell. To install the role using Server Manager, select the Windows Deployment Services role in
Server Manager.

QUESTION 71
You have a server named Serverl that runs Windows Server 2012 R2. Serverl has the File Server
Resource Manager role service installed.

Serverl has a folder named Folderl that is used by the human resources department.

You need to ensure that an email notification is sent immediately to the human resources manager when a
user copies an audio file or a video file to Folderl.

What should you configure on Serverl1?

a storage report task
a file screen exception
a file screen

a file group

CSow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Create file screens to control the types of files that users can save, and generate notifications when users
attempt to save unauthorized files. With File Server Resource Manager (FSRM) you can create file screens
that prevent users from saving unauthorized files on volumes or folders.

File Screen Enforcement:

You can create file screens to prevent users from saving unauthorized files on volumes or folders. There
are two types of file screen enforcement: active and passive enforcement. Active file screen enforcement
does not allow the user to save an unauthorized file. Passive file screen enforcement allows the user to
save the file, but notifies the user that the file is not an authorized file. You can configure notifications, such
as events logged to the event log or e-mails sent to users and administrators, as part of active and passive
file screen enforcement.

QUESTION 72
Your network contains an Active Directory domain named contoso.com. The domain contains a domain
controller named DCL1.

You run ntdsutil as shown in the exhibit. (Click the Exhibit button.)



o Administrator: C\Windows\System32\emd.exe - ntdsutil

C:\>ntdsut1]
ntdsutil: snapshot
snapshot: list all
1: 2012/04/13:10:56 {[79r94F82-5926-4F44-8BaFf0-2f56dB827a57d}
2z C: {7385bBee-cdac-445c-aa93-e322c16bB8d9F ]} C:\ISNAP_201204131056_VOLUMECS,

snapshot :

You need to ensure that you can access the contents of the mounted snapshot.

What should you do?

A. From the snapshot context of ntdsutil, run activate instance "NTDS".

B. From a command prompt, run dsamain.exe -dbpath
c:\$snap_201204131056_volumec$\windows\ntds\ntds. dit -Idapport 389.

C. From the snapshot context of ntdsutil, run mount {79f94f82-5926-4f44-8af0-2f56d827a57d}.

D. From a command prompt, run dsamain.exe -dbpath
c:\$snap_201204131056_volumec$\windows\ntds\ntds. dit -Idapport 33389.

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

By default, only members of the Domain Admins group and the Enterprise Admins group are allowed to
view the snapshots because they contain sensitive AD DS data. If you want to access snapshot data from
an old domain or forest that has been deleted, you can allow nonadministrators to access the data when
you run Dsamain.exe. If you plan to view the snapshot data on a domain controller, specify ports that are
different from the ports that the domain controller will use. A client starts an LDAP session by connecting to
an LDAP server, called a Directory System Agent (DSA), by default on TCP port and UDP [7] port 389. The
client then sends an operation request to the server, and the server sends responses in return. With some
exceptions, the client does not need to wait for a response before sending the next request, and the server
may send the responses in any order. All information is transmitted using Basic Encoding Rules (BER).



@8 Administrator: Command Prompt - dsamain -dbpath cASSNAP_201212101208_... | = | & [T

ssUWindowsssystend2 ntdsutil

tdsutil: act inst ntds

ictive instance set to

tdsutil: =znap
snapzhot: create

reating snapshot. ..

}napsPut set (B62d737fF -Ycdd-4286-8738-%c27ceB3cHab? generated successtfully.
snapshot =

Baec-3b33chFB22042

2012-12-10:11:27 {fe??651e-Bbc4-1040-8d7d-1a0419710188>
G €c239243b-F97h-4dcB-h7cc—-80172dalbh6s?

2012-12-18:11:45 {33fa%ele-664b-463h-2ef9-0bA7301caBdl’
C: {9e52495c-99d1-4dfe-881a-1822a7029897>

2012-12-10:12:08 {(B62d4937f-Pcdd-4286-8938-9c29ceB3cBab>
C: {d41683cV-ae?1-48fc—ab37-1e?hB2138bf 4>

napshot: mount {B862d?37f%Fcdd—4286-8938-%c2%ceBIcBab’

Bnapshot <{d41683c7-ae91-48fc—abh39-1e?b82138bf4> mounted as C:~SSHAP 281212161288
UOLUMECS~

napzhot: guit

tdsutil: guit

sMindowsssyste *dzamain —dbpath c:~5SHAP_ 2812121812688 VOLUMECS“windowssntdss

HIDS General ~ Internal Configuration = 2168
he DC iz »unning on a supported hupervizor. UM Generation ID is detected.

Current value of UM Generation ID: 6688128214472828164

EVENTLOG <Informationald: WIDS General # Internal Configuration = 2172
Read the msbDE-Generationld atteibute of the Domain Controller’s computer ohject.

s DE-Generationld attribute value:
HEBEA128214492828164

EUENTLOG <{Informational?»:z WIDS General ~ Service Control = 1888
icrosoft Active Dirvectory Domain Services startup complete. version 6.2.9200.16

http:/technet.microsoft.com/en-us/library/cc753609(v=ws.10).aspx

QUESTION 73
Your network contains an Active Directory domain named contoso.com. The domain contains a read-only
domain controller (RODC) named RODC1.

You create a global group named RODC_Admins.

You need to provide the members of RODC_Admins with the ability to manage the hardware and the
software on RODCL1. The solution must not provide RODC_Admins with the ability to manage Active
Directory objects.

What should you do?

A. From Active Directory Sites and Services, run the Delegation of Control Wizard.
B. From a command prompt, run the dsadd computer command.
C. From Active Directory Site and Services, configure the Security settings of the RODC1 server object.




D. From a command prompt, run the dsmgmt local roles command.

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

RODC: using the dsmgmt.exe utility to manage local administrators One of the benefits of of RODC is that
you can add local administrators who do not have full access to the domain administration. This gives them
the abiltiy to manage the server but not add or change active directory objects unless those roles are
delegated. Adding this type of user is done using the dsmdmt.exe utility at the command prompt.

QUESTION 74

Your network contains an Active Directory domain named contoso.com. The domain contains a virtual
machine named Serverl that runs Windows Server 2012 R2.

Serverl has a dynamically expanding virtual hard disk that is mounted to drive E.

You need to ensure that you can enable BitLocker Drive Encryption (BitLocker) on drive E.

Which command should you run?

manage-bde -protectors -add c: -startup e:
manage-bde -lock e:

manage-bde -protectors -add e: -startupkey c:
manage-bde -on e:

Cow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Manage-bde: on

Encrypts the drive and turns on BitLocker.

Example:

The following example illustrates using the -on command to turn on BitLocker for drive C and add a
recovery password to the drive.

manage-bde -on C: -recoverypassword

QUESTION 75
Your network contains an Active Directory domain named contoso.com. The domain contains a file server
named Serverl that runs Windows Server 2012 R2.

You view the effective policy settings of Serverl as shown in the exhibit. (Click the Exhibit button.)



H Group Policy Management =~
__-1 Eile  fction Wew Wmdow Hep Lo
o 2= HE
Sarveri
| Emw...né';"i?. Polcy Events

Settings de .
_—h
Security Setlings hikle
Advanced Auwdit Configuraton hide
Aecount Logon hide
Pobcy Stting Winning GO
Lupdt Cecental Valdaton Succans, Falun Sarvern GPO
Detailed Tracking hiicher
Policy Setiing Wmnnmg GPO
it Process Cematon Faduing Sarvery GPO
Object Access hida
Policy Setting Winaing GPD n
Fusde Fie Sham Success, Falu Servers GPO
Audt Flie Syatem Success, Falus Serves GPO
Prrvidege Use fuda
Pohcy Satting Wmnng GPO
Auadit Senstve Piviege Use Success, Falue Servers GPO
System hide
Policy Setting Wmnmg GPO
Dasdit Secunty System Extenaion Success, Failune Semvers GPD -
! |

On Serverl, you have a folder named C:\Sharel that is shared as Sharel. Sharel contains confidential
data. A group named Groupl has full control of the content in Sharel.

You need to ensure that an entry is added to the event log whenever a member of Groupl deletes a file in
Sharel.

What should you configure?

the Audit File Share setting of Servers GPO
the Sharing settings of C:\Sharel

the Audit File System setting of Servers GPO
the Security settings of C:\Sharel

CSow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

You can use Computer Management to track all connections to shared resources on a Windows Server
2008 R2 system.

Whenever a user or computer connects to a shared resource, Windows Server 2008 R2 lists a connection
in the Sessions node.

File access, modification and deletion can only be tracked, if the object access auditing is enabled you can
see the entries in event log.



To view connections to shared resources, type net session at a command prompt or follow these steps:

In Computer Management, connect to the computer on which you created the shared resource.

In the console tree, expand System Tools, expand Shared Folders, and then select Sessions. You can now
view connections to shares for users and computers.

To enable folder permission auditing, you can follow the below steps:
Click start and run "secpol. msc" without quotes.

Open the Local Policies\Audit Policy

Enable the Audit object access for "Success" and "Failure”.

Go to target files and folders, right click the folder and select properties.
Go to Security Page and click Advanced.

Y okl Pl E3]
Previous Versions Customize [ Classfication |
Geners! Sharing Security |

Object name:  C:\Faolder

Group o user names

82 CREATOR OWNER

8% SYSTEM

itﬂdmm:a:m [LAB" Administrators)
HE Users (LAB\Users)

To chanoe pemmissions, click Edit.

Pemmizsions for CREATOR

OWNER Allow Deny
Full conbrol

Modity

Fead & execuie

List folder contents

Read

Wirte

Sipecial penmissions

For special pamissions or advanced settings., anced
click Advanced iy —-|

Leam ahod access control and pemissians

OK || Cancel Apoly

Click Auditing and Edit.

Click add, type everyone in the Select User, Computer, or Group. Choose Apply onto: This folder,
subfolders and files.

Tick on the box "Change permissions"

Click OK.



Advanced Security Settings for Folder1 =]

Marme: C:\Folderl
Chwnern Administrators ¥ Change
* Permissions Auditing | Effective Access

For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available).

Auditing entries:

Type Principal Access Inherited fram Applies to
L Suce.. User! (Userl@lab.internal) Delate Mane This folder, subfolders and
| Add || Remove Edit

| Dizable inhentance

[ ]Replace all child cbject auditing entries with inheritable auditing entries from this object

| OK Cancel || !

After you enable security auditing on the folders, you should be able to see the folder permission changes
in the server's Security event log. Task Category is File System.
http://social.technet.microsoft.com/Forums/en-US/winservergen/thread/13779c78-0¢c73-4477-8014-
f2eb10f3f10f/

http://technet.microsoft.com/en-us/library/cc753927(v=ws.10).aspx
http://social.technet.microsoft.com/Forums/en-US/winservergen/thread/13779c78-0¢c73-4477-8014-
f2eb10f3f10f/

http://support.microsoft.com/kb/300549
http://www.windowsitpro.com/article/permissions/auditing-folder-permission-changes
http://www.windowsitpro.com/article/permissions/auditing-permission-changes-on-a-folder

QUESTION 76

You have a failover cluster that contains five nodes. All of the nodes run Windows Server 2012 R2. All of
the nodes have BitLocker Drive Encryption (BitLocker) enabled.

You enable BitLocker on a Cluster Shared Volume (CSV).

You need to ensure that all of the cluster nodes can access the CSV.

Which cmdlet should you run next?

Unblock-Tpm
Add-BitLockerKeyProtector
Remove-BitLockerKeyProtector
Enable BitLockerAutoUnlock

Sow>

Correct Answer: B



Section: (none)
Explanation

Explanation/Reference:

Explanation:

Add an Active Directory Security Identifier (SID) to the CSV disk using the Cluster Name Object (CNO) The
Active Directory protector is a domain security identifier (SID) based protector for protecting clustered
volumes held within the Active Directory infrastructure. It can be bound to a user account, machine account
or group. When an unlock request is made for a protected volume, the BitLocker service interrupts the
request and uses the BitLocker protect/unprotect APIs to unlock or deny the request. For the cluster service
to selfmanage.

BitLocker enabled disk volumes, an administrator must add the Cluster Name Object (CNO), which is the
Active Directory identity associated with the Cluster Network name, as a BitLocker protector to the target
disk volumes. Add-BitLockerKeyProtector <drive letter or CSV mount point> - ADAccountOrGroupProtector
?ADAccountOrGroup $cno

QUESTION 77
Your network contains an Active Directory domain named contoso.com. All domain controllers run
Windows Server 2012 R2.

The domain contains an Edge Server named Serverl. Serverl is configured as a DirectAccess server.
Serverl has the following settings:

Internal DNS name: serverl.contoso.com
External DNS name: dal.contoso.com
Internal IPv6 address: 2002:clag:6a:3333::1
External IPv4 address: 65.55.37.62

You run the Remote Access Setup wizard as shown in the following exhibit. (Click the Exhibit button.)



E Ej's ......

< - Infrastructure Server Setup
.[ ’ Cmﬁg-unﬁaﬂuchﬂm DirectAccess clients aqpmtﬁ&tﬂm:ﬁgfqmtm&ﬁhgh resources on the mternal net

Netwark Location Server Enter DS suffices and intermal DNS servers. Directfccess chent queries that match a suffic use

_ the specified DNS server for name resolution, Mame suffixes that do not have corresponding

DMS servers are treated as exemptions, and DNS settings on client computers are used for nami
DMNS Suffx Search List P E P

resclution.
Management

Mame Suffix DMS Server Address
I-.ZME::‘I alha 333321

serverd.contoso.com

Select a local name reselution option:
Use lgcal name resalution if the name does not exist in DNS (most restrictive)

® Use local name resolution if the narme does not exst in DNS or DNS servers are
unreachable when the client computer is on a private network (recommended)

) Use locgl name resolution for any kind of DNS resolution error (lea st restrictive)

<Back || Net> || FEinisl

You need to ensure that client computers on the Internet can establish DirectAccess connections to
Serverl.

Which additional name suffix entry should you add from the Remote Access Setup wizard?

A Name Suffix value of dal.contoso.com and a blank DNS Server Address value

A Name Suffix value of Serverl.contoso.com and a DNS Server Address value of 65.55.37.62
A Name Suffix value of dal.contoso.com and a DNS Server Address value of 65.55.37.62

A Name Suffix value of Serverl.contoso.com and a blank DNS Server Address value

o0

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Split-brain DNS is the use of the same DNS domain for both Internet and intranet resources. For example,
the Contoso Corporation is using split brain DNS; contoso.com is the domain name for intranet resources
and Internet resources. Internet users use http://www.contoso.com to access Contoso's public Web site
and Contoso employees on the Contoso intranet use http://www.contoso.com to access Contoso's intranet
Web site. A Contoso employee with their laptop that is not a DirectAccess client on the intranet that
accesses http: //www.contoso.com sees the intranet Contoso Web site. When they take their laptop to the
local coffee shop and access that same URL, they will see the public Contoso Web site.

When a DirectAccess client is on the Internet, the Name Resolution Policy Table (NRPT) sends DNS name
queries for intranet resources to intranet DNS servers. A typical NRPT for DirectAccess will have a rule for



the namespace of the organization, such as contoso.com for the Contoso Corporation, with the Internet
Protocol version 6 (IPv6) addresses of intranet DNS servers. With just this rule in the NRPT, when a user
on a DirectAccess client on the Internet attempts to access the uniform resource locator (URL) for their
Web site (such as http: //www.contoso.com), they will see the intranet version. Because of this rule, they will
never see the public version of this URL when they are on the Internet.

For split-brain DNS deployments, you must list the FQDNSs that are duplicated on the Internet and intranet
and decide which resources the DirectAccess client should reach, the intranet version or the public
(Internet) version. For each name that corresponds to a resource for which you want DirectAccess clients to
reach the public version, you must add the corresponding FQDN as an exemption rule to the NRPT for your
DirectAccess clients. Name suffixes that do not have corresponding DNS servers are treated as
exemptions.

http://technet.microsoft.com/en-us/library/ee382323(v=ws.10).aspx

QUESTION 78

Your network contains an Active Directory domain named contoso.com. The domain contains a server
named Serverl that runs Windows Server 2012 R2.

You enable and configure Routing and Remote Access (RRAS) on Serverl.

You create a user account named Userl.

You need to ensure that Userl can establish VPN connections to Serverl.

What should you do?

Create a network policy.

Create a connection request policy.

Add a RADIUS client.

Modify the members of the Remote Management Users group.

CSow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Network policies are sets of conditions, constraints, and settings that allow you to designate who is
authorized to connect to the network and the circumstances under which they can or cannot connect.
Network policies can be viewed as rules. Each rule has a set of conditions and settings. Configure your
VPN server to use Network Access Protection (NAP) to enforce health requirement policies

& Network Policy Server
File Action View Help
= =p| 7 lhfi] 7 W

@ NP5 (Local) Network Policies
.| RADUS Clients and Servers
4 = Policies * Metwork policies allow you to designate who is authorized to connect to the network and

| Connection Reguest Policies
| MNetwork Policies
| Health Folicies

I B Metwork Access Protection I, Pobcyl Enabled 1

i MNAP DHCF Compliant Enabed >
B Accounting [~ s ™ 2
t Wl Templates Manaoement = OnCompis able

http://technet.microsoft.com/en-us/library/hh831683.aspx
http://technet.microsoft.com/en-us/library/cc754107.aspx
http://technet.microsoft.com/en-us/library/dd314165%28v=ws.10%29.aspx



http://technet.microsoft.com/en-us/windowsserver/dd448603.aspx
http://technet.microsoft.com/en-us/library/dd314165(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/dd469733.aspx
http://technet.microsoft.com/en-us/library/dd469660.aspx
http://technet.microsoft.com/en-us/library/cc753603.aspx
http://technet.microsoft.com/en-us/library/cc754033.aspx
http://technet.microsoft.com/en-us/windowsserver/dd448603.aspx

QUESTION 79
You have a DNS server named Serverl.

Serverl has a primary zone hamed contoso.com.

Zone Aging/Scavenging is configured for the contoso.com zone.

One month ago, an administrator removed a server named Server2 from the network.

You discover that a static resource record for Server2 is present in contoso.com. Resource records for

decommissioned client computers are removed automatically from contoso.com.

You need to ensure that the static resource records for all of the servers are removed automatically from
contoso.com.

What should you modify?

The Expires after value of contoso.com

The Record time stamp value of the static resource records
The time-to-live (TTL) value of the static resource records
The Security settings of the static resource records

Sow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Reset and permit them to use a current (non-zero) time stamp value. This enables these records to
become aged and scavenged.

You can use this procedure to change how a specific resource record is scavenged. A stale record is a
record where both the No-Refresh Interval and Refresh Interval have passed without the time stamp
updating.

DNS->View->Advanced



% DNS |
File Action | View | Help

dmuh 7| Add/Remove Columns...

i, DNS ' Large lcons
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Depending on the how the resource record was originally added to the zone, do one of the following:

If the record was added dynamically using dynamic update, clear the Delete this record when it becomes
stale check box to prevent its aging or potential removal during the scavenging process. If dynamic updates
to this record continue to occur, the Domain Name System (DNS) server will always reset this check box so
that the dynamically updated record can be deleted.

If you added the record statically, select the Delete this record when it becomes stale check box to permit
its aging or potential removal during the scavenging process.

Server2 Properties _

Host (a) |

Host (uses parent domain if left blank):

Fully qualified domain name (FQDN):
| server 2, contosn, com |

IP address:
|1n.5r5.12.1n |

Update assodated pointer (FTR) record

Delete this record when it becomes stale

Record time stamp: 01.04.2013 02:00

Time to live {TTL): |ﬂ 1 0 4 [DDDDD:HH, MM, 55)

| o« || cancel |[ aApply |




http://technet.microsoft.com/en-us/library/cc759204%28v=ws.10%29.aspx
http://technet.microsoft.com/en-us/library/cc759204%28v=ws.10%29.aspx

Typically, stale DNS records occur when a computer is permanently removed from the network. Mobile
users who abnormally disconnect from the network can also cause stale DNS records. To help manage
stale records, Windows adds a time stamp to dynamically added resource records in primary zones where
aging and scavenging are enabled. Manually added records are time stamped with a value of 0, and they
are automatically excluded from the aging and scavenging process.

To enable aging and scavenging, you must do the following:

Resource records must be either dynamically added to zones or manually modified to be used in aging and
scavenging operations.

Scavenging and aging must be enabled both at the DNS server and on the zone.

Scavenging is disabled by default.

Zone Aging/Scavenging Properties -

[ ]5cavenge stale resource records

Mo-<refresh interval

The time between the most recent refrash of a record timestamp
and the moment when the timestamp may be refreshed again,

MNo-refresh interval: . .J" days e

Refresh interval

The time between the earfiest moment when a record timestamp can
be refreshed and the earfiest moment when the record can be
scavenged. The refresh interval must be longer than the maximum
record refresh period.

Refresh interval: | 7 days W |

The zone can be scavenged after:
Date and time: ' 01.01, 1601 01:00:00 |

DNS scavenging depends on the following two settings:

No-refresh interval: The time between the most recent refresh of a record time stamp and the moment
when the time stamp can be refreshed again. When scavenging is enabled, this is set to 7 days by default.
Refresh interval: The time between the earliest moment when a record time stamp can be refreshed and
the earliest moment when the record can be scavenged. The refresh interval must be longer than the
maximum record refresh period. When scavenging is enabled, this is set to 7 days by default.

A DNS record becomes eligible for scavenging after both the no-refresh and refresh intervals have elapsed.
If the default values are used, this is a total of 14 days.
http://technet.microsoft.com/en-us/library/cc759204%28v=ws.10%29.aspx
http://technet.microsoft.com/en-us/library/cc759204%28v=ws.10%29.aspx
http://technet.microsoft.com/en-us/library/cc771570.aspx
http://technet.microsoft.com/en-us/library/cc771677.aspx
http://technet.microsoft.com/en-us/library/cc758321(v=ws.10).aspx

QUESTION 80
Your network contains two servers named Served and Server 2. Both servers run Windows Server 2012 R2
and have the DNS Server server role installed.

On Serverl, you create a standard primary zone named contoso.com.

You plan to create a standard primary zone for ad.contoso.com on Server2.



You need to ensure that Serverl forwards all queries for ad.contoso.com to Server2.

What should you do from Serverl?

A
B
C
D

Add Server2 as a name server.

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

You can divide your Domain Name System (DNS) namespace into one or more zones. You can delegate
management of part of your namespace to another location or department in your organization by
delegating the management of the corresponding zone. For more information, see Understanding Zone

. Create a trust anchor named Server2.
. Create a conditional forward that points to Server2.

. Create a zone delegation that points to Server2.

Delegation

DNS Manager I;Ii
File Action View Help
ez 2E XEa: el @ 8 &
A DNS
4 3 conToso

I+ |§ﬂ| Global Logs Delegated Domain Name

4 || Forward Lockup Zones Authority for the DNS domain you supply will be delegated to a different zone.

.| adatum.com

| contoso.com
| Reverse Lookup Zones
B L Trust Points
| Conditional Forwarders

<| m BE

Spedify the name of the DNS domain you want to delegate.

Delegated domain:

lad

Fully qualified domain name (FQDN:

[-a]-.gnntnsn.:nm




New Name Server Record -

Enter the name of 2 DNS server that is authoritative for this zone.

Server fully qualified domain name (FQDN):

LSEWEFE.EOMDE&.EW | [ Resalye

IP Addresses of this NS recordi:

IP Address Yalidated Ciele
<Click here to add an [P Address =

oK | | Cancel

QUESTION 81

Your network contains two servers named Serverl and Server2. Both servers run Windows Server 2012
R2 and have the DNS Server server role installed. Serverl hosts a primary zone for contoso.com. Server2
hosts a secondary zone for contoso.com. The zone is not configured to notify secondary servers of
changes automatically.

You update several records on Serverl.
You need to force the replication of the contoso.com zone records from Serverl to Server2.

What should you do from Server2?

Right-click the contoso.com zone and click Reload.

Right-click the contoso.com zone and click Transfer from Master.
Right-click Server2 and click Update Server Data Files.
Right-click Server2 and click Refresh.

CSow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Initiates zone transfer from secondary server

Open DNS; In the console tree, right-click the applicable zone and click Transfer from master.
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http://technet.microsoft.com/en-us/library/cc779391%28v=ws.10%29.aspx
http://technet.microsoft.com/en-us/library/cc779391%28v=ws.10%29.aspx
http://technet.microsoft.com/en-us/library/cc786985(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/cc779391(v=ws.10).aspx

QUESTION 82
Your network contains an Active Directory domain named contoso.com. All domain controllers run
Windows Server 2012 R2.

An organizational unit (OU) named OU1 contains 200 client computers that run Windows 8 Enterprise. A
Group Policy object (GPO) named GPO1 is linked to OU1.

You make a change to GPOL1.

You need to force all of the computers in OU1 to refresh their Group Policy settings immediately. The
solution must minimize administrative effort.

Which tool should you use?

The Secedit command

Group Policy Management Console (GPMC)
Server Manager

The Gpupdate command

Sow>»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

In the previous versions of Windows, this was accomplished by having the user run GPUpdate.exe on their
computer.

Starting with Windows Server® 2012 and Windows® 8, you can now remotely refresh Group Policy settings



for all computers in an OU from one central location through the Group Policy Management Console
(GPMC). Or you can use the Invoke-GPUpdatecmdlet to refresh Group Policy for a set of computers, not
limited to the OU structure, for example, if the computers are located in the default computers container.

|'j 8] il 1
1113 o
Eﬂ [ Create a GPO in this domain, and Link it here...
il 1 Link an Existing GPO...
1[5 Gro Block Inheritance
EJJ | | Group Policy Update...
Eg Group Policy Modeling Wizard...
: __?F WM | New Organizational Unit
L] St :
—_\n ar View k
tes |
roup Polic | New Window from Here
roup Polic Dalete
Refresh
Properties

You have chosen to Farce a Group Policy update on all computers within Domain
Conkrollers and afl subcontainars, IF you choose Yes' below, User and Computer
policy settings vl be updated on;

1 Computer

Are youl sure you want ko update policy for these computers?




Group Policy update will be forced on all computers within Conp PCs and afl subcontainers
within the next 10 minutes. Both user and computer policy setbngs will be refreshed,

Processing (2 of 4 Completed)

Computer Name Error Code Error Description
Failed (1) ~
DemoClS3.gp.contoso. com 200706ba The RPC server iz unavailable.
Succeeded (1) o
CemoCl2.gp. contoso.com

http://technet.microsoft.com/en-us//library/jj134201.aspx
http://blogs.technet.com/b/grouppolicy/archive/2012/11/27/group-policy-in-windows-server-2012-using-
remote-gpupdate.aspx

QUESTION 83
Your network contains an Active Directory domain named contoso.com. All domain controllers run
Windows Server 2012 R2.

A domain controller named DO has the ADMX Migrator tool installed. You have a custom Administrative
Template file on DC1 named Templatel.adm.

You need to add a custom registry entry to Templatel.adm by using the ADMX Migrator tool.

Which action should you run first?

Load Template

New Policy Setting
Generate ADMX from ADM
New Category

CSow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

The ADMX Migrator provides two conversion methods -- through the editor or through a command-line
program. From the ADMX Editor, choose the option to Generate ADMX from ADM. Browse to your ADM
file, and the tool quickly and automatically converts it. You then can open the converted file in the editor to
examine its values and properties and modify it if you wish. The ADMX Migrator Command Window is a
little more complicated; it requires you to type a lengthy command string at a prompt to perform the
conversions. However, it includes some options and flexibility not available in the graphical editor.
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QUESTION 84

Your network contains an Active Directory domain named contoso.com. All domain controllers run
Windows Server 2012 R2.

You create a central store for Group Policy.

You receive a custom administrative template named Templatel.admx.

You need to ensure that the settings in Templatel.admx appear in all new Group Policy objects (GPOs).

What should you do?

From the Default Domain Controllers Policy, add Templatel.admx to the Administrative Templates.
From the Default Domain Policy, add Templatel.admx to the Administrative Templates.

Copy Templatel.admx to \\Contoso.com\SYSVOL\Contoso.com\Policies\PolicyDefinitions\.

Copy Templatel.admx to \Contoso.com\NETLOGON.

CSow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Unlike ADM files, ADMX files are not stored in individual GPOs. For domain-based enterprises,
administrators can create a central store location of ADMX files that is accessible by anyone with
permission to create or edit GPOs.
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QUESTION 85

Your network contains an Active Directory domain named contoso.com. Network Access Protection (NAP)
is deployed to the domain.

You need to create NAP event trace log files on a client computer.

What should you run?

logman
Register-ObjectEvent
tracert
Register-EngineEvent

Sow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

You can enable NAP client tracing by using the command line. On computers running Windows Vista® you
can enable tracing by using the NAP Client Configuration console. NAP client tracing files are written in



Event Trace Log (ETL) format. These are binary files representing trace data that must be decoded by
Microsoft support personnel. Use the -0 option to specify the directory to which they are written. In the
following example, files are written to %systemroot%\tracing\nap. For more information, see Logman (http://
go.microsoft.com/fwlink/?Linkld=143549).

To create NAP event trace log files on a client computer

Open a command line as an administrator.

Type

logman start QAgentRt -p {b0278a28-76f1-4e15-b1df-14b209a12613} OXFFFFFFFF 9 -0 %systemroot%
\tracing\nap\QAgentRt. etl -ets.

Note: To troubleshoot problems with WSHA, use the following GUID: 789e8f15-0cbf-4402- bOed-
0e22f90fdc8d.

Reproduce the scenario that you are troubleshooting.

Type logman stop QAgentRt -ets.

Close the command prompt window.

http://technet.microsoft.com/en-us/library/dd348461%28v=ws.10%29.aspx

QUESTION 86
Your network contains three Network Policy Server (NPS) servers named NPS1, NPS2, and NPS3.

NP51 is configured as a RADIUS proxy that forwards connection requests to a remote RADIUS server
group named Groupl.

You need to ensure that NPS2 receives connection requests. NPS3 must only receive connection requests
if NPS2 is unavailable.

How should you configure Groupl?

Change the Priority of NPS3 to 10.
Change the Weight of NPS2 to 10.
Change the Weight of NPS3 to 10.
Change the Priority of NPS2 to 10.

CSow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Priority. Priority specifies the order of importance of the RADIUS server to the NPS proxy server. Priority
level must be assigned a value that is an integer, such as 1, 2, or 3. The lower the number, the higher
priority the NPS proxy gives to the RADIUS server. For example, if the RADIUS server is assigned the
highest priority of 1, the NPS proxy sends connection requests to the RADIUS server first; if servers with
priority 1 are not available, NPS then sends connection requests to RADIUS servers with priority 2, and so
on. You can assign the same priority to multiple RADIUS servers, and then use the Weight setting to load
balance between them.

QUESTION 87
Your network contains two Active Directory forests named adatum.com and contoso.com. The network
contains three servers. The servers are configured as shown in the following table.



(NPS)

Server name Configuration Domain/workgroup
Serverl VPN server Workgroup
Server2 MNetwork Policy Server |Adatum.com
(NPS)
Server3 Network Policy Server |[Contoso.com

You need to ensure that connection requests from adatum.com users are forwarded to Server2 and
connection requests from contoso.com users are forwarded to Server3.

Which two should you configure in the connection request policies on Serverl? (Each correct answer
presents part of the solution. Choose two.)

A. The Authentication settings

mooOw

Correct Answer: AE
Section: (none)
Explanation

Explanation/Reference:
Explanation:

The Standard RADIUS Attributes settings
The Location Groups condition

The Identity Type condition

The User Name condition

The User Name attribute group contains the User Name attribute. By using this attribute, you can designate
the user name, or a portion of the user name, that must match the user name supplied by the access client
in the RADIUS message. This attribute is a character string that typically contains a realm name and a user
account name. You can use pattern- matching syntax to specify user names.
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By using this setting, you can override the authentication settings that are configured in all network policies




and you can designate the authentication methods and types that are required to connect to your network.
Forward requests to the following remote RADIUS server group. By using this setting, NPS forwards
connection requests to the remote RADIUS server group that you specify. If the NPS server receives a valid
Access-Accept message that corresponds to the Access-Request message, the connection attempt is
considered authenticated and authorized. In this case, the NPS server acts as a RADIUS proxy

Virtual Private Network (VPN) Connections Properties

|_D\ranriaw fﬂmdﬂims Settings |

Corfigure the settings for this network policy
if conditions and constraints match the connection request and the policy grarts access, setlings are apphed

Settings:
Re adl Authenbeaion
,.—..Ir;?';:;';j:,u r—— Specify whether connaction requests are processed locally, are forwanded to remote

RADIUS servers for authentication, or are accepted without authengication.
i Authentication Methods

Forwarding Connecion

() Autherticate requests on this server

Request
SN Ahentication (® Forward requests to the following remote RADIUS server group for authentication:
_iiil Accounting i 1
| Group 1 wi| New.
Specify a Realm Name
' : ) Bzcept users without validating credentials
7] Attribute M .
RADIUS Atintudes
ﬂé. Standard

[¥7] Vendor Specific

Connection request policies are sets of conditions and profile settings that give network administrators
flexibility in configuring how incoming authentication and accounting request messages are handled by the
IAS server. With connection request policies, you can create a series of policies so that some RADIUS
request messages sent from RADIUS clients are processed locally (IAS is being used as a RADIUS server)
and other types of messages are forwarded to another RADIUS server (IAS is being used as a RADIUS
proxy). This capability allows IAS to be deployed in many new RADIUS scenarios.

With connection request policies, you can use IAS as a RADIUS server or as a RADIUS proxy, based on
the time of day and day of the week, by the realm name in the request, by the type of connection being
requested, by the IP address of the RADIUS client, and so on.

http://technet.microsoft.com/en-us/library/cc757328.aspx
http://technet.microsoft.com/en-us/library/cc753603.aspx

QUESTION 88
You have a server named Serverl that runs Windows Server 2012 R2.

You need to configure Serverl to create an entry in an event log when the processor usage exceeds 60
percent.

Which type of data collector should you create?

A. An event trace data collector

B. A performance counter alert

C. A performance counter data collector
D. A configuration data collector

Correct Answer: B



Section: (none)
Explanation

Explanation/Reference:

Explanation:

Performance alerts notify you when a specified performance counter exceeds your configured threshold by
logging an event to the event log. But rather than notifying you immediately when the counter exceeds the
threshold, you can configure a time period over which the counter needs to exceed the threshold, to avoid
unnecessary alerts.

| General | Alert | History & Trending

[V]Enable Event Log Alert with severity | Warning

Alertif value is | more than v/

15000

[VNotify st most once every | 1

|| Embad chart with emall alerts

[ ]Enable Trend Detection Detect Leaks:

| mild {few false positives)

Min: O , Max: 0, Last: 0

QUESTION 89
You have a server that runs Windows Server 2012 R2.

You have an offline image named Windows2012.vhd that contains an installation of Windows Server 2012
R2.

You plan to apply several updates to Windows2012.vhd.

You need to mount Wmdows2012.vhd to D:\Mount.

GRATIS

Free Practice Exams

http://www.gratisexam.com/

Which tool should you use?

A. Server Manager



B. Device Manager
C. Mountvol
D. Dism

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

You can use the Deployment Image Servicing and Management (DISM) tool to mount a Windows image
from a WIM or VHD file. Mounting an image maps the contents of the image to a directory so that you can
service the image using DISM without booting into the image. You can also perform common file
operations, such as copying, pasting, and editing on a mounted image.

To apply packages and updates to a Windows Embedded Standard 7 image, we recommend creating a
configuration set and then using Deployment Imaging Servicing and Management (DISM) to install that
configuration set. Although DISM can be used to install individual updates to an image, this method carries
some additional risks and is not recommended.

QUESTION 90
Your network contains a domain controller named DC1 that runs Windows Server 2012 R2. You create a
custom Data Collector Set (DCS) named DCS1.

You need to configure DCS1 to collect the following information:

= The amount of Active Directory data replicated between DC1 and the other domain controllers
= The current values of several registry settings

Which two should you configure in DCS1? (Each correct answer presents part of the solution. Choose two.)

A. Event trace data

B. A performance counter alert

C. System configuration information
D. A performance counter

Correct Answer: BC
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Automatically run a program when the amount of total free disk space on Serverl drops below 10 percent
of capacity.

You can also configure alerts to start applications and performance logs Log the current values of several
registry settings.

System configuration information allows you to record the state of, and changes to, registry keys.

Total free disk space
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Which performance counters would you like to monitor?

Performance counters:

\LogicalDiski Totall\% Frez Space |

Registry settings
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What type of data collector would you like to create?

MName:
| ‘Reqistry Data Collector |

(") Performance counter data collector

i_) Event trace data collector

(® Configuration data collector

) Performance counter alert

Finish | | Cancel

Which registry keys would you like to record?

P :

Run a program on alert



(%) File Action View Window Help

e 2EXDo= BmPema

(%) Performance
A rL._-‘ Manitoring Tools
BB Performance Monitor
[| 4 [5 Data Collector Sets

Configu on

L nager rmance Monitor

b Law System
:E, Event Trace Sessicns

= e &

(W) File Action View Window Help
o 2E XE = HE
@ Performance
4 [ gy Monitoring Tools Aerts lﬁhfmllMTaﬂ |
Bl Performance Monitor y ’
4 |} Data Collector Sets [Jtog an entry in the application eventlog
4. Iy, User Defined
7 New Data Collector Set. o e S
Server Manager Performance Monitor I '
b [ a System
|, Event Trace Sessions
Fﬁ'—;';] Startup Event Trace Sessions

[=1&]*




DataCollector01 Properties =

| Alerts | Alert Action | Alert Task

Run this task when an alert is triggered:
| ciwindows\system 32 \shutdown. exe |

Task arguments:

| fusertext} | =

Task argument user text:
| =-f430 |

Example task arguments:
130

ok || concdl | Apply || Help

http://technet.microsoft.com/en-us/library/cc766404.aspx

QUESTION 91
You have a server named Serverl that runs Windows Server 2012 R2. Serverl has the Windows
Deployment Services server role installed.

Serverl contains two boot images and four install images.

You need to ensure that when a computer starts from PXE, the available operating system images appear
in a specific order.

What should you do?

Modify the properties of the boot images.
Create a new image group.

Modify the properties of the install images.
Modify the PXE Response Policy.

CSow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
QUESTION 92
Your network contains an Active Directory domain named contoso.com. All servers run Windows Server

2012 R2.

An organizational unit (OU) named ResearchServers contains the computer accounts of all research
servers.



All domain users are configured to have a minimum password length of eight characters.

You need to ensure that the minimum password length of the local user accounts on the research servers
in the ResearchServers OU is 10 characters.

What should you do?

A. Configure a local Group Policy object (GPO) on each research server.
B. Create and link a Group Policy object (GPO) to the ResearchServers OU.

C. Create a universal group that contains the research servers. Create a Password Settings object (PSO)
and assign the PSO to the group.

D. Create a global group that contains the research servers. Create a Password Settings object (PSO) and
assign the PSO to the group.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

For a domain, and you are on a member server or a workstation that is joined to the domain:

1. Open Microsoft Management Console (MMC).

2. On the File menu, click Add/Remove Snap-in, and then click Add.

3. Click Group Policy Object Editor, and then click Add.

4. In Select Group Policy Object, click Browse.

5. In Browse for a Group Policy Object, select a Group Policy object (GPO) in the appropriate domain, site,
or organizational unit--or create a new one, click OK, and then click Finish.

6. Click Close, and then click OK.

7. In the console tree, click Password Policy.

Where?

Group Policy Object [computer name] Policy/Computer Configuration/Windows Settings/Security Settings/
Account Policies/Password Policy

8. In the details pane, right-click the policy setting that you want, and then click Properties.

9. If you are defining this policy setting for the first time, select the Define this policy setting check box.

10. Select the options that you want, and then click OK.

QUESTION 93
Your network contains an Active Directory domain named contoso.com. The domain contains six domain
controllers. The domain controllers are configured as shown in the following table.



Domain controller Operating system FSMO role
name
DC1 Iwindows Server 2008 [PDC emulator ]
DC2 Windows Server 2012 |[Schema master
R2
DC3 Windows Server 2008 |Infrastructure miaster
R2
CC4 Windows Server 2008 |Domain naming
R2 |master
(] Windows Server 2008 |[RID master
R2
DCa Windows Server 2012 |None
R2

The network contains a server named Serverl that has the Hyper-V server role installed. DC6 is a virtual
machine that is hosted on Serverl.

You need to ensure that you can clone DC6.

What should you do?

Transfer the schema master to DC6.
Transfer the PDC emulator to DC5.
Transfer the schema master to DC4.
Transfer the PDC emulator to DC2.

CSow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

A deployed Windows Server 2012 domain controller (virtualized or physical) that hosts the PDC emulator
role (DC1). To verify whether the PDC emulator role is hosted on a Windows Server 2012 domain
controller, run the following Windows PowerShell command:

Get-ADComputer (Get-ADDomainController -Discover -Service "PrimaryDC").name -
Propertyoperatingsystemversionlfl
http://technet.microsoft.com/en-us/library/hh831734.aspx#steps_deploy vdc

QUESTION 94

Your network contains an Active Directory domain named contoso.com. Domain controllers run either
Windows Server 2003, Windows Server 2008 R2, or Windows Server 2012 R2.

A support technician accidentally deletes a user account named Userl.

You need to use tombstone reanimation to restore the Userl account.

Which tool should you use?

A. Active Directory Administrative Center
B. Ntdsutil
C. Ldp



D. Esentutl

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Use Ldp.exe to restore a single, deleted Active Directory object This feature takes advantage of the fact
that Active Directory keeps deleted objects in the database for a period of time before physically removing
them. use Ldp.exe to restore a single, deleted Active Directory object

The LPD.exe tool, included with Windows Server 2012, allows users to perform operations against any
LDAP-compatible directory, including Active Directory. LDP is used to view objects stored in Active
Directory along with their metadata, such as security descriptors and replication metadata.
http://www.petri.co.il/manually-undeleting-objects-windows-active-directory-ad.htm
http://www.petri.co.il/manually-undeleting-objects-windows-active-directory-ad.htm
http://technet.microsoft.com/en-us/magazine/2007.09.tombstones.aspx
http://technet.microsoft.com/nl-nl/library/dd379509(v=ws.10).aspx#BKMK_2
http://technet.microsoft.com/en-us/library/hh875546.aspx
http://technet.microsoft.com/en-us/library/dd560651(v=ws.10).aspx

QUESTION 95

Your company deploys a new Active Directory forest named contoso.com. The first domain controller in the
forest runs Windows Server 2012 R2. The forest contains a domain controller named DC10.

On DC10, the disk that contains the SYSVOL folder fails.

You replace the failed disk. You stop the Distributed File System (DFS) Replication service.

You restore the SYSVOL folder.

You need to perform a non-authoritative synchronization of SYSVOL on DC10.

Which tool should you use before you start the DFS Replication service on DC10?

Dfsgui.msc
Dfsmgmt.msc
Adsiedit.msc
Ldp

Cow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:
How to perform a non-authoritative synchronization of DFSR-replicated SYSVOL (like "D2" for FRS)

In the ADSIEDIT. MSC tool modify the following distinguished name (DN) value and attribute on each of the
domain controllers that you want to make non- authoritative:

CN=SYSVOL Subscription,CN=Domain System Volume,CN=DFSR- LocalSettings,CN=<the server
name>,0U=Domain Controllers,DC=<domain> msDFSR-Enabled=FALSE

Force Active Directory replication throughout the domain.

Run the following command from an elevated command prompt on the same servers that you set as non-
authoritative:

DFSRDIAG POLLAD

You will see Event ID 4114 in the DFSR event log indicating SYSVOL is no longer being replicated.

On the same DN from Step 1, set:
msDFSR-Enabled=TRUE



Force Active Directory replication throughout the domain.

Run the following command from an elevated command prompt on the same servers that you set as non-
authoritative:
DFSRDIAG POLLAD

You will see Event ID 4614 and 4604 in the DFSR event log indicating SYSVOL has been initialized. That
domain controller has now done a "D2" of SYSVOL.

Note: Active Directory Service Interfaces Editor (ADSI Edit) is a Lightweight Directory Access Protocol
(LDAP) editor that you can use to manage objects and attributes in Active Directory. ADSI Edit (adsiedit.
msc) provides a view of every object and attribute in an Active Directory forest. You can use ADSI Edit to
query, view, and edit attributes that are not exposed through other Active Directory Microsoft Management
Console (MMC) snap- ins: Active Directory Users and Computers, Active Directory Sites and Services,
Active Directory Domains and Trusts, and Active Directory Schema.

QUESTION 96
Your network contains an Active Directory domain named contoso.com. The domain contains an
organizational unit (OU) named IT and an OU named Sales.

All of the help desk user accounts are located in the IT OU. All of the sales user accounts are located in the
Sales OU. The Sales OU contains a global security group named G_Sales. The IT OU contains a global
security group named G_HelpDesk.

You need to ensure that members of G_HelpDesk can perform the following tasks:

* Reset the passwords of the sales users.
* Force the sales users to change their password at their next logon.

What should you do?

Run the Set-ADAccountPasswordcmdlet and specify the -identity parameter.
Right-click the Sales OU and select Delegate Control.

Right-click the IT OU and select Delegate Control.

Run the Set-ADFineGrainedPasswordPolicycmdlet and specify the -identity parameter.

CSow>»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

G_HelpDesk members need to be allowed to delegate control on the Sales OU as it contains the sales
users (G_Sales)

You can use the Delegation of Control Wizard to delegate the Reset Password permission to the delegated
user.
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http://support.microsoft.com/kb/296999/en-us
http://support.microsoft.com/kb/296999/en-us
http://technet.microsoft.com/en-us/library/cc732524.aspx

QUESTION 97
Your network contains an Active Directory domain named contoso.com. All domain controllers run
Windows Server 2012 R2.

On all of the domain controllers, Windows is installed in C:\Windows and the Active Directory database is
located in D:\Windows\NTDS\.

All of the domain controllers have a third-party application installed.

The operating system fails to recognize that the application is compatible with domain controller cloning.
You verify with the application vendor that the application supports domain controller cloning.

You need to prepare a domain controller for cloning.

What should you do?

A. In D:\Windows\NTDS)\, create an XML file named DCCloneConfig.xml and add the application
information to the file.

B. Inthe root of a USB flash drive, add the application information to an XML file named
DefaultDCCloneAllowList.xml.

C. In D:\Windows\NTDS\, create an XML file named CustomDCCloneAllowList.xml and add the application
information to the file.

D. In C:\Windows\System32\Sysprep\Actionfiles\, add the application information to an XML file named
Respecialize.xml.

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:



Place the CustomDCCloneAllowList.xml file in the same folder as the Active Directory database (ntds. dit)
on the source Domain Controller.

iy Administrator: Windows PowerShell

W NdowWs  Powe
Capyright (C) ? Microsoft Corporation. Al1 rights reserved.

Administrator.DCOls Get-ADDCCloningExcludedappl1cationblist

http://blogs.dirteam.com/blogs/sanderberkouwer/archive/2012/09/10/new-features-in-active-directory-
domain-services-in-windows-server-2012-part-13-domain-controller-cloning.aspx
http://www.thomasmaurer.ch/2012/08/windows-server-2012-hyper-v-how-to-clone-a-virtual-domain-
controller

http://technet.microsoft.com/en-us/library/hh831734.aspx

QUESTION 98
Your network contains an Active Directory domain named contoso.com.

You create a user account named Userl. The properties of Userl are shown in the exhibit. (Click the
Exhibit button.)
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You plan to use the Userl account as a service account. The service will forward authentication requests to
other servers.

You need to ensure that you can view the Delegation tab from the properties of the Userl account.

What should you do first?

Configure the Name Mappings of Userl.

Modify the user principal name (UPN) of Userl.
Configure a Service Principal Name (SPN) for Userl.
Modify the Security settings of Userl.

Sow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

If you cannot see the Delegation tab, do one or both of the following:

Register a Service Principal Name (SPN) for the user account with the Setspn utility in the support tools on
your CD. Delegation is only intended to be used by service accounts, which should have registered SPNs,
as opposed to a regular user account which typically does not have SPNs.

Raise the functional level of your domain to Windows Server 2003. For more information, see Related
Topics.



User1 Properties _
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http://blogs.msdn.com/b/mattlind/archive/2010/01/14/delegation-tab-in-aduc-not-available-until-a-spn-is-
set.aspx
http://blogs.msdn.com/b/mattlind/archive/2010/01/14/delegation-tab-in-aduc-not-available-until-a-spn-is-
set.aspx

http://technet.microsoft.com/en-us/library/cc739474(v=ws.10).aspx
http://blogs.msdn.com/b/mattlind/archive/2010/01/14/delegation-tab-in-aduc-not-available-until-a-spn-is-
set.aspx

QUESTION 99
Your network contains an Active Directory forest named contoso.com. The forest functional level is
Windows Server 2012 R2. The forest contains a single domain.

You create a Password Settings object (PSO) named PSO1.

You need to delegate the rights to apply PSOL to the Active Directory objects in an organizational unit
named OU1.

What should you do?

From Active Directory Users and Computers, run the Delegation of Control Wizard.

From Active Directory Administrative Center, modify the security settings of PSO1.

From Group Policy Management, create a Group Policy object (GPO) and link the GPO to OU1.
From Active Directory Administrative Center, modify the security settings of OUL.

CSow>»

Correct Answer: B



Section: (none)
Explanation

Explanation/Reference:

Explanation:

PSOs cannot be applied to organizational units (OUs) directly. If your users are organized into OUs,
consider creating global security groups that contain the users from these OUs and then applying the newly
defined finegrained password and account lockout policies to them. If you move a user from one OU to
another, you must update user memberships in the corresponding global security groups.

Go ahead and hit "OK" and then close out of all open windows. Now that you have created a password
policy, we need to apply it to a user/group. In order to do so, you must have "write" permissions on the PSO
object. We're doing this in a lab, so I'm Domain Admin.

Write permissions are not a problem:

1. Open Active Directory Users and Computers (Start, point to Administrative Tools, and then click Active
Directory Users and Computers).

2. On the View menu, ensure that Advanced Features is checked.

3. In the console tree, expand Active Directory Users and Computers\yourdomain\System\Password
Settings Container

4. In the details pane, right-click the PSO, and then click Properties.

5. Click the Attribute Editor tab.

6. Select the msDS-PsoAppliesTo attribute, and then click Edit.

QUESTION 100
Your network contains an Active Directory domain named contoso.com. All servers run Windows Server
2012 R2. The domain contains two servers. The servers are configured as shown in the following table.

Server name  Configuration

DC1 IDNS server
IDomain controller

|Enterprise certification authority (CA)
i

Server2 iNEtwork Policy Server (NPS)

iHea!:h Registration Authority (HRA)

All client computers run Windows 8 Enterprise.
You plan to deploy Network Access Protection (NAP) by using IPSec enforcement.

A Group Policy object (GPO) named GPOL is configured to deploy a trusted server group to all of the client
computers.

You need to ensure that the client computers can discover HRA servers automatically.

Which three actions should you perform? (Each correct answer presents part of the solution. Choose
three.)

On all of the client computers, configure the EnableDiscovery registry key.

In a GPO, modify the Request Policy setting for the NAP Client Configuration.
On Server2, configure the EnableDiscovery registry key.

On DC1, create an alias (CNAME) record.

On DC1, create a service location (SRV) record.

moow>

Correct Answer: ABE
Section: (none)
Explanation



Explanation/Reference:
Explanation:
Requirements for HRA automatic discovery

The following requirements must be met in order to configure trusted server groups on NAP client

computers using HRA automatic discovery:
Client computers must be running Windows Vista® with Service Pack 1 (SP1) or Windows XP with Service

Pack 3 (SP3).

The HRA server must be configured with a Secure Sockets Layer (SSL) certificate.

The EnableDiscovery registry key must be configured on NAP client computers.

DNS SRV records must be configured.

The trusted server group configuration in either local policy or Group Policy must be cleared.

http://technet.microsoft.com/en-us/library/dd296901.aspx
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Exam B

QUESTION 1

Your network contains two Active Directory forests named contoso.com and adatum.com. The contoso.com
forest contains a server named Serverl.contoso.com. The adatum.com forest contains a server named
server2. adatum.com. Both servers have the Network Policy Server role service installed.

The network contains a server named Server3. Server3 is located in the perimeter network and has the
Network Policy Server role service installed.

You plan to configure Server3 as an authentication provider for several VPN servers.

You need to ensure that RADIUS requests received by Server3 for a specific VPN server are always
forwarded to Serverl.contoso.com.

Which two should you configure on Server3? (Each correct answer presents part of the solution. Choose
two.)

A. Remediation server groups

B. Remote RADIUS server groups
C. Connection request policies

D. Network policies

E. Connection authorization policies

Correct Answer: BC
Section: (none)
Explanation

Explanation/Reference:

Explanation:

To configure NPS as a RADIUS proxy, you must create a connection request policy that contains all of the
information required for NPS to evaluate which messages to forward and where to send the messages.

When you configure Network Policy Server (NPS) as a Remote Authentication Dial-In User Service
(RADIUS) proxy, you use NPS to forward connection requests to RADIUS servers that are capable of
processing the connection requests because they can perform authentication and authorization in the
domain where the user or computer account is located. For example, if you want to forward connection
requests to one or more RADIUS servers in untrusted domains, you can configure NPS as a RADIUS proxy
to forward the requests to the remote RADIUS servers in the untrusted domain. To configure NPS as a
RADIUS proxy, you must create a connection request policy that contains all of the information required for
NPS to evaluate which messages to forward and where to send the messages.

When you configure a remote RADIUS server group in NPS and you configure a connection request policy
with the group, you are designating the location where NPS is to forward connection requests.
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QUESTION 2

Your network contains an Active Directory domain named contoso.com. The domain contains a server
named Serverl that runs Windows Server 2012 R2. Serverl has the Network Policy and Access Services

server role installed.

Your company's security policy requires that certificate-based authentication must be used by some

network services.

You need to identify which Network Policy Server (NPS) authentication methods comply with the security

policy.

Which two authentication methods should you identify? (Each correct answer presents part of the solution.



Choose two.)

MS-CHAP
PEAP-MS-CHAP v2
Chap

EAP-TLS
MS-CHAP v2

moowy»

Correct Answer: BD
Section: (none)
Explanation

Explanation/Reference:

Explanation:

PEAP is similar in design to EAP-TTLS, requiring only a server-side PKI certificate to create a secure TLS
tunnel to protect user authentication, and uses server-side public key certificates to authenticate the server.
When you use EAP with a strong EAP type, such as TLS with smart cards or TLS with certificates, both the
client and the server use certificates to verify their identities to each other.

QUESTION 3

Your network contains an Active Directory domain named adatum.com. The domain contains a file server
named Serverl that runs Windows Server 2012 R2.

All client computers run Windows 7.

You need to ensure that user settings are saved to \Serverl\Users\.

What should you do?

From the properties of each user account, configure the Home folder settings.
From a Group Policy object (GPO), configure the Folder Redirection settings.
From the properties of each user account, configure the User profile settings.
From a Group Policy object (GPO), configure the Drive Maps preference.

CSow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

If a computer is running Windows 2000 Server or later on a network, users can store their profiles on the
server. These profiles are called roaming user profiles.

QUESTION 4
Your network contains an Active Directory domain named contoso.com. All domain controllers run
Windows Server 2012 R2.

An organizational unit (OU) named OU1 contains 200 client computers that run Windows 8 Enterprise. A
Group Policy object (GPO) named GPO1 is linked to OU1.

You make a change to GPOL1.

You need to force all of the computers in OU1 to refresh their Group Policy settings immediately. The
solution must minimize administrative effort.

Which tool should you use?

A. Server Manager

B. Active Directory Users and Computers

C. The Gpupdate command

D. Group Policy Management Console (GPMC)



Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Starting with Windows Server?2012 and Windows?8, you can now remotely refresh Group Policy settings
for all computers in an OU from one central location through the Group Policy Management Console
(GPMC). Or you can use the Invoke- GPUpdatecmdlet to refresh Group Policy for a set of computers, not
limited to the OU structure, for example, if the computers are located in the default computers container.

o | |
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http://technet.microsoft.com/en-us//library/jj134201.aspx
http://blogs.technet.com/b/grouppolicy/archive/2012/11/27/group-policy-in-windows-server-2012-using-
remote-gpupdate.aspx

QUESTION 5

Your network contains an Active Directory domain named contoso.com. The domain contains a domain
controller named DCL1 that runs Windows Server 2012 R2.

All client computers run Windows 8 Enterprise.

DC1 contains a Group Policy object (GPO) named GPO1.

You need to update the PATH variable on all of the client computers.

Which Group Policy preference should you configure?

Ini Files
Services
Data Sources
Environment

CSow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Environment Variable preference items allow you to create, update, replace, and delete user and system
environment variables or semicolon-delimited segments of the PATH variable. Before you create an
Environment Variable preference item, you should review the behavior of each type of action possible with
this extension.

QUESTION 6
Your company has a main office and a branch office.

The main office contains a server that hosts a Distributed File System (DFS) replicated folder.



You plan to implement a new DFS server in the branch office.
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You need to recommend a solution that minimizes the amount of network bandwidth used to perform the
initial synchronization of the folder to the branch office.

You recommend using the Export-DfsrClone and Import-DfsrClonecmdlets.

Which additional command or cmdlet should you include in the recommendation?

Robocopy.exe
Synchost.exe
Export-BcCachePackage
Sync-DfsReplicationGroup

Cow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

By preseeding files before you set up DFS Replication, add a new replication partner, or replace a server,
you can speed up initial synchronization and enable cloning of the DFS Replication database in Windows
Server 2012 R2. The Robocopy method is one of several preceding methods

QUESTION 7

Your network contains an Active Directory domain named contoso.com. The domain contains two servers
named Serverl and Server2. Both servers run Windows Server 2012 R2. Both servers have the File and
Storage Services server role, the DFS Namespaces role service, and the DFS Replication role service
installed.

Serverl and Server2 are part of a Distributed File System (DFS) Replication group named Groupl. Serverl
and Server2 are separated by a low-speed WAN connection.

You need to limit the amount of bandwidth that DFS can use to replicate between Serverl and Server?2.

What should you modify?

The referral ordering of the namespace
The staging quota of the replicated folder
The cache duration of the namespace
The schedule of the replication group
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Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Scheduling allows less bandwidth the by limiting the time interval of the replication Does DFS Replication
throttle bandwidth per schedule, per server, or per connection? If you configure bandwidth throttling when
specifying the schedule, all connections for that replication group will use that setting for bandwidth
throttling. Bandwidth throttling can be also set as a connection-level setting using DFS Management.



To edit the schedule and bandwidth for a specific connection, use the following steps:

In the console tree under the Replication node, select the appropriate replication group. Click the
Connections tab, right-click the connection that you want to edit, and then click Properties.

Click the Schedule tab, select Custom connection schedule and then click Edit Schedule. Use the Edit
Schedule dialog box to control when replication occurs, as well as the maximum amount of bandwidth
replication can consume.
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QUESTION 8

You have a file server named Serverl that runs Windows Server 2012 R2. Serverl has the File Server
Resource Manager role service installed.

Files created by users in the human resources department are assigned the Department classification
property automatically.

You are configuring a file management task named Task1 to remove user files that have not been
accessed for 60 days or more.

You need to ensure that Taskl1 only removes files that have a Department classification property of human
resources. The solution must minimize administrative effort.

What should you configure on Task1?

A. Configure a file screen



B. Create a condition
C. Create a classification rule
D. Create a custom action

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Create a File Expiration Task

The following procedure guides you through the process of creating a file management task for expiring
files. File expiration tasks are used to automatically move all files that match certain criteria to a specified
expiration directory, where an administrator can then back those files up and delete them. Property
conditions. Click Add to create a new condition based on the file's classification. This will open the Property
Condition dialog box, which allows you to select a property, an operator to perform on the property, and the
value to compare the property against. After clicking OK, you can then create additional conditions, or edit
or remove an existing condition.

QUESTION 9

Your network contains an Active Directory domain named contoso.com. All domain controllers run
Windows Server 2012 R2. You plan to use fine-grained password policies to customize the password policy
settings ofcontoso.com.

You need to identify to which Active Directory object types you can directly apply the fine- grained password
policies.

Which two object types should you identify? (Each correct answer presents part of the solution. Choose
two.)

A. Users

B. Global groups

C. computers

D. Universal groups

E. Domain local groups

Correct Answer: AB
Section: (none)
Explanation

Explanation/Reference:

Explanation:

First off, your domain functional level must be at Windows Server 2008. Second, Fine- grained password
policies ONLY apply to user objects, and global security groups. Linking them to universal or domain local
groups is ineffective. | know what you're thinking, what about OU's? Nope, Fine-grained password policy
cannot be applied to an organizational unit (OU) directly. The third thing to keep in mind is, by default only
members of the Domain Admins group can set fine-grained password policies. However, you can delegate
this ability to other users if needed.

Fine-grained password policies apply only to user objects (or inetOrgPerson objects if they are used instead
of user objects) and global security groups.

You can apply Password Settings objects (PSOSs) to users or global security groups:
http://technet.microsoft.com/en-us/library/cc731589%28v=ws.10%29.aspx
http://technet.microsoft.com/en-us/library/cc731589%28v=ws.10%29.aspx
http://technet.microsoft.com/en-us/library/cc770848%28v=ws.10%29.aspx
http://www.brandonlawson.com/active-directory/creating-fine-grained-password-policies/

QUESTION 10
You have a cluster named Clusterl that contains two nodes. Both nodes run Windows Server 2012 R2.
Clusterl hosts a virtual machine named VM1 that runs Windows Server 2012 R2.



You configure a custom service on VM1 named Servicel.
You need to ensure that VM1 will be moved to a different node if Servicel fails.

Which cmdlet should you run on Cluster1?

Add-ClusterVmMonitoreditem
Add-ClusterGenericServiceRole
Set-ClusterResourceDependency
Enable VmResourceMetering

CSow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

The Add-ClusterVMMonitoreditem cmdlet configures monitoring for a service or an Event Tracing for
Windows (ETW) event so that it is monitored on a virtual machine. If the service fails or the event occurs,
then the system responds by taking an action based on the failover configuration for the virtual machine
resource. For example, the configuration might specify that the virtual machine be restarted.

QUESTION 11
You have a server named Serverl that runs Windows Server 2012 R2. Serverl has the Windows Server
Update Services server role installed.

You need to configure Windows Server Update Services (WSUS) to support Secure Sockets Layer (SSL).

Which three actions should you perform? (Each correct answer presents part of the solution. Choose
three.)

From Internet Information Services (11S) Manager, modify the connection strings of the WSUS website.
Install a server certificate.

Run the wsusutil.exe command.

Run the iisreset.exe command.

From Internet Information Services (11S) Manager, modify the bindings of the WSUS website.

moowy»

Correct Answer: BCE
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Certficate needs to be installed to 1IS, Bindings modifies and wsutil run.

1. First we need to request a certificate for the WSUS web site, so open IIS, click the server name, then
open Server Certificates.

On the Actions pane click Create Domain Certificate.

2. To add the signing certificate to the WSUS Web site in IS 7.0

On the WSUS server, open Internet Information Services (lIS) Manager.

Expand Sites, right-click the WSUS Web site, and then click Edit Bindings.

In the Site Binding dialog box, select the https binding, and click Edit to open the Edit Site Binding dialog
box.

Select the appropriate Web server certificate in the SSL certificate box, and then click OK.

Click Close to exit the Site Bindings dialog box, and then click OK to close Internet Information Services
(11S) Manager.

3. WSUSUtil.exe configuressi<FQDN of the software update point site system> (the name in your
certificate) WSUSULtil.exe configuressl<intranet FQDN of the software update point site system>.

4. The next step is to point your clients to the correct url, by modifying the existing GPO or creating a new
one. Open the policy Specify intranet Microsoft update service location and type the new url in the form



https: //YourWSUSserver.

The gpupdate /force command will just download all the GPO's and re-apply them to the client, it won't
force the client to check for updates. For that you need to use wuauclt /resetautorization /detectnow
followed by wuauclt /reportnow

http://technet.microsoft.com/en-us/library/bb680861.aspx
http://technet.microsoft.com/en-us/library/bb633246.aspx
http://www.vkernel.ro/blog/configure-wsus-to-use-ssl

QUESTION 12
You have a server named Serverl that runs Windows Server 2012 R2.

You discover that the performance of Serverl is poor.

The results of a performance report generated on Serverl are shown in the following table.

Counter Value

Processor(_Total)\% DPC Time 35

Processor(_Total)\% Interrupt 51
Time

Processor(_Total)\% User Time [12

Processor(_Total)\% Privileged 2
Time

Processor Information(_Total)\3% 100
Processor Time

Memaryhavailable Bytes 7.341,024,3249

Memory\Pages/sec 125

You need to identify the cause of the performance issue.

What should you identify?

Driver malfunction
Insufficient RAM
Excessive paging
NUMA fragmentation

Cow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Processor: %DPC Time. Much like the other values, this counter shows the amount of time that the
processor spends servicing DPC requests. DPC requests are more often than not associated with the
network interface.

Processor: % Interrupt Time. This is the percentage of time that the processor is spending on handling
Interrupts. Generally, if this value exceeds 50% of the processor time you may have a hardware issue.
Some components on the computer can force this issue and not really be a problem. For example a
programmable I/O card like an old disk controller card, can take up to 40% of the CPU time. A NIC on a



busy IS server can likewise generate a large percentage of processor activity.

Processor: % User Time. The value of this counter helps to determine the kind of processing that is
affecting the system. Of course the resulting value is the total amount of non-idle time that was spent on
User mode operations. This generally means application code.

Processor: %Privilege Time. This is the amount of time the processor was busy with Kernel mode
operations. If the processor is very busy and this mode is high, it is usually an indication of some type of NT
service having difficulty, although user mode programs can make calls to the Kernel mode NT components
to occasionally cause this type of performance issue.

Memory: Pages/sec. This value is often confused with Page Faults/sec. The Pages/sec counter is a
combination of Pages Input/sec and Pages Output/sec counters. Recall that Page Faults/sec is a
combination of hard page faults and soft page faults. This counter, however, is a general indicator of how
often the system is using the hard drive to store or retrieve memory associated data.

http://technet.microsoft.com/en-us/library/cc768048.aspx

QUESTION 13

Your network contains an Active Directory domain named contoso.com. The domain contains two member
servers named Serverl and Server2. All servers run Windows Server 2012 R2.

Serverl and Server2 are nodes in a Hyper-V cluster named Clusterl. Clusterl hosts 10 virtual machines.
All of the virtual machines run Windows Server 2012 R2 and are members of the domain.

You need to ensure that the first time a service named Servicel fails on a virtual machine, the virtual
machine is moved to a different node.

You configure Servicel to be monitored from Failover Cluster Manager.

What should you configure on the virtual machine?

From the General settings, modify the Startup type.

From the General settings, modify the Service status.

From the Recovery settings of Servicel, set the First failure recovery action to Take No Action.
From the Recovery settings of Servicel, set the First failure recovery action to Restart the Service.

CSow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Configure the virtual machine to take no action through Hyper-V if the physical computer shuts down by
modifying the Automatic Stop Action setting to None. Virtual machine state must be managed through the
Failover Clustering feature.

Virtual machine application monitoring and management In clusters running Windows Server 2012,
administrators can monitor services on clustered virtual machines that are also running Windows Server
2012. This functionality extends the high-level monitoring of virtual machines that is implemented in
Windows Server 2008 R2 failover clusters. If a monitored service in a virtual machine fails, the service can
be restarted, or the clustered virtual machine can be restarted or moved to another node (depending on
service restart settings and cluster failover settings). This feature increases the uptime of high availability
services that are running on virtual machines within a failover cluster.

Windows Server 2012 Failover Cluster introduces a new capability for Hyper-V virtual machines (VMs),
which is a basic monitoring of a service within the VM which causes the VM to be rebooted should the
monitored service fail three times. For this feature to work the following must be configured:

Both the Hyper-V servers must be Windows Server 2012 and the guest OS running in theVM must be
Windows Server 2012.

The host and guest OSs are in the same or at least trusting domains. The Failover Cluster administrator
must be a member of the local administrator's group inside the VM.

Ensure the service being monitored is set to Take No Action (see screen shot below) within the guest VM



for Subsequent failures (which is used after the first and second failures) and is set via the Recovery tab of
the service properties within the Services application (services. msc).

Print Spooler Properties (Local Computer) -
| General [ LogOn | Recovery | Dependencies ]

Select the computer's response f this service fails. Help me sef up recovery

First failure [ Take No Action v|
Second falre: |Tal-:e Mo Action W |
Subsequent faiures: [ Take No Action v|

Reset fail count after: H days

[ ] Enable actions for stops with emors, | Resad Compute

Run program

{ to and of command line (s

OK || Concel || Aoply |

Within the guest VM, ensure the Virtual Machine Monitoring firewall exception is enabled for the Domain
network by using the Windows Firewall with Advanced Security application or by using the Windows
PowerShell command below: Set-NetFirewallRule -DisplayGroup "Virtual Machine Monitoring" -Enabled
True

After the above is true, enabling the monitoring is a simple process:

Launch the Failover Cluster Manager tool.

Navigate to the cluster - Roles.

Right click on the virtual machine role you wish to enable monitoring for and under More Actions select
Configure Monitoring. . .
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The services running inside the VM will be gathered and check the box for the services that should be
monitored and click OK.



Select Services =
Select the senice or servaces that you want to monitor on the virhual machine

gnitered senaces

ame Sraty
| Application Layer Gatewsy Service Stopped
| COM = Syptem Application S
Distributed Transaction Coordinakor Runming
] Mieraant Safemare Shadaw Capy Provider Stopped E
_| Optimize drrves Stopped
] Performance Courter OLL Host Stopped

L
ShMP Trap Stopped
| Scftware Protecton Stopped
Teleghon Stopped
| Virtuasl Dtk Stoppe
Descrpton

You are done!

Monitoring can also be enabled using the Add-ClusterVMMonitoredlitemcmdlet and - VirtualMachine, with
the -Service parameters, as the example below shows: PS
C:\Windows\system32> Add-ClusterVMMonitoredltem -VirtualMachine savdaltstO1 - Service spooler

http://sportstoday.us/technology/windows-server-2012-continuous-availability-%28part-4%29-failover-
clustering-enhancements-virtual-machine-monitoring.aspx
http://windowsitpro.com/windows-server-2012/enable-windows-server-2012-failover-cluster-hyper-v-vm-
monitoring

http://technet.microsoft.com/en-us/library/cc742396.aspx

QUESTION 14
You have a DNS server named Serverl that runs Windows Server 2012 R2. On Serverl, you create a DNS
zone named contoso.com.

You need to specify the email address of the person responsible for the zone.

Which type of DNS record should you configure?

Start of authority (SOA)
Host information (HINFO)
Mailbox (MB)

Mail exchanger (MX)

Sow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

A SOA-record defines the responsible person for an entire zone, but a zone may contain many individual
hosts / domain names for which different people are responsible. The RP- record type makes it possible to
identify the responsible person for individual host names contained within the zone.



contaso.com Properiies
| WINS | Zone Transfers Securty
| Genersl Start of Authorty (SOA) Name Servers |
Senal number
|23d | | Inerament |
Primary server
|sewer1 contoso com | | Browse.., |
Responsible person:
|huﬁmaﬂencnmnssﬁnm || Browse... |
Refresh interval: 1 days W :
Fetry interval: 1 days v?
Expires after: 1 days W I
Mirimum {default) TTL: 20 mintes W :
TTL fer this recard: |1 0 0 0 {DDDDD:HH.MM.55)

sUindowsssystend2 »ns lookup
localhost
> set type=50A
>

> home.local
Server: localhost

ddress: 5

hwome . local
ame server = dcl_home.local
le mail addr = hostmaster.home.local
serial 292
refresh 288 <15 mins>
retry = BB <18 mins2?
expire = JHAA <5 mir
default TTL = 126@ <28 mins?
cl.home.local dinternet address = 192.168.1.18

QUESTION 15
Your network contains an Active Directory forest. The forest contains two domains named contoso.com and
fabrikam.com. All of the DNS servers in both of the domains run Windows Server 2012 R2.

The network contains two servers named Serverl and Server2. Serverl hosts an Active Directory-
integrated zone for contoso.com. Server2 hosts an Active Directory-integrated zone for fabrikam.com.
Serverl and Server2 connect to each other by using a WAN link.

Client computers that connect to Serverl for name resolution cannot resolve names in fabrikam.com.

You need to configure Serverl to resolve names in fabrikam.com. The solution must NOT require that
changes be made to the fabrikam.com zone on Server2.



What should you create?

A trust anchor

A stub zone

A zone delegation
A secondary zone

CSow>»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

A stub zone is a copy of a zone that contains only those resource records necessary to identify the
authoritative Domain Name System (DNS) servers for that zone. A stub zone is used to resolve hames
between separate DNS namespaces. This type of resolution may be necessary when a corporate merger
requires that the DNS servers for two separate DNS namespaces resolve names for clients in both
namespaces.

QUESTION 16
Your network is configured as shown in the exhibit. (Click the Exhibit button.)
10.10.10.1 er_zi.le.z 172.23.16.1
Network 1D \ A Network 1D J )
10.10.10.0/24 A 172.,23.16,0/24 p
s I - L4
RDLLP-.‘EQ Raq._.-l'.eri Internot
] ]
L - .'I..
Server?2 Serverl
10.10.10.12 172.23.16.5

Serverl regularly accesses Server2.
You discover that all of the connections from Serverl to Server2 are routed through Routerl.
You need to optimize the connection path from Serverl to Server2.

Which route command should you run on Server1?

Route add -p 10.10.10.0 MASK 255.255.255.0 172.23.16.2 METRIC 100
Route add -p 10.10.10.0 MASK 255.255.255.0 10.10.10.1 METRIC 50
Route add -p 10.10.10.12 MASK 255.255.255.0 10.10.10.1 METRIC 100
Route add -p 10.10.10.12 MASK 255.255.255.0 10.10.10.0 METRIC 50

CSow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:
Destination - specifies either an IP address or host name for the network or host.

subnetmask - specifies a subnet mask to be associated with this route entry. If subnetmask is not specified,
255.255.255.255 is used.

gateway - specifies either an IP address or host name for the gateway or router to use when forwarding.



costmetric - assigns an integer cost metric (ranging from 1 through 9,999) to be used in calculating the
fastest, most reliable, and/or least expensive routes. If costmetric is not specified, 1 is used.

interface - specifies the interface to be used for the route that uses the interface number. If an interface is
not specified, the interface to be used for the route is determined from the gateway IP address.

http://support.microsoft.com/kb/299540/en-us
http://technet.microsoft.com/en-us/library/cc757323%28v=ws.10%29.aspx

QUESTION 17
Your network contains an Active Directory domain named adatum.com.

You have a standard primary zone named adatum.com.

You need to provide a user named Userl the ability to modify records in the zone. Other users must be
prevented from modifying records in the zone.

What should you do first?

Run the Zone Signing Wizard for the zone.

From the properties of the zone, modify the start of authority (SOA) record.
From the properties of the zone, change the zone type.

Run the New Delegation Wizard for the zone.

Sow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

The Zone would need to be changed to a AD integrated zone When you use directory- integrated zones,
you can use access control list (ACL) editing to secure a dnsZone object container in the directory tree.
This feature provides detailed access to either the zone or a specified resource record in the zone. For
example, an ACL for a zone resource record can be restricted so that dynamic updates are allowed only for
a specified client computer or a secure group, such as a domain administrators group. This security feature
is not available with standard primary zones

DNS update security is available only for zones that are integrated into Active Directory. After you integrate
a zone, you can use the access control list (ACL) editing features that are available in the DNS snap-in to
add or to remove users or groups from the ACL for a specific zone or for a resource record.

Standard (not an Active Directory integrated zone) has no Security settings:



Replication: Mot an Active Directonr

Zone file name:
| adatum,com.dns

Dynamic updates: INmE v|

& Allowing nonseoure dynamic updates ks a significant security
vulnerahility because updates can be accepted from untrusted
BOUrCES,

To set agingscavenging propertes, cick Aging.

Select & zone type:

(@) Primary zone
Stores a copy of the zone that can be updated directly.

() Secondary zone
Stores a copy of an existing zone. This option helps balance the processing load of
primary servers and provides fault tolerance,

() Stub zone

Stores @ copy of @ zone containing only M5, 504, and possibly
glue & records, A server containing a stub zone is not
authoritative for that zone.

[] Store the zone in Active Directory (available only if DNS server is a domain controller)

Now there's Security tab:



Genersl |  Stat of Authory (SOA)
WINS | Zone Transfers

Group or user names:

48, SELF

52, Authenticated Users

82, SYSTEM

82, DrizAdmins (Contoso'\DnsAdming)

% Domain Adming {Contoso'\ Domain Admins)

Pemissions for Everyone
Full control
Read
White
Create all child objects
Delete all child objects
__Snimcial nemoissinne

For special permissions or advanced settings, click
Advanced.

Leam about access control and pemmEssions

http://technet.microsoft.com/en-us/library/cc753014.aspx
http://technet.microsoft.com/en-us/library/cc726034.aspx
http://support.microsoft.com/kb/816101

QUESTION 18
Your network contains an Active Directory domain named contoso.com. The domain contains a file server
named Serverl that runs Windows Server 2012 R2.

You view the effective policy settings of Serverl as shown in the exhibit. (Click the Exhibit button.)



| g Lile  Action VYiew Window Help - B ¥
£ AR alils il
Serveri
[ Summaty | Detai | Pobey Event: |
| Settings hide |
Secunty Settings hide
Local Policieal Audit Policy hide
Pohcy Setting Wmning GPO
Audit account logon events Success, Failue Servers GPO
Audtt accoun] management Fadure Sarvers GPO
Budit obect access Success Failure Servers GFO | =
Pudit poviene use Success, Failue Senier= GPO :
' Advanced Audit Configuration hde |
Object Access hade
Policy Setting Wmnning GPO
Audit File Sham Succass, Failume Servers GPO
| | Pudt Fle System Suceess, Failure Servers GPO .
LE :

You need to ensure that an entry is added to the event log whenever a local user account is created or
deleted on Serverl.

What should you do?

In Servers GPO, modify the Advanced Audit Configuration settings.
On Serverl, attach a task to the security log.

In Servers GPO, modify the Audit Policy settings.

On Serverl, attach a task to the system log.

o0

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

When you use Advanced Audit Policy Configuration settings, you need to confirm that these settings are
not overwritten by basic audit policy settings. The following procedure shows how to prevent conflicts by
blocking the application of any basic audit policy settings.

Enabling Advanced Audit Policy Configuration

Basic and advanced audit policy configurations should not be mixed. As such, it's best practice to enable
Audit: Force audit policy subcategory settings (Windows Vista or later) to override audit policy category
settings in Group Policy to make sure that basic auditing is disabled. The setting can be found under
Computer Configuration\Policies\Security Settings\Local Policies\Security Options, and sets the
SCENoApplyLegacyAuditPolicy registry key to prevent basic auditing being applied using Group Policy and
the Local Security Policy MMC snap-in.



In Windows 7 and Windows Server 2008 R2, the number of audit settings for which success and failure can
be tracked has increased to 53. Previously, there were nine basic auditing settings under Computer
Configuration\Policies\Windows Settings\Security Settings\Local Policies\Audit Policy. These 53 new
settings allow you to select only the behaviors that you want to monitor and exclude audit results for
behaviors that are of little or no concern to you, or behaviors that create an excessive number of log entries.
In addition, because Windows 7 and Windows Server 2008 R2 security audit policy can be applied by using
domain Group Policy, audit policy settings can be modified, tested, and deployed to selected users and
groups with relative simplicity.

Audit Policy settings

Any changes to user account and resource permissions.

Any failed attempts for user logon.

Any failed attempts for resource access.

Any modification to the system files.

Advanced Audit Configuration SettingsAudit compliance with important business-related and security-
related rules by tracking precisely defined activities, such as:

A group administrator has modified settings or data on servers that contain finance information.

An employee within a defined group has accessed an important file. The correct system access control list
(SACL) is applied to every file and folder or registry key on a computer or file share as a verifiable
safeguard against undetected access.

In Servers GPO, modify the Audit Policy settings - enabling audit account management setting will generate
events about account creation, deletion and so on.

Advanced Audit Configuration SettingsAdvanced Audit Configuration Settings ->Audit Policy -> Account
Management -> Audit User Account Management

Audit User Account Management Properties -

[ Policy | Explain |

Liser Accourt Managamert 1

f This pobicy sstting allows you to audit changes to user accounts. Events
1 include the following: b
| A user account is created, changed, deleted; renamed, disabled,
enabled, locked out, orunlocked.

A user account's passwond is 22t or changed., h
1 A sscurty idertifier (S10) iz added to the S0 History of & ussr
BCCOUE .

The Directory Services Restors Mode password is configured.

Pemizsions on administrative user accounts are chanoed
| Credertial Manager credentials are backed up or regtored.
I if you corfigure this policy setting, an audt evert is generated when an
1 attempt to change a user account is made. Success audits record
successful attempts and Failure audits record unsuccessful attempts. ¥ you
do not configure this policy satting. no audt evert 8 generated when a weer
account changes

Volume: Low.

g Diefauk: Success.

In Servers GPO, modify the Audit Policy settings - enabling audit account management setting will generate
events about account creation, deletion and so on.



Local Group Policy Editor

File Action View Help

e 2E XD B

[ Local Computer Policy A Palicy id
4 (& Cornputer Configuration T Audit account logon events
b || Software Settings Bl Audit account mansgement
4 || Windows Settings S Audit directony service access
| Mame Resolution Policy j,fl.&uditlu:ugu:un enepts
= Seapts (Startup/Shubdown) _?EI.ﬁ.udit object access

4 iy Seeutly Selhngs ;Ei.&udit palicy change

iy ecount Pobicles '__=_| Sudit privilege use

4 | g Local Policies
g Audit Policy
b _m User Rights Assignment
b g Security Options
B Windows Firewall with Advanced
| Network List Manager Policies

"-| Audit processtracking
l:ifﬂ' Audit systern events

[» 1 Public Key Policies
B | Software Restnction Policies
| Application Control Policies

http://blogs.technet.com/b/abizerh/archive/2010/05/27/tracing-down-user-and-computer-account-deletion-
in-active-directory.aspx

http://technet.microsoft.com/en-us/library/dd772623%28v=ws.10%29.aspx
http://technet.microsoft.com/en-us/library/jj852202(v=ws.10).aspx
http://www.petri.co.il/enable-advanced-audit-policy-configuration-windows-server.htm
http://technet.microsoft.com/en-us/library/dd408940%28v=ws.10%29.aspx
http://technet.microsoft.com/en-us/library/dd408940%28v=ws.10%29.aspx#BKMK _step2

QUESTION 19
Your network contains an Active Directory domain named contoso.com. All servers run Windows Server
2012 R2.

The network contains several group Managed Service Accounts that are used by four member servers.

You need to ensure that if a group Managed Service Account resets a password of a domain user account,
an audit entry is created.

You create a Group Policy object (GPO) named GPO1.

What should you do next?

A. In GPOL1, configure the Advanced Audit Policy Configuration settings for Audit User Account
Management. Link GPOL1 to the Domain Controllers organizational unit (OU).

B. In GPOL, configure the Advanced Audit Policy Configuration settings for Audit User Account
Management. Move the member servers to a new organizational unit (OU). Link GPO1 to the new OU.

C. In GPO1, configure the Advanced Audit Policy Configuration settings for Audit Sensitive Privilege Use.
Link GPOL1 to the Domain Controllers organizational unit (OU).

D. In GPOL, configure the Advanced Audit Policy Configuration settings for Audit Sensitive Privilege Use.
Move the member servers to a new organizational unit (OU). Link GPO1 to the new OU.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

l_|I:[

Security !
Sueeess

SUccess

Success
Mo auditi
Success
Mo auditi
Mo auditi
Success



Audit User Account Management

This security policy setting determines whether the operating system generates audit events when the
following user account management tasks are performed:

A user account is created, changed, deleted, renamed, disabled, enabled, locked out, or unlocked.

A user account password is set or changed.

Security identifier (SID) history is added to a user account.

The Directory Services Restore Mode password is set.

Permissions on accounts that are members of administrators groups are changed.

Credential Manager credentials are backed up or restored.

This policy setting is essential for tracking events that involve provisioning and managing user accounts.

QUESTION 20
Your network contains an Active Directory domain named contoso.com. The domain contains a server

named Serverl that runs Windows Server 2012 R2. Serverl has the File Server Resource Manager role
service installed.

You configure a quota threshold as shown in the exhibit. (Click the Exhibit button.)

85% Threshoid Properties .
(Generste notifications when usage reaches (L)
| 85|

-\.-

Email Message | Event Log | Command | Repor |

[w] Send emai to the following administraon
({Admin Emad]
Fomat: accourt @domain. Use semicolona to separale accounts
[] Send email to the user who exceedad the threshald
E+mail mezzage
Type the tad to use for the Subject ine and message.
To identfy the guota, imit, usage, or other information about the curent threshotd, you
can use Inser Variable 1o insert & vardable in yourtesd.

Subjact
[fﬁ\mrta Threshoid]% quota threshold excesded ' :

[ezsane body:

Usar [Source ko Owner] has exceed the [Quota Threshold]", quota thresheid for
quota on [Quota Path] on server [Server]. The quota limit is [Ouota Limé MEB] MB and
the cument usage is Ouota Used MB] MB ([Guocta Used Percent]% of imi)

[Admin Emai] |v| | insett Variable
Inserts the a-mad addressas of the administratons who recelve the emad

ok || cance |

You need to ensure that a user named Userl receives an email notification when the threshold is
exceeded.

What should you do?



Create a performance counter alert.

Create a classification rule.

Modify the members of the Performance Log Users group.
Configure the File Server Resource Manager Options.

Cowz>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

When you create quotas and file screens, you have the option of sending e-mail notifications to users when
their quota limit is approaching or after they have attempted to save files that have been blocked. If you
want to routinely notify certain administrators of quota and file screening events, you can configure one or
more default recipients.

To send these notifications, you must specify the SMTP server to be used for forwarding the e-mail
messages.

To configure e-mail options
In the console tree, right-click File Server Resource Manager, and then click Configure options. The File
Server Resource Manager Options dialog box opens.

L File Server Resource Manager
File &ction View Help
[
4 = |.|
Ié‘lg File Server Resource Manager (Local)” L oas
4 3; Queta Management [ Connect to Another Computer...
& Quotas Configure Options...
E Cucta TEmpIatE View .
4 r.‘EEI File Screening Management
|| File Screens Export List...
| File Screen Templates Help

| 7] File Groups
£ Storage Reports Management
- Lef Classification Management
Lim File Management Tasks

On the E-mail Notifications tab, under SMTP server name or IP address, type the host name or the IP
address of the SMTP server that will forward e-mail notifications.

If you want to routinely notify certain administrators of quota or file screening events, under Default
administrator recipients, type each e-mail address.

Use the format account@domain. Use semicolons to separate multiple accounts.

To test your settings, click Send Test E-mail.



‘Fle Action View Help

¢ F = B

Eg File Server Resource Manager {Local)
4 58 Quota Management
|_#% Quotas
,EI Cuota Templates
4 52 File Screening Management
L..& File Screens
5] File Screen Templates
hj File Groups
Storage Reports Manzgement
b (2 Classification Management
"% File Management Tasks

File Server Resource Manager

| File Screen Audt | Automatic Classfication | Access-Denied

Email Notfications | Notfication Limts | Storage Repots | Report Locations
SMTF server

Specify which SMTP serverto use when sending notfications and storage
reports,

SMTP server name or |P address:
Email.mrﬂoso.com

Default e-mail settings

Specify the defaults to use when sending noffications and storage reports to
administrators by e-mail.

Default administrator recipierts:
Lbrﬂy@cnntasn .com |

Format: account@domain. Use a semicolon to separste multiple addresses

Default "From" e-mail address.
[FSHM@-&EN;H home Jocal |

To wverify your settings you can send a test e-mail to the default recipients.

| Send Test Email |
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QUESTION 21

Your company has a main office and a branch office. The main office is located in Seattle. The branch
office is located in Montreal. Each office is configured as an Active Directory site.

The network contains an Active Directory domain named adatum.com. The Seattle office contains a file
server named Serverl. The Montreal office contains a file server named Server2.

The servers run Windows Server 2012 R2 and have the File and Storage Services server role, the DFS
Namespaces role service, and the DFS Replication role service installed.

Serverl and Server2 each have a share named Sharel that is replicated by using DFS Replication.

You need to ensure that users connect to the replicated folder in their respective office when they connect
to \\contoso.com\Sharel.



Which three actions should you perform? (Each correct answer presents part of the solution. Choose
three.)

Create a replication connection.
Create a namespace.

Share and publish the replicated folder.
Create a new topology.

Modify the Referrals settings.

moowy

Correct Answer: BCE
Section: (none)
Explanation

Explanation/Reference:

Explanation:

To share a replicated folder and publish it to a DFS namespace Click Start, point to Administrative Tools,
and then click DFS Management. In the console tree, under the Replication node, click the replication group
that contains the replicated folder you want to share. In the details pane, on the Replicated Folders tab,
right-click the replicated folder that you want to share, and then click Share and Publish in Namespace. In
the Share and Publish Replicated Folder Wizard, click Share and publish the replicated folder in a
namespace, and then follow the steps in the wizard.

Note that: If you do not have an existing namespace, you can create one in the Namespace Path page in
the Share and Publish Replicated Folder Wizard. To create the namespace, in the Namespace Path page,
click Browse, and then click New Namespace.

To create a namespace

Click Start, point to Administrative Tools, and then click DFS Management. In the console tree, right-click
the Namespaces node, and then click New Namespace. Follow the instructions in the New Namespace
Wizard.

To create a stand-alone namespace on a failover cluster, specify the name of a clustered file server
instance on the Namespace Server page of the New Namespace Wizard.

Important

Do not attempt to create a domain-based namespace using the Windows Server 2008 mode unless the
forest functional level is Windows Server 2003 or higher. Doing so can result in a namespace for which you
cannot delete DFS folders, yielding the following error message: "The folder cannot be deleted. Cannot
complete this function. "

To share a replicated folder and publish it to a DFS namespace

1. Click Start, point to Administrative Tools, and then click DFS Management.

2. In the console tree, under the Replication node, click the replication group that contains the replicated
folder you want to share.

3. In the details pane, on the Replicated Folders tab, right-click the replicated folder that you want to share,
and then click Share and Publish in Namespace.

4. In the Share and Publish Replicated Folder Wizard, click Share and publish the replicated folder in a
namespace, and then follow the steps in the wizard.
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http://technet.microsoft.com/en-us/library/cc731531.aspx
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QUESTION 22
You have a server named Serverl that runs Windows Server 2012 R2. Serverl has the File Server
Resource Manager role service installed.

Serverl has a folder named Folderl that is used by the sales department.

You need to ensure that an email notification is sent to the sales manager when a File Screening Audit
report is generated.

What should you configure on Serverl1?

a file group

a file screen

a file screen exception
a storage report task

Cow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:
From the Storage Reports Management node, you can generate reports that will help you understand file



use on the storage server. You can use the storage reports to monitor disk usage patterns (by file type or
user), identify duplicate files and dormant files, track quota usage, and audit file screening.

28 File Server Resource Manager
File Action View Help
eo 2[5 B

sis File Server Resource Manager (Local) Report.. | Report Task | Scope | Folder Us... | Schedule
4 &9 Quota Management

& Quotas
3] Quota Templates
4 :“EE File Screening Management
L File Screens
ﬁE File Screen Templates

|| | File Groups
% Stu-raga REpnr’I—r EAzmanarment
b ol Classificatio Schedule a New Report Task...
& File Manage Add or Remove Reports for a Report Task...
Generate Reports Now...
Refresh
View 3
Help

Before you run a File Screen Audit report, in the File Server Resource Manager Options dialog box, on the
File Screen Audit tab, verify that the Record file screening activity in the auditing database check box is
selected.

http://technet.microsoft.com/en-us/library/cc755988.aspx
http://technet.microsoft.com/en-us/library/cc730822.aspx
http://technet.microsoft.com/en-us/library/cc770594.aspx
http://technet.microsoft.com/en-us/library/cc771212.aspx
http://technet.microsoft.com/en-us/library/cc732074.aspx

QUESTION 23

Your network contains an Active Directory domain named adatum.com. The domain contains 10 domain
controllers that run Windows Server 2012 R2.

You plan to create a new Active Directory-integrated zone named contoso.com.

You need to ensure that the new zone will be replicated to only four of the domain controllers.

What should you do first?

Create an application directory partition.
Create an Active Directory connection object.
Create an Active Directory site link.

Change the zone replication scope.

Sow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:
Application directory partitions

An application directory partition is a directory partition that is replicated only to specific domain controllers.

Status | Last Ry



A domain controller that participates in the replication of a particular application directory partition hosts a
replica of that partition. Only domain controllers running Windows Server 2003 can host a replica of an
application directory partition.

QUESTION 24
Your network contains an Active Directory domain named contoso.com. The domain contains a server
named Serverl that has the Remote Access server role installed.

DirectAccess is implemented on Serverl by using the default configuration.
You discover that DirectAccess clients do not use DirectAccess when accessing websites on the Internet.

You need to ensure that DirectAccess clients access all Internet websites by using their DirectAccess
connection.

What should you do?

A. Configure a DNS suffix search list on the DirectAccess clients.
B. Configure DirectAccess to enable force tunneling.

C. Disable the DirectAccess Passive Mode policy setting in the DirectAccess Client Settings Group Policy
object (GPO).

D. Enable the Route all traffic through the internal network policy setting in the DirectAccess Server
Settings Group Policy object (GPO).

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

With IPv6 and the Name Resolution Policy Table (NRPT), by default, DirectAccess clients separate their
intranet and Internet traffic as follows:

DNS name queries for intranet fully qualified domain names (FQDNSs) and all intranet traffic is exchanged
over the tunnels that are created with the DirectAccess server or directly with intranet servers. Intranet
traffic from DirectAccess clients is IPv6 traffic.

DNS name queries for FQDNSs that correspond to exemption rules or do not match the intranet namespace,
and all traffic to Internet servers, is exchanged over the physical interface that is connected to the Internet.
Internet traffic from DirectAccess clients is typically IPv4 traffic.

In contrast, by default, some remote access virtual private network (VPN) implementations, including the
VPN client, send all intranet and Internet traffic over the remote access VPN connection. Internet-bound
traffic is routed by the VPN server to intranet IPv4 web proxy servers for access to IPv4 Internet resources.
It is possible to separate the intranet and Internet traffic for remote access VPN clients by using split
tunneling. This involves configuring the Internet Protocol (IP) routing table on VPN clients so that traffic to
intranet locations is sent over the VPN connection, and traffic to all other locations is sent by using the
physical interface that is connected to the Internet. You can configure DirectAccess clients to send all of
their traffic through the tunnels to the DirectAccess server with force tunneling. When force tunneling is
configured, DirectAccess clients detect that they are on the Internet, and they remove their IPv4 default
route. With the exception of local subnet traffic, all traffic sent by the DirectAccess client is IPv6 traffic that
goes through tunnels to the DirectAccess server.

QUESTION 25

Your network contains a single Active Directory domain named contoso.com. The domain contains a
domain controller named DC1 that hosts the primary DNS zone for contoso.com.

All servers dynamically register their host names.

You install three new Web servers that host identical copies of your company's intranet website. The
servers are configured as shown in the following table.



Server name _IP address

WEB1.contoso.com {10.0.0.20
_WEHE,EGMGED,mm _1ﬂ,¢}.L'J.21
WEB3.contoso.com |10.0,0.22

You need to use DNS records to load balance name resolution queries for intranet.contoso.com between
the three Web servers.

What is the minimum number of DNS records that you should create manually?

Oow>
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Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

To create DNS Host (A) Records for all internal pool servers

1. Click Stabrt, click All Programs, click Administrative Tools, and then click DNS.

2. In DNS Manager, click the DNS Server that manages your records to expand it.

3. Click Forward Lookup Zones to expand it.

4. Right-click the DNS domain that you need to add records to, and then click New Host (A or AAAA).

5. In the Name box, type the name of the host record (the domain name will be automatically appended).
6. In the IP Address box, type the IP address of the individual Front End Server and then select Create
associated pointer (PTR) record or Allow any authenticated user to update.

DNS records with the same owner name, if applicable.

7. Continue creating records for all member Front End Servers that will participate in DNS Load Balancing.
For example, if you had a pool named pooll.contoso.com and three Front End Servers, you would create
the following DNS entries:

FQDN Type Data

FPooll.comtoso.com Host (A) 192,168.1.1
Pooll.contoso.com Host (&) 192,168.1.2
Pooll.contoso.com Host (&) 192.168.1.3

http://technet.microsoft.com/en-us/library/cc772506.aspx
http://technet.microsoft.com/en-us/library/gg398251.aspx

QUESTION 26

Your network contains an Active Directory domain named contoso.com. The domain contains a domain
controller named DC1 that runs Windows Server 2012 R2.

You mount an Active Directory snapshot on DC1.

You need to expose the snapshot as an LDAP server.

Which tool should you use?

A. Ldp



B. ADSI Edit
C. Dsamain
D. Ntdsutil

Correct Answer: C
Section: (none)
Explanation
Explanation/Reference:

Explanation:
dsamain /dbpath E:\$SNAP_200704181137_VOLUMED$\WINDOW S\NTDS\ntds. dit /ldapport51389

8 Administrator: Command Prompt - dsamain -dbpath c\SSNAP_ 201212101208 . | = | & [T

et to "“ntds".

apshot. ..
CALZ2dA937VF-Pcdd-4286-8738-Pc2PcelicBab? generated successfully.
st all
A1 B:11:21 {283eblbf-Bd68-46b2-Bapc-3h33cH5FB2204%
{h23aBB8F c~ad43-469c~bF 74-1973aBacad V72

P:11:27 {(Fe?7651le-Bbec4-4040-047d-1aBd192101883
243 F37bh—AdeB-hVcc-BRLV2daltobhih ¥

45 {33FaYele-664h-463h—Yaf9-8b87301caBdld}
495c-99d1-4dfe-B81a-1827a 7827897

Bf {(B62dF3VE-Fodd-4286-8938-%c29celIctabs
—ae?l—46fc—ab3?-1e?hd2138bf 43

znapshot: mount {B62d%37F —%cdd-4286-8938-9c2%ceB3cBabl
3 €d41683c7-ae?1-48fc—ab37-1eTh82138bF43 mounted as Cz~45SHAP_2B1212101208

ot Quit
tdsutil: guit

ain -dbpath c:%5SHAP_2 2181 288_UOLUNMECS »windows ntds™

»: NIDS General # Internal Configuration : 2168
; 1z running on a supported hypervizor. UH Generation ID iz detected.

Cuprrént value of UN Gensration 1D: 66BA120214492828164

EVENTLOG <Informational}: NIDS General # Internal Configuration @ 2172
Hoad the meDS-GCeanervationld ateribiute of the Domain Controller’'s compiita i |:||1.il_l:.'l:_

ne E—Generationld attribute value:
LEOP1282144920828164

WENTLOG {Informationald: NIDS General / Service Control = 18688
rosoft Active Directory Domain Services startup complete. version 6.2.9288.16

http://technet.microsoft.com/en-us/library/cc753609(v=ws.10).aspx

QUESTION 27

Your network contains an Active Directory domain named contoso.com. Domain controllers run either
Windows Server 2008, Windows Server 2008 R2, or Windows Server 2012 R2.

You have a Password Settings object (PSOs) named PSO1.

You need to view the settings of PSO1.

Which tool should you use?



A. Get-ADDefaultDomainPasswordPolicy

B. Active Directory Administrative Center

C. Local Security Policy

D. Get-ADAccountResultantPasswordReplicationPolicy

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

In Windows Server 2012, fine-grained password policy management is made much easier than Windows
Server 2008/2008 R2. Windows Administrators not have to use ADSI Edit and configure complicated
settings to create the Password Settings Object (PSO) in the Password Settings Container. Instead we can
configure fine-grained password policy directly in Active Directory Administrative Center (ADAC).

QUESTION 28

Your network contains an Active Directory domain named contoso.com. All domain controllers run
Windows Server 2012 R2.

Administrators use client computers that run Windows 8 to perform all management tasks.

A central store is configured on a domain controller named DC1.

You have a custom administrative template file named Appl.admx. Appl.admx contains application
settings for an application named Appl.

From a client computer named Computerl, you create a new Group Policy object (GPO) named GPOL.
You discover that the application settings for App1 fail to appear in GPO1.
You need to ensure that the App1 settings appear in all of the new GPOs that you create.

What should you do?

From the Default Domain Controllers Policy, add Appl.admx to the Administrative Templates.
Copy Appl.admx to \\Contoso.com\SYSVOL\Contoso.com\Policies\PolicyDefinitions\.

From the Default Domain Policy, add Appl.admx to the Administrative Templates.

Copy Appl.admx to \Contoso.com\SYSVOL\Contoso.com\StarterGPOs.

Cow>»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

To take advantage of the benefits of .admx files, you must create a Central Store in the SYSVOL folder on
a domain controller. The Central Store is a file location that is checked by the Group Policy tools. The
Group Policy tools use any .admx files that are in the Central Store. The files that are in the Central Store
are later replicated to all domain controllers in the domain.

QUESTION 29

You have a server named Serverl that runs Windows Server 2012 R2. Serverl has the Windows Server
Update Services server role installed.

Serverl stores update files locally in C:\Updates.

You need to change the location in which the update files are stored to D:\Updates.

What should you do?

A. From the Update Services console, run the Windows Server Update Services Configuration Wizard.



B. From a command prompt, run wsusutil.exe and specify the movecontent parameter.
C. From the Update Services console, configure the Update Files and Languages option.
D. From a command prompt, run wsusutil.exe and specify the export parameter.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

You might need to change the location where WSUS stores updates locally. This might be required if the
disk becomes full and there is no longer any room for new updates. You might also have to do this if the
disk where updates are stored fails and the replacement disk uses a new drive letter.

You accomplish this move with the movecontent command of WSUSutil.exe, a command- line tool that is
copied to the file system of the WSUS server during WSUS Setup. By default, Setup copies WSUSutil.exe
to the following location:

W SUSInstallationDrive:\Program Files\Microsoft Windows Server Update Services\Tools\

QUESTION 30
You have a server named Serverl that runs Windows Server 2012 R2.

You create a custom Data Collector Set (DCS) named DCS1.
You need to configure Serverl to start DCS1 automatically when the network usage exceeds 70 percent.

Which type of data collector should you create?

A performance counter alert

A configuration data collector

A performance counter data collector
An event trace data collector

Cow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Performance alerts notify you when a specified performance counter exceeds your configured threshold by
logging an event to the event log. But rather than notifying you immediately when the counter exceeds the
threshold, you can configure a time period over which the counter needs to exceed the threshold, to avoid
unnecessary alerts.



| General | Alert | History & Trending

[V]Enable EventLog Alert with severlty |Waming v |

Alertif value is | more than v/

=

15000 | for (10 B [minueely v/

[¥] Notify at mast once every |1 |-;—! im(_g] v|

|| Embad chart with emall alerts

[ ]Enable Trend Detection Detect Leaks:

| mild {few false positives)

Min: O , Max: 0, Last: 0

QUESTION 31

Your network contains an Active Directory domain named contoso.com. The domain contains a RADIUS
server named Serverl that runs Windows Server 2012 R2.

You add a VPN server named Server2 to the network.

On Serverl, you create several network policies.

You need to configure Serverl to accept authentication requests from Server2.

Which tool should you use on Serverl?

Server Manager

Routing and Remote Access
New-NpsRadiusClient

Connection Manager Administration Kit (CMAK)

oo

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

New-NpsRadiusClient -Name "NameOfMyClientGroup" -Address "10.1.0.0/16" - AuthAttributeRequired O -
NapCompatible 0 -SharedSecret "SuperSharedSecretxyz" - VendorName "RADIUS Standard"



FromServer?
10.1.0.0/16
False

False

123

RabIBS Standard
True

PS C:hlsersifidministrator?> Hew-HpsRadiusClient -Hame “FromServer?™ -fddress “10.1.0.0716" -AuthAttra
ompatible 0 -SharedSecret "123° -UendorMame “RADIUS Standard™

Friendly name
| FromSenver?

New RADIUS Client

Name and Address

Address (IP or DNS):

[10.1.0.0/16

Vedfy... |

Shared Secrst

Select an exdsting Shared Secrets template:

| Mone

|

1 Maral
Shared secre

To manualy type a shared secret, click Manual. To automatically generste a shared
secret, click Generste. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-senstive.

i) Ganerate

Confimm shared secret

OK || Cancel

http://technet.microsoft.com/en-us/library/hh918425(v=wps.620).aspx
http://technet.microsoft.com/en-us/library/jj872740(v=wps.620).aspx
http://technet.microsoft.com/en-us/library/dd469790.aspx

QUESTION 32

Your network contains an Active Directory domain named contoso.com. The domain contains a server
named Serverl that runs Windows Server 2012 R2. Serverl has the Network Policy Server server role
installed. You need to allow connections that use 802.1x. What should you create?

CSow>

A network policy that uses Microsoft Protected EAP (PEAP) authentication
A network policy that uses EAP-MSCHAP v2 authentication

A connection request policy that uses EAP-MSCHAP v2 authentication

A connection request policy that uses MS-CHAP v2 authentication



Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

802.1X uses EAP, EAP-TLS, EAP-MS-CHAP v2, and PEAP authentication methods:

EAP (Extensible Authentication Protocol) uses an arbitrary authentication method, such as certificates,
smart cards, or credentials. EAP-TLS (EAP-Transport Layer Security) is an EAP type that is used in
certificate- based security environments, and it provides the strongest authentication and key determination
method.

EAP-MS-CHAP v2 (EAP-Microsoft Challenge Handshake Authentication Protocol version 2) is a mutual
authentication method that supports password-based user or computer authentication.

PEAP (Protected EAP) is an authentication method that uses TLS to enhance the security of other EAP
authentication protocols.

Connection request policies are sets of conditions and settings that allow network administrators to
designate which Remote Authentication Dial-In User Service (RADIUS) servers perform the authentication
and authorization of connection requests that the server running Network Policy Server (NPS) receives
from RADIUS clients. Connection request policies can be configured to designate which RADIUS servers
are used for RADIUS accounting.

With connection request policies, you can use NPS as a RADIUS server or as a RADIUS proxy, based on
factors such as the following:

The time of day and day of the week

The realm name in the connection request

The type of connection being requested

The IP address of the RADIUS client

QUESTION 33

Your network contains an Active Directory domain named contoso.com. The domain contains a server
named Serverl that runs Windows Server 2012 R2. Serverl has the Network Policy Server role service
installed.

You plan to configure Serverl as a Network Access Protection (NAP) health policy server for VPN
enforcement by using the Configure NAP wizard.

You need to ensure that you can configure the VPN enforcement method on Serverl successfully.

What should you install on Serverl before you run the Configure NAP wizard?

A system health validator (SHV)

The Host Credential Authorization Protocol (HCAP)
A computer certificate

The Remote Access server role

CSow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Configure NAP enforcement for VPN

This checklist provides the steps required to deploy computers with Routing and Remote Access Service
installed and configured as VPN servers with Network Policy Server (NPS) and Network Access Protection
(NAP).



Task

Reference

If you want to perform authorization by group,
create a user group in Active Directory®
Domain Services (4D DS) that contains the
users who are allowed to access the network
through VPN servers.

Determine the authentication method you want
to use,

Autoenroll a server certificate to NPS and VPN
servers or, if you are using PEAP-MS-CHAP v2
and you do not want to deploy your own C4,
purchase a server certificaie,

Create a Group for a Network Policy

RADIUS Server for Dial-Up or VPN Connections
anhd Certificate Requirements for PEAP and EAP

Ceploy a CA and NPS Server Certificate and
Obtaining and Installing a VenSign WLAN Server
Certificate for PEAP-MS-CHAP v2 Wireless
Authentication (hitp://go.microsoft.comyfwlink
SPLinkld=335875)

If you are using EAP-TLS or PEAP-TLS without
smart cards, autoenroll user certificates,
computer certificates, or both user and
computer certificates, to domain member client
computers,

In NPS, configure VPM servers as RADIUS
clients and on the VPN server, configure the
MPS server as the pnmary RADIUS server.

If you are using the Windows Security Health
Validator (WSHV) in your NAP deployment,
enable Security Center on MAP-capable clients
using Group Policy.

Deploy Client Computer Certificates and Deploy
User Certificates

Acdld a Mew RADIUS Client: RADIUS Clients: and
Routing and Remote Access Service
documentation in Windows Server® 2008

Enable Security Center in Group Policy

In MPS, if your MAP deployment requires it,
canfigure the WSHV.

Windows Security Health Validator




If you are using non-Microsoft products that
are compatible with MAP, deploy
non-Microsoft system health agents (SHAs) on
client computers and their correspaonding
system health validators (SHVs) on the NPS
SErVEr,

If you want to provide client computers with
automatic updates using autoremediation,
deploy and configure Remediation Server
Groups in MPS,

On the MPS server, configure health policies,
connection request policies, and network
policies that enforce MNAP for VPN connections.

&n client computers, manually configure a VPN
connection to the VPN server or install a
Connection Manager profile that you created
with Connection Manager aAdministration Kit
(CMAK),

On MAP-capable client computers, enable the
MNetwork Access Protection service and change
the startup type to automatic.

On MAP-capable client computers, enable the
Remote Access and EAP enforcement clients.

QUESTION 34

System Health Validators and product
documentation

Configure Remediation Server Groups and
Remediation Server Groups

Create MAP Policies with a Wizard

Routing and Remote Access Service, Metwork and
Sharing Center, and Connection Manager
Administration Kit (CMAK) documentation in
Windows Server 2008

Enable the Metwark Atcess Pratection Service an

Llems

Enable and Disable MAP Enforcement Clients

Your network contains a single Active Directory domain named contoso.com. The domain contains a
member server named Serverl that runs Windows Server 2012 R2.

Serverl has the Windows Server updates Services server role installed and is configured to download

updates from the Microsoft Update servers.

GRATIS

Free Practice Exams

http://www.gratisexam.com/

You need to ensure that Serverl downloads express installation files from the Microsoft Update servers.

What should you do from the Update Services console?

oo

Correct Answer: A
Section: (none)

From the Update Files and Languages options, configure the Update Files settings.
From the Automatic Approvals options, configure the Update Rules settings.

From the Products and Classifications options, configure the Products settings.
From the Products and Classifications options, configure the Classifications settings.



Explanation

Explanation/Reference:

Explanation:

To specify whether express installation files are downloaded during synchronization
In the left pane of the WSUS Administration console, click Options.

In Update Files and Languages, click the Update Files tab.

If you want to download express installation files, select the Download express installation files check box. If
you do not want to download express installation files, clear the check box.

‘Update Files and Languages -

Update Files | Update Languages |

T—} You can specify where to store update files, Storing files locally requires
= | sufficient disk space.

i®) Store update files locally on this server

[+ Downlecad update files to this server only when updates are approved

Download express installation files

Express installation files provide faster download and installation on
computers, but are larger and will increase download times for your
SETVEL,

() Do not store update files locally; cormputers install from Microsoft Update

Mote: Saving file and language settings may take several minutes. During this
time, computers cannot receive updates and other settings cannot be saved,

0] Cancel

http://technet.microsoft.com/en-us/library/cc708431.aspx
http://technet.microsoft.com/en-us/library/cc708431.aspx

QUESTION 35

You have a server named Serverl that runs Windows Server 2012 R2. Serverl has the Remote Access
server role installed.

On Serverl, you create a network policy named Policyl.

You need to configure Policyl to ensure that users are added to a VLAN.

Which attributes should you add to Policyl1?

A. Tunnel-Tag, Tunnel-Password, Tunnel-Medium-Type, and Tunnel-Preference
B. Tunnel-Tag, Tunnel-Server-Auth-ID, Tunnel-Preference, and Tunnel-Pvt-Group-1D



C. Tunnel-Type, Tunnel-Tag, Tunnel-Medium-Type, and Tunnel-Pvt-Group-1D
D. Tunnel-Type, Tunnel-Password, Tunnel-Server-Auth-ID, and Tunnel-Pvt-Group-1D

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

VLAN attributes used in network policy

When you use network hardware, such as routers, switches, and access controllers that support virtual
local area networks (VLANS), you can configure Network Policy Server (NPS) network policy to instruct the
access servers to place members of Active Directory?groups on VLANS.

Before configuring network policy in NPS for VLANS, create groups of users in Active Directory Domain
Services (AD DS) that you want to assign to specific VLANs. Then when you run the New Network Policy
wizard, add the Active Directory group as a condition of the network policy.

You can create a separate network policy for each group that you want to assign to a VLAN. For more
information, see Create a Group for a Network Policy. When you configure network policy for use with
VLANS, you must configure the RADIUS standard attributes Tunnel-Medium-Type, Tunnel-Pvt-Group-ID,
and Tunnel-Type. Some hardware vendors also require the use of the RADIUS standard attribute Tunnel-
Tag. To configure these attributes in a network policy, use the New Network Policy wizard to create a
network policy. You can add the attributes to the network policy settings while running the wizard or after
you have successfully created a policy with the wizard.

Tunnel-Medium-Type. Select a value appropriate to the previous selections you made while running the
New Network Policy wizard. For example, if the network policy you are configuring is a wireless policy, in
Attribute Value, select 802 (Includes all 802 media plus Ethernet canonical format).

Tunnel-Pvt-Group-ID. Enter the integer that represents the VLAN number to which group members will be
assigned. For example, if you want to create a Sales VLAN for your sales team by assigning team
members to VLAN 4, type the number 4.

Tunnel-Type. Select the value Virtual LANs (VLAN).

Tunnel-Tag. Some hardware devices do not require this attribute. If your hardware device requires this
attribute, obtain this value from your hardware documentation.

QUESTION 36

Your network contains an Active Directory domain named contoso.com. The domain contains a server
named Serverl that runs Windows Server 2012 R2 and has the Network Policy Server role service
installed. You need to enable trace logging for Network Policy Server (NPS) on Serverl. Which tool should
you use?

A. The tracert.exe command

B. The Network Policy Server console
C. The Server Manager console

D. The netsh.exe command

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

NPS trace logging files

You can use log files on servers running Network Policy Server (NPS) and NAP client computers to help
troubleshoot NAP problems. Log files can provide the detailed information required for troubleshooting
complex problems.

You can capture detailed information in log files on servers running NPS by enabling remote access tracing.
The Remote Access service does not need to be installed or running to use remote access tracing. When
you enable tracing on a server running NPS, several log files are created in %windir%\tracing.

The following log files contain helpful information about NAP:

IASNAP. LOG: Contains detailed information about NAP processes, NPS authentication, and NPS
authorization.

IASSAM. LOG: Contains detailed information about user authentication and authorization.



Membership in the local Administrators group, or equivalent, is the minimum required to enable tracing.
Review details about using the appropriate accounts and group memberships at Local and Domain Default
Groups (http://go.microsoft.com/fwlink/?Linkld=83477).

To create tracing log files on a server running NPS

Open a command line as an administrator.

Type netshras set tr * en.

Reproduce the scenario that you are troubleshooting.
Type netshras set tr * dis.

Close the command prompt window.

http://technet.microsoft.com/en-us/library/dd348461%28v=ws.10%29.aspx

QUESTION 37

Your network contains an Active Directory domain named contoso.com. The domain contains a server
named Serverl. Serverl has the DHCP Server server role and the Network Policy Server role service
installed.

Serverl contains three non-overlapping scopes named Scopel, Scope2, and Scope3. Serverl currently
provides the same Network Access Protection (NAP) settings to the three scopes.

You modify the settings of Scopel as shown in the exhibit. (Click the Exhibit button.)

Scope [192.168.0.0] Scopel Properties |L-

| General | DNS | Metwork Access Protection | Failower | Advanced
Metwork Access Prolection

You can setup the Network Access Protection settings for this scope
o

Metwork Access Protection Saftings
(¥ Enable for this scope

Lis= defaull Network Access Protection profie

™ Desabla for this scope

You need to configure Serverl to provide unique NAP enforcement settings to the NAP non-compliant
DHCP clients from Scopel.

What should you create?

A. A connection request policy that has the Service Type condition
B. A connection request policy that has the Identity Type condition



C. A network policy that has the Identity Type condition
D. A network policy that has the MS-Service Class condition

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

MS-Service Class

Restricts the policy to clients that have received an IP address from a DHCP scope that

matches the specified DHCP profile name. This condition is used only when you are deploying NAP with
the DHCP enforcement method. To use the MS-Service Class attribute, in Specify the profile name that
identifies your DHCP scope, type the name of an existing DHCP profile.

Open the NPS console, double-click Policies, click Network Policies, and then double-click the policy you
want to configure.

In policy Properties, click the Conditions tab, and then click Add. In Select condition, scroll to the Network
Access Protection group of conditions. If you want to configure the Identity Type condition, click Identity
Type, and then click Add. In Specify the method in which clients are identified in this policy, select the items
appropriate for your deployment, and then click OK.

The Identity Type condition is used for the DHCP and Internet Protocol security (IPsec) enforcement
methods to allow client health checks when NPS does not receive an Access- Request message that
contains a value for the User-Name attribute; in this case, client health checks are performed, but
authentication and authorization are not performed.

If you want to configure the MS-Service Class condition, click MS-Service Class, and then click Add. In
Specify the profile name that identifies your DHCP scope, type the name of an existing DHCP profile, and
then click Add.



Policy1 Properties

Overview | Condiions | Constraints | Settings |

Configure the cond®ions for this netwark policy.

If conditions match the connection request, NP5 uses this policy to authodze the connection request. If conditions do not match the
connection reguest. NPS skips this policy and evaluates other policies,  addtional policies are corfigured.

The MS-Serwice Class candition specifies that the connecting computer must have an [P address lease from a DHCP
scope thal matches the selected profile name

kpecified in the heslth

sbemraan

Specify the profile name that identifies your DHCF scope.
L not capabls of

|5mpef

config oK

W

Salect condition | x|

| Add. || Cancel

The MS-Service Class condition restricts the policy to clients that have received an IP address from a
DHCP scope that matches the specified DHCP profile name. This condition is used only when you are
deploying NAP with the DHCP enforcement method.

http://technet.microsoft.com/en-us/library/cc731560(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/cc731220(v=ws.10).aspx

QUESTION 38

Your network contains a Network Policy Server (NPS) server named Serverl. The network contains a
server named SQL1 that has Microsoft SQL Server 2008 R2 installed. All servers run Windows Server
2012 R2.

You configure NPS on Serverl to log accounting data to a database on SQL1.

You need to ensure that the accounting data is captured if SQL1 fails. The solution must minimize cost.

What should you do?

A. Implement Failover Clustering.
B. Implement database mirroring.
C. Run the Accounting Configuration Wizard.



D. Modify the SQL Server Logging properties.

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

In Windows Server 2008 R2, an accounting configuration wizard is added to the Accounting node in the
NPS console. By using the Accounting Configuration wizard, you can configure the following four
accounting settings:

SQL logging only. By using this setting, you can configure a data link to a SQL Server that allows NPS to
connect to and send accounting data to the SQL server. In addition, the wizard can configure the database
on the SQL Server to ensure that the database is compatible with NPS SQL server logging. Text logging
only. By using this setting, you can configure NPS to log accounting data to a text file.

Parallel logging. By using this setting, you can configure the SQL Server data link and database. You can
also configure text file logging so that NPS logs simultaneously to the text file and the SQL Server
database. SQL logging with backup. By using this setting, you can configure the SQL Server data link and
database. In addition, you can configure text file logging that NPS uses if SQL Server logging fails.

QUESTION 39
Your network has a router named Routerl that provides access to the Internet. You have a server named
Serverl that runs Windows Server 2012 R2. Serverl to use Routerl as the default gateway.

A new router named Router2 is added to the network. Router2 provides access to the Internet. The IP
address of the internal interface on Router2 is 10.1.14.254.

You need to configure Serverl to use Router2 to connect to the Internet if Routerl fails.

What should you do on Serverl1?

A. Add a route for 10.1.14.0/24 that uses 10.1.14.254 as the gateway and set the metric to 1.
B. Add 10.1.14.254 as a gateway and set the metric to 1.

C. Add a route for 10.1.14.0/24 that uses 10.1.14.254 as the gateway and set the metric to 500.
D. Add 10.1.14.254 as a gateway and set the metric to 500.

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

The keyword’s here are “internet access”

Metric 1 would give it a primary roll for routing trafic, which is NOT asked.
So this rules out A AND B.

Metric 500 gives it a secondary roll for routing trafic.

C is not the answer bcz: it only routes addresses 10.1.14.0/24 (which is a NONE routable/"life” range on the
internet! (10...(A-Class), 127...(B-Class), 192...(C-Class)). The solution however should route ALL trafic
comming in to the internet.

So the only logical answer is D.
http://windows.microsoft.com/en-us/windows/configuring-multiple-network-gateways#1 TC=windows-7

QUESTION 40

Your network contains an Active Directory domain named contoso.com. The domain contains a domain
controller named DC1. DC1 is a DNS server for contoso.com. The properties of the contoso.com zone are
configured as shown in the exhibit. (Click the Exhibit button.)



contoso.com Properties |i-

I WINS | ZoneTrandes | Secudy
General Start of Authority {(SOA) : Name Servers
Status Running [ P;a - |
Type Active Diractory-Integrated Change. l
Replication: Al DNS servers in this domain Change: |

Diata is stored in Actve Directory

Dynamic updates: Nonsecure and secure |* |

v, Alowmng nonsecure dynamic updates is a significant securiy
vulnerabdty because updates can be accepted from untrusted
SOUNCES

To sed aging/scavenging propadies, click Aging Agng

ox || cred ox Help

The domain contains a server named Serverl that is part of a workgroup named Workgroup. Serverl is
configured to use DC1 as a DNS server.

You need to ensure that Serverl dynamically registers a host (A) record in the contoso.com zone.

What should you configure?

The workgroup name of Serverl

The Security settings of the contoso.com zone

The Dynamic updates setting of the contoso.com zone
The primary DNS suffix of Serverl

CSow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

When any computer or a standalone server is added to a domain as a member, the network identifies that
computer with its Fully Qualified Domain Name or FQDN. A Fully Qualified Domain Name consist of a
hostname and the DNs suffix separated by a ". " called period. An example for this can be serverO1.
msftdomain.com where "server01 is the hostname of the computer and "msftdomain.com” is the DNS suffix
which follows the hostname. A complete FQDN of a client computer or a member server uniquely identifies
that computer in the entire domain.

Primary DNS suffix must manually be added in Windows 8 computer to change its hostname to Fully
Qualified Domain Name so that it becomes eligible to send queries and receive responses from the DNS
server. Following are the steps which can be implemented to add primary DNS suffix to a Windows 8
computer hostname:



Log on to Windows 8 computer with administrator account. From the options available on the screen click
Control Panel. On the opened window click More Settings from the left pane. On the next window click
System and Security category and on the appeared window click System.

On View basic information about your computer window click Change settings under Computer name,
domain, and workgroup settings section. On System Properties box make sure that Computer Name tab is
selected and click Change button.

On Computer Name/Domain Changes box click More button. On DNS Suffix and NetBIOS Computer
Name box type in the DNS domain name as the DNS suffix to the Windows 8 computer under Primary DNS
suffix of this computer field. Click Ok button on all the boxes and restart the computer to allow changes to
take effect.

| System Properties x ||,
Computer Name/Domain Changes l L2

You can change the name and the membership of this bmputer
computer. Changes might affect access to network resources ks

Computer name
t | Server?

Full computer name:
DNS Suffix and NetBIOS Computer Name -

Primary DNS suffic of this computer;
|hnme.luc::€l |

[+] Change primary DNS suffix when domain membership changes

Net_E}GS compuler name:
IEERVERE

This name is used for interoperability with older computers and services.

Cancel




Advanced TCP/IP Settings =l

| IP Settings | DS | WINS

DNS server addresses, in order of use:

7700t ]

Add... || Edit... || Remove |

The following three settings are applied to all connections with TCP/IP
enabled. For resolution of ungualified names:

(#) Append primary and connection spedfic DMNS suffives
[#] Append parent suffixes of the primary DNS suffix
("1 Append these DNS suffixes (n order):

| Edit,,

DS suffix for this connection: [ |

[#|Register this connection's addresses In DNS
[ ] Use this connection’s DNS suffix in DNS registration

ok || cancel

For years, Windows DNS has supported dynamic updates, whereas a DNS client host registers and
dynamically updates the resource records with a DNS server. If a host's IP address changes, the resource
record (particularly the A record) for the host is automatically updated, while the host utilizes the DHCP
server to dynamically update its Pointer (PTR) resource record. Therefore, when a user or service needs to
contact a client PC, it can look up the IP address of the host. With larger organizations, this becomes an
essential feature, especially for clients that frequently move or change locations and use DHCP to
automatically obtain an IP address. For dynamic DNS updates to succeed, the zone must be configured to
accept dynamic updates:



New Zone Wizard -

Dynamic Update '";‘
i

‘fou can spedfy that this DNS zone accepts secure, nonsecure, of No dynamic
updates,

Dynamic updates enable DNS dient computers to register and dynamically update their
respurce records with a DNS server whenever changes oocur,

Select the type of dynamic updates you want to allow:

(®! Allow only secure dynamic updates (recommended for Active Directory)
This option 5 available only for Active Directory-ntegrated zones,

() allow both nonsacure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.

« Thisoptionica significant security vulnerability because updates can be
. accepted from untrusted sources,

(") Do not allow dynamic updates
Drynamic wndates of resource records are not accepted by this zons. You must update
these records manually.

<Back | mMext> || canced |

http://technet.microsoft.com/en-us/library/cc778792%28v=ws.10%29.aspx
http://technet.microsoft.com/en-us/library/cc778792%28v=ws.10%29.aspx
http://www.advicehow.com/adding-primary-dns-suffix-in-microsoft-windows-8/
http://technet.microsoft.com/en-us/library/cc959611.aspx

QUESTION 41
Your network contains an Active Directory domain named contoso.com. All domain controllers run
Windows Server 2012 R2. One of the domain controllers is named DC1.

The DNS zone for the contoso.com zone is Active Directory-integrated and has the default settings.
A server named Serverl is a DNS server that runs a UNIX-based operating system.

You plan to use Serverl as a secondary DNS server for the contoso.com zone.

You need to ensure that Serverl can host a secondary copy of the contoso.com zone.

What should you do?

A. From DNS Manager, modify the Advanced settings of DC1.
B. From DNS Manager, modify the Zone Transfers settings of the contoso.com zone.

C. From Windows PowerShell, run the Set-DnsServerForwardercmdlet and specify the contoso.com zone
as a target.

D. From DNS Manager, modify the Security settings of DC1.

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

There are two ways that a secondary DNS server can be added. In both scenarios you will need to add the
new server to the Forwarders list of the primary Domain Controller.

1. The Set-DnsServerForwarder cmdlet changes forwarder settings on a Domain Name System (DNS)
server.



2. From the primary server, open DNS Manager, right click on the server name and select Properties. Click
on the Forwarders tab and click the Edit button in the middle of the dialogue box.

QUESTION 42

Your network contains an Active Directory domain named contoso.com. The domain contains domain
controllers that run Windows Server 2008, Windows Server 2008 R2 Windows Server 2012, and Windows
Server 2012 R2.

A domain controller named DC1 runs Windows Server 2012 R2. DC1 is backed up daily.
During routine maintenance, you delete a group named Groupl.

You need to recover Groupl and identify the names of the users who were members of Groupl prior to its
deletion. You want to achieve this goal by using the minimum amount of administrative effort.

What should you do first?

Perform an authoritative restore of Groupl.
Mount the most recent Active Directory backup.
Use the Recycle Bin to restore Groupl.
Reactivate the tombstone of Groupl.

CSow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

The Active Directory Recycle Bin does not have the ability to track simple changes to objects. If the object
itself is not deleted, no element is moved to the Recycle Bin for possible recovery in the future. In other
words, there is no rollback capacity for changes to object properties, or, in other words, to the values of
these properties. There is another approach you should be aware of. Tombstone reanimation (which has
nothing to do with zombies) provides the only way to recover deleted objects without taking a DC offline,
and it's the only way to recover a deleted object's identity information, such as its objectGUID and objectSid
attributes. It neatly solves the problem of recreating a deleted user or group and having to fix up all the old
access control list (ACL) references, which contain the objectSid of the deleted object.

Restores domain controllers to a specific point in time, and marks objects in Active Directory as being
authoritative with respect to their replication partners.

QUESTION 43
Your network contains an Active Directory domain named adatum.com. All domain controllers run Windows
Server 2012 R2. The domain contains a virtual machine named DC2.

On DC2, you run Get-ADDCCloningExcludedApplicationList and receive the output shown in the following
table.

Name Type

Appl Service

You need to ensure that you can clone DC2.

Which two actions should you perform? (Each correct answer presents part of the solution. Choose two.)



" A Create an empty file named DCCloneConfig.xml.

" B. Add the following information to the DCCloneConfigSchema.xsd file:

T A mw

<RAllpowlist
<Allow>
<Hame>Rppl</NHame>
cTypesServicead /Types

Y Y s
</Rllow>

</Allowliscy>
" C. cCreate an empty file named CustomDCCloneAllowList.xml.

" D. Create a file named DCCloneConfig.xml that contains the following information:
<BllowList>
<hllow>
<HamerAppli</Hame>
<IType>Service</Type>
</ALlow>

</ARllowlList>

[ E Create a file named CustomDCCloneAllowList.xml that contains the following information:
<hAllowListc>
<Allow>
<Mame>Appid/ Hama
<Iype>xServicec/Type>
</ A1) ow>

<fAllowList>

A. Option A
B. Option B
C. OptionC
D. Option D
E. Option E

Correct Answer: AE
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Because domain controllers provide a distributed environment, you could not safely clone an Active
Directory domain controller in the past.

Before, if you cloned any server, the server would end up with the same domain or forest, which is
unsupported with the same domain or forest. You would then have to run sysprep, which would remove the
unique security information before cloning and then promote a domain controller manually. When you clone
a domain controller, you perform safe cloning, which a cloned domain controller automatically runs a subset
of the sysprep process and promotes the server to a domain controller automatically.

The four primary steps to deploy a cloned virtualized domain controller are as follows:

Grant the source virtualized domain controller the permission to be cloned by adding the source virtualized
domain controller to the Cloneable Domain Controllers group.

Run Get-ADDCCloningExcludedApplicationListcmdlet in Windows PowerShell to determine which services
and applications on the domain controller are not compatible with the cloning.

Run New-ADDCCloneConfigFile to create the clone configuration file, which is stored in the C:\Windows
\NTDS.

In Hyper-V, export and then import the virtual machine of the source domain controller.



Run Get-ADDCCloningExcludedApplicationListcmdlet In this procedure, run the Get-
ADDCCIloningExcludedApplicationListcmdlet on the source virtualized domain controller to identify any
programs or services that are not evaluated for cloning. You need to run the Get-
ADDCCIloningExcludedApplicationListcmdlet before the New- ADDCCloneConfigFilecmdlet because if the
New-ADDCCIloneConfigFilecmdlet detects an excluded application, it will not create a DCCloneConfig.xml
file. To identify applications or services that run on a source domain controller which have not been
evaluated for cloning Get-ADDCCloningExcludedApplicationList
Get-ADDCCloningExcludedApplicationList -GenerateXml

The clone domain controller will be located in the same site as the source domain controller unless a
different site is specified in the DCCloneConfig.xml file.

Note:

The Get-ADDCCloningExcludedApplicationListcmdlet searches the local domain controller for programs
and services in the installed programs database, the services control manager that are not specified in the
default and user defined inclusion list. The applications in the resulting list can be added to the user defined
exclusion list if they are determined to support cloning. If the applications are not cloneable, they should be
removed from the source domain controller before the clone media is created. Any application that appears
in cmdlet output and is not included in the user defined inclusion list will force cloning to fail.

The Get-ADDCCloningExcludedApplicationListcmdlet needs to be run before the New-
ADDCCloneConfigFilecmdlet is used because if the New-ADDCCloneConfigFilecmdlet detects an excluded
application, it will not create a DCCloneConfig.xml file. DCCloneConfig.xml is an XML configuration file that
contains all of the settings the cloned DC will take when it boots. This includes network settings, DNS,
WINS, AD site name, new DC name and more. This file can be generated in a few different ways.

The New-ADDCCloneConfigecmdlet in PowerShell
By hand with an XML editor
By editing an existing config file, again with an XML editor (Notepad is not an XML editor.)

X Administrator: Windows PowerShell

Copyright 12 Microsoft Corporation. All rights reserved,

PS CivUsershadm nistrator.DC01: Get-ADDCClonmingExcludedapplicationlist

Ly Administrator: Windows PowerShell

1 ndows PowersSne
Copyright (C) 2012 Microsoft Corporation. All rights reserved.

WAdming strator.DCO1s Get-ADDCClomingExcludedapplicationList

- ¥
1CATI10NLYT ST -LGenératexmi




£y Administrator: Windows PowerShell

ft Lorporation. A11 rights reserved.

C \Users\aAdm mi strator . DC01> Get-ADDCC] oningExc) udedApplicationlist

- CustomDCCloneAllowList - Notepad
File Edit Format WView Help

| <7wnl version="1.9" encoding="utf-8"2>
M ¢de:CustomDCClonell lowlist >mlns ide="uri:microsoft.com:schemas : CustomDCClonedllowl ist”
¢Allow>
tﬂaﬂE}MLﬁ5<IHamEJ
cTyper>Serviced/Type>
¢fAL o>
¢/dc:CustomDCCloneAlLowlist»

~IP
=51te=-Name
Running 1h 'Local ' mode.

Starting PDC test: Verifying that the domain controller hosting the PDC FSMO role 12 running Win

omain comtraller 15 a member of the 'Cloneable Domain Contr
e.local).

cloming allow lis

C vl ]
Nn echuded H.EDTTCat'lt!ﬂ“ w:r‘e detected.

o walid clone configuration Ti1les were found at any of the supported locations.

Tl yration file...
| inding the j he - ¢ database. ..
he -i.|l|rlr' 5]}

1
£




DCCloneConfig - Notepad

File Edit Format View Help

le2xml version="1.8"2>
«d3c:DCCloneConfig wmlns:d3c="url:mlcrosoft.com:schemas:DCCloneConfig™ >
<ComputerName>DCa2 « /CamputerName >
¢SiteNamesDefault-First-Site-HName</Sitelames
¢IPSettings>»
<IPvdSettings»
¢StaticSettings>
<Address»19. 18, 18,282 ¢/Address >
<SubnetMask>»255 265 255 .6 /SubnetMas e »
DefaultGateway>18, 18, 18, L¢/DefaultGateway>
<DNSResolver>1@. 18, 18,73« /DNSResolver»
<DNSResolwvers»1@. 18, 18, 202 ¢ /DNSResolver »
</StaticSettings>
¢ /IPvdSettings»
</IP>ettings>
¢/d3c:DCCloneConfig> I

http://technet.microsoft.com/en-us/library/hh831734.aspx
http://blogs.dirteam.com/blogs/sanderberkouwer/archive/2012/09/10/new-features-in-active-directory-
domain-services-in-windows-server-2012-part-13-domain-controller-cloning.aspx

QUESTION 44

Your network contains an Active Directory domain named contoso.com. The domain contains two servers
named Serverl and Server2. Both servers run Windows Server 2012 R2. Both servers have the File and
Storage Services server role, the DFS Namespace role service, and the DFS Replication role service
installed.

Serverl and Server2 are part of a Distributed File System (DFS) Replication group named Groupl. Serverl
and Server2 are connected by using a high-speed LAN connection.

You need to minimize the amount of processor resources consumed by DFS Replication.

What should you do?

Modify the replication schedule.

Modify the staging quota.

Disable Remote Differential Compression (RDC).
Reduce the bandwidth usage.

CSow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Because disabling RDC can help conserve disk input/output (1/0O) and CPU resources, you might want to
disable RDC on a connection if the sending and receiving members are in a local area network (LAN), and
bandwidth use is not a concern. However, in a LAN environment where bandwidth is contended, RDC can
be beneficial when transferring large files.

Question tells it uses a high-speed LAN connection.
http://technet.microsoft.com/en-us/library/cc758825%28v=ws.10%29.aspx
http://technet.microsoft.com/en-us/library/cc754229.aspx

QUESTION 45
Your network contains an Active Directory domain named contoso.com. All servers run Windows Server



2012 R2.

All sales users have laptop computers that run Windows 8. The sales computers are joined to the domain.
All user accounts for the sales department are in an organizational unit (OU) named Sales_OU.

A Group Policy object (GPO) named GPOLl is linked to Sales_OU.
You need to configure a dial-up connection for all of the sales users.

What should you configure from User Configuration in GPO1?

Policies/Administrative Templates/Network/Windows Connect Now
Preferences/Control Panel Settings/Network Options

Policies/Administrative Templates/Windows Components/Windows Mobility Center
Policies/Administrative Templates/Network/Network Connections

CSow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

The Network Options extension allows you to centrally create, modify, and delete dial-up networking and
virtual private network (VPN) connections. Before you create a network option preference item, you should
review the behavior of each type of action possible with the extension.
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To create a new Dial-Up Connection preference item

Open the Group Policy Management Console. Right-click the Group Policy object (GPO) that should
contain the new preference item, and then click Edit. In the console tree under Computer Configuration or
User Configuration, expand the Preferences folder, and then expand the Control Panel Settings folder.
Right-click the Network Options node, point to New, and select Dial-Up Connection.
http://technet.microsoft.com/en-us/library/cc772107.aspx
http://technet.microsoft.com/en-us/library/cc772107.aspx
http://technet.microsoft.com/en-us/library/cc772449.aspx

QUESTION 46
Your network contains an Active Directory domain named contoso.com.

A user named Userl creates a central store and opens the Group Policy Management Editor as shown in
the exhibit. (Click the Exhibit button.)

Group Policy Management Editor |L|£-

File Action View Help
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4 & Computer Configuration & Computer Configuration |
4 | Policies %, User Configuration
Saftware Settings
: Windows Settings
2 | Administrative Templates:
All Settings
|- Preferences
4 4, User Configuration
I Policies
I . Preferences

You need to ensure that the default Administrative Templates appear in GPO1.

What should you do?

Link a WMI filter to GPOL1.

Copy files from %Windir%\Policydefinitions to the central store.
Configure Security Filtering in GPOL1.

Add Userl to the Group Policy Creator Owners group.

CSow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

In earlier operating systems, all the default Administrative Template files are added to the ADM folder of a
Group Policy object (GPO) on a domain controller. The GPOs are stored in the SYSVOL folder. The
SYSVOL folder is automatically replicated to other domain controllers in the same domain. A policy file uses
approximately 2 megabytes (MB) of hard disk space. Because each domain controller stores a distinct
version of a policy, replication traffic is increased.

In Group Policy for Windows Server 2008 and Windows Vista, if you change Administrative template policy
settings on local computers, Sysvol will not be automatically updated with the new .admX or .admL files.
This change in behavior is implemented to reduce network load and disk storage requirements, and to
prevent conflicts between .admX files and.admL files when edits to Administrative template policy settings
are made across different locales. To make sure that any local updates are reflected in Sysvol, you must
manually copy the updated .admX or .admL files from the PolicyDefinitions file on the local computer to the



Sysvol\PolicyDefinitions folder on the appropriate domain controller.

To take advantage of the benefits of .admx files, you must create a Central Store in the SYSVOL folder on
a domain controller. The Central Store is a file location that is checked by the Group Policy tools. The
Group Policy tools use any .admx files that are in the Central Store. The files that are in the Central Store
are later replicated to all domain controllers in the domain.

To create a Central Store for .admx and .adml files, create a folder that is named PolicyDefinitions in the
following location:
\WFQDN\SYSVOL\FQDN\policies

http://support.microsoft.com/kb/929841

QUESTION 47
You have a server named Serverl that runs Windows Server 2012 R2. Serverl has the File Server
Resource Manager role service installed.

Each time a user receives an access-denied message after attempting to access a folder on Serverl, an
email notification is sent to a distribution list named DL1.

You create a folder named Folderl on Serverl, and then you configure custom NTFS permissions for
Folder 1.

You need to ensure that when a user receives an access-denied message while attempting to access
Folderl, an email natification is sent to a distribution list named DL2. The solution must not prevent DL1
from receiving notifications about other access-denied messages.

What should you do?

From File Explorer, modify the Classification tab of Folder1.

From the File Server Resource Manager console, modify the Email Notifications settings.
From the File Server Resource Manager console, set a folder management property.
From File Explorer, modify the Customize tab of Folder1.

CSow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

http://technet.microsoft.com/en-us/library/jj574182.aspx#BKMK_12

When using the email model each of the file shares, you can determine whether access requests to each
file share will be received by the administrator, a distribution list that represents the file share owners, or
both.

You can use the File Server Resource Manager console to configure the owner distribution list by editing
the management properties of the classification properties.

QUESTION 48
Your network contains an Active Directory domain named contoso.com. All domain controllers run
Windows Server 2012 R2.

An organizational unit (OU) named OU1 contains 200 client computers that run Windows 8 Enterprise. A
Group Policy object (GPO) named GPO1 is linked to OU1.

You make a change to GPOL1.

You need to force all of the computers in OU1 to refresh their Group Policy settings immediately. The
solution must minimize administrative effort.

Which tool should you use?

A. The Secedit command



B. The Invoke-GpUpdate cmdlet
C. Group Policy Object Editor
D. Server Manager

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Invoke-GPUpdate

Schedule a remote Group Policy refresh (gpupdate) on the specified computer.

Applies To: Windows Server 2012 R2

The Invoke-GPUpdate cmdlet refreshes Group Policy settings, including security settings that are set on
remote computers by scheduling the running of the Gpupdate command on a remote computer. You can
combine this cmdlet in a scripted fashion to schedule the Gpupdate command on a group of computers.
The refresh can be scheduled to immediately start a refresh of policy settings or wait for a specified period
of time, up to a maximum of 31 days. To avoid putting a load on the network, the refresh times will be offset
by a random delay.

Note:

Group Policy is a complicated infrastructure that enables you to apply policy settings to remotely configure a
computer and user experience within a domain. When the Resultant Set of Policy settings does not
conform to your expectations, a best practice is to first verify that the computer or user has received the
latest policy settings. In previous versions of Windows, this was accomplished by having the user run
GPUpdate.exe on their computer. With Windows Server 2012 R2 and Windows 8, you can remotely refresh
Group Policy settings for all computers in an organizational unit (OU) from one central location by using the
Group Policy Management Console (GPMC). Or you can use the Invoke-GPUpdate Windows PowerShell
cmdlet to refresh Group Policy for a set of computers, including computers that are not within the OU
structure--for example, if the computers are located in the default computers container.

The remote Group Policy refresh updates all Group Policy settings, including security settings that are set
on a group of remote computers, by using the functionality that is added to the context menu for an OU in
the Group Policy Management Console (GPMC). When you select an OU to remotely refresh the Group
Policy settings on all the computers in that OU, the following operations happen:

An Active Directory query returns a list of all computers that belong to that OU. For each computer that
belongs to the selected OU, a WMI call retrieves the list of signed in users.

A remote scheduled task is created to run GPUpdate.exe /force for each signed in user and once for the
computer Group Policy refresh. The task is scheduled to run with a random delay of up to 10 minutes to
decrease the load on the network traffic. This random delay cannot be configured when you use the GPMC,
but you can configure the random delay for the scheduled task or set the scheduled task to run immediately
when you use the Invoke-GPUpdate cmdlet.

Reference: Force a Remote Group Policy Refresh (GPUpdate)

QUESTION 49

Your network contains an Active Directory domain named contoso.com. The domain contains a server
named Serverl that runs Windows Server 2012 R2.

You enable and configure Routing and Remote Access (RRAS) on Serverl.

You create a user account named Userl.

You need to ensure that Userl can establish VPN connections to Serverl.

What should you do?

Modify the members of the Remote Management Users group.
Add a RADIUS client.

Modify the Dial-in setting of Userl.

Create a connection request policy.

Cow>»

Correct Answer: C
Section: (none)



Explanation

Explanation/Reference:

Explanation:

Access permission is also granted or denied based on the dial-in properties of each user account.
http://technet.microsoft.com/en-us/library/cc772123.aspx

QUESTION 50
Your network is configured as shown in the exhibit. (Click the Exhibit button.)
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Network 1D \\\ Py Network 10 I \
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| & / | = S
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10:10.10.12 172.23.16.5

Serverl regularly accesses Server2.
You discover that all of the connections from Serverl to Server2 are routed through Routerl.
You need to optimize the connection path from Serverl to Server2.

Which route command should you run on Serverl?

Route add -p 192.168.2.0 MASK 255.255.255.0 192.168.2.1 METRIC 50
Route add -p 192.168.2.12 MASK 255.255.255.0 192.168.2.1 METRIC 100
Route add -p 192.168.2.12 MASK 255.255.255.0 192.168.2.0 METRIC 50
Route add -p 192.168.2.0 MASK 255.255.255.0 192.168.1.2 METRIC 100

CSow>

Correct Answer: D
Section: (none)
Explanation

QUESTION 51
Your company has a main office and a branch office.

The network contains an Active Directory domain named contoso.com.

The main office contains a domain controller named DC1 that runs Windows Server 2012 R2. DC1 is a
DNS server and hosts a primary zone for contoso.com. The branch office contains a member server
named Serverl that runs Windows Server 2012 R2. Serverl is a DNS server and hosts a secondary zone
for contoso.com.

The main office connects to the branch office by using an unreliable WAN link.

You need to ensure that Serverl can resolve names in contoso.com if the WAN link in unavailable for three
days.

Which setting should you modify in the start of authority (SOA) record?

A. Retry interval
B. Refresh interval
C. Expires after



D. Minimum (default) TTL

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Used by other DNS servers that are configured to load and host the zone to determine when zone data
expires if it is not renewed

QUESTION 52

Your network contains an Active Directory domain named contoso.com. All domain controllers run
Windows Server 2012 R2.

DirectAccess is deployed to the network.

Remote users connect to the DirectAccess server by using a variety of network speeds.

The remote users report that sometimes their connection is very slow.

You need to minimize Group Policy processing across all wireless wide area network (WWAN)
connections.

Which Group Policy setting should you configure?

Configure Group Policy slow link detection.

Configure Direct Access connections as a fast network connection.

Configure wireless policy processing.

Change Group Policy processing to run asynchronously when a slow network connection is detected.

Cow>»

Correct Answer: A
Section: (none)
Explanation

QUESTION 53
Your network contains an Active Directory domain named contoso.com.

All user accounts reside in an organizational unit (OU) named OUL. All of the users in the marketing
department are members of a group named Marketing. All of the users in the human resources department
are members of a group named HR.

You create a Group Policy object (GPO) named GPO1. You link GPO1 to OU1. You configure the Group
Policy preferences of GPO1 to add two shortcuts named Link1 and Link2 to the desktop of each user.

You need to ensure that Link1 only appears on the desktop of the users in Marketing and that Link2 only
appears on the desktop of the users inHR.

What should you configure?

Security Filtering

WMI Filtering

Group Policy Inheritance
Item-level targeting

Cow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:



You can use item-level targeting to change the scope of individual preference items, so they apply only to
selected users or computers. Within a single Group Policy object (GPO), you can include multiple
preference items, each customized for selected users or computers and each targeted to apply settings
only to the relevant users or computers.

http://technet.microsoft.com/en-us/library/cc733022.aspx

QUESTION 54

Your network contains an Active Directory domain named adatum.com. The domain contains a server
named Serverl that runs Windows Server 2012 R2. Serverl is configured as a Network Policy Server
(NPS) server and as a DHCP server.

You need to ensure that only computers that send a statement of health are checked for Network Access
Protection (NAP) health requirements.

Which two settings should you configure? (Each correct answer presents part of the solution. Choose two.)

The Called Station ID constraints

The MS-Service Class conditions

The Health Policies conditions

The NAS Port Type constraints

The NAP-Capable Computers conditions

moowp»

Correct Answer: CE
Section: (none)
Explanation

Explanation/Reference:

Explanation:
http://technet.microsoft.com/en-us/library/cc753603.aspx
http://technet.microsoft.com/en-us/library/cc731220(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/cc731560.aspx

QUESTION 55
You have a server named Serverl that runs Windows Server 2012 R2. Serverl has the File Server
Resource Manager role service installed.

Each time a user receives an access-denied message after attempting to access a folder on Serverl, an
email notification is sent to a distribution list named DLL.

You create a folder named Folderl on Serverl, and then you configure custom NTFS permissions for
Folderl.

You need to ensure that when a user receives an access-denied message while attempting to access
Folderl, an email natification is sent to a distribution list named DL2. The solution must not prevent DL1
from receiving notifications about other access-denied messages.

What should you do?

A. From the File Server Resource Manager console, create a local classification property.

B. From Server Manager, run the New Share Wizard to create a share for Folderl by selecting the SMB
Share - Applications option.

C. From the File Server Resource Manager console, modify the Access-Denied Assistance settings.
D. From the File Server Resource Manager console, set a folder management property.

Correct Answer: D
Section: (none)
Explanation

QUESTION 56
Your network contains a single Active Directory domain named contoso.com. All domain controllers run
Windows Server 2012 R2.



The domain contains 400 desktop computers that run Windows 8 and 10 desktop computers that run
Windows XP Service Pack 3 (SP3). All new desktop computers that are added to the domain run Windows
8.

All of the desktop computers are located in an organizational unit (OU) named OUL1.

You create a Group Policy object (GPO) named GPO1. GPOL1 contains startup script settings. You link
GPOL1 to OUL.

You need to ensure that GPOL1 is applied only to computers that run Windows XP SP3.

What should you do?

Create and link a WML filter to GPO1

Run the Set-GPInheritance cmdlet and specify the -target parameter.
Run the Set-GPLink cmdlet and specify the -target parameter.
Modify the Security settings of OU1.

CSow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

WMI Filtering is used to get information of the system and apply the GPO on it with the condition is met.
Secuirity filtering: apply a GPO to a specific group (members of the group)

QUESTION 57

Your network contains an Active Directory domain named contoso.com. The network contains a server
named Serverl that runs Windows Server 2012 R2. Serverl has the Network Policy and Access Services
server role installed.

You plan to deploy additional servers that have the Network Policy and Access Services server role
installed. You must standardize as many settings on the new servers as possible.

You need to identify which settings can be standardized by using Network Policy Server (NPS) templates.

Which three settings should you identify? (Each correct answer presents part of the solution. Choose
three.)

IP filters

shared secrets

health policies

network policies
connection request policies

moowy»

Correct Answer: ABC

Section: (none)

Explanation

Explanation/Reference:

QUESTION 58

Your network contains an Active Directory domain named contoso.com.
Network Policy Server (NPS) is deployed to the domain.

You plan to deploy Network Access Protection (NAP).

You need to configure the requirements that are validated on the NPS client computers.



What should you do?

From the Network Policy Server console, configure a network policy.

From the Network Policy Server console, configure a health policy.

From the Network Policy Server console, configure a Windows Security Health Validator (WSHYV) policy.
From a Group Policy object (GPO), configure the NAP Client Configuration security setting.

From a Group Policy object (GPO), configure the Network Access Protection Administrative Templates
setting.

moowy

Correct Answer: C
Section: (none)
Explanation

QUESTION 59

Your network contains an Active Directory domain named adatum.com. The domain contains a server
named Serverl that runs Windows Server 2012 R2. Serverl is configured as a Network Policy Server
(NPS) server and as a DHCP server.

The network contains two subnets named Subnetl and Subnet2. Serverl has a DHCP scope for each
subnet.

You need to ensure that noncompliant computers on Subnetl receive different network policies than
noncompliant computers on Subnet2.

Which two settings should you configure? (Each correct answer presents part of the solution. Choose two.)

The NAP-Capable Computers conditions
The NAS Port Type constraints

The Health Policies conditions

The MS-Service Class conditions

The Called Station ID constraints

moowy»

Correct Answer: CD
Section: (none)
Explanation

Explanation/Reference:

Explanation:

The NAP health policy server uses the NPS role service with configured health policies and system health
validators (SHVSs) to evaluate client health based on administrator-defined requirements. Based on results
of this evaluation, NPS instructs the DHCP server to provide full access to compliant NAP client computers
and to restrict access to client computers that are noncompliant with health requirements.

If policies are filtered by DHCP scope, then MS-Service Class is configured in policy conditions.
QUESTION 60

Your network contains an Active Directory domain named contoso.com. The functional level of the forest is
Windows Server 2008 R2.

Computer accounts for the marketing department are in an organizational unit (OU) named Departments
\Marketing\Computers. User accounts for the marketing department are in an OU named Departments
\Marketing\Users.

All of the marketing user accounts are members of a global security group named MarketingUsers. All of
the marketing computer accounts are members of a global security group named MarketingComputers.

In the domain, you have Group Policy objects (GPOs) as shown in the exhibit. (Click the Exhibit button.)
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You create two Password Settings objects named PSO1 and PSO2. PSOL1 is applied to MarketingUsers.
PSO2 is applied to MarketingComputers.

The minimum password length is defined for each policy as shown in the following table.

Location Minimum _
password length

Default Domain Policy 7

GPO1 5

GPO2 6

PSO1 10

PSO2 12

You need to identify the minimum password length required for each marketing user.
What should you identify?

A 5
B. 6



Correct Answer: D
Section: (none)
Explanation

QUESTION 61
Your network contains an Active Directory domain named contoso.com. The domain contains a domain
controller named DC1 that runs Windows Server 2012.

You have a Group Policy object (GPO) named GPOL that contains several custom Administrative
templates.

You need to filter the GPO to display only settings that will be removed from the registry when the GPO falls
out of scope. The solution must only display settings that are either enabled or disabled and that have a
comment.

How should you configure the filter?

To answer, select the appropriate options below. Select three.
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Correct Answer: AFG
Section: (none)
Explanation

Explanation/Reference:

QUESTION 62
Your network contains an Active Directory domain named adatum.com.



You need to audit changes to the files in the SYSVOL shares on all of the domain controllers. The solution
must minimize the amount of SYSVOL replication traffic caused by the audit.

Which two settings should you configure? (Each correct answer presents part of the solution. Choose two.)

Audit Policy\Audit system events

Advanced Audit Policy Configuration\DS Access

Advanced Audit Policy Configuration\Global Object Access Auditing
Audit Policy\Audit object access

Audit Policy\Audit directory service access

Advanced Audit Policy Configuration\Object Access

mmoow>»

Correct Answer: DF
Section: (none)
Explanation

QUESTION 63

Your network contains multiple Active Directory sites.

You have a Distributed File System (DFS) namespace that has a folder target in each site.

You discover that some client computers connect to DFS targets in other sites.

You need to ensure that the client computers only connect to a DFS target in their respective site.

What should you modify?

The properties of the Active Directory sites
The properties of the Active Directory site links
The delegation settings of the namespace
The referral settings of the namespace

CSow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:
http://mww.windowsnetworking.com/articles_tutorials/Configuring-DFS-Namespaces.html

QUESTION 64
Your network contains an Active Directory domain named adatum.com. The domain contains five servers.
The servers are configured as shown in the following table.



Server name Configuration

DC1 Domain controller and DNS
servear

ocz Domain controller and DHCP
server

Serverl Windows Deployment Services
(WDS)

Server2 Certification authority (CA)

Serverd File server

All desktop computers in adatum.com run Windows 8 and are configured to use BitLocker Drive Encryption
(BitLocker) on all local disk drives.

You need to deploy the Network Unlock feature. The solution must minimize the number of features and
server roles installed on the network.

To which server should you deploy the feature?

Server3
Serverl
DC2
Server2
DC1

moow»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

The BitLocker-NetworkUnlock feature must be installed on a Windows Deployment Server (which does not
have to be configured--the WDSServer service just needs to be running).

QUESTION 65

Your network contains an Active Directory domain named contoso.com. All domain controllers run
Windows Server 2012.

You pre-create a read-only domain controller (P.QDC) account named RODC1.

You export the settings of RODC1 to a file named Filel.txt.

You need to promote RODC1 by using Filel.txt.

Which tool should you use?

The Install-WindowsFeature cmdlet

The Add-WindowsFeature cmdlet

The Dism command

The Install-ADDSDomainController cmdlet
The Dcpromo command

moow»

Correct Answer: E



Section: (none)
Explanation

Explanation/Reference:

QUESTION 66

Your network contains an Active Directory domain named contoso.com. The domain contains a domain
controller named dcl.contoso.com. You discover that the Default Domain Policy Group Policy objects
(GPOs) and the Default Domain Controllers Policy GPOs were deleted. You need to recover the Default
Domain Policy and the Default Domain Controllers Policy GPOs. What should you run?

dcgpofix.exe /target:domain
gpfixup.exe /dc:dcl.contoso.co,n
dcgpofix.exe /target:both

gptixup.exe /oldnb:contoso /newnb:dcl

CSow>

Correct Answer: C
Section: (none)
Explanation

QUESTION 67

Your network contains an Active Directory domain named contoso.com. The domain contains more than
100 Group Policy objects (GPOs). Currently, there are no enforced GPOs. You need to prevent all of the
GPOs at the site level and at the domain level from being applied to users and computers in an
organizational unit (OU) named OU1. You want to achieve this goal by using the minimum amount of
Administrative effort. What should you use?

dcgpofix
Get-GPOReport
Gpfixup

Gpresult
Gptedit.msc
Import-GPO
Import-GPO
Restore-GPO
Set-GPInheritance
Set-GPLink
Set-GPPermission
Gpupdate

. Add-ADGroupMember

ZTrASCTIONMOO® >

Correct Answer: |
Section: (none)
Explanation

QUESTION 68

Your network contains an Active Directory domain named contoso.com. The domain contains more than
100 Group Policy objects (GPOs). Currently, there are no enforced GPOs. You need to provide an
Administrator named Adminl with the ability to create GPOs in the domain. The solution must not provide
Adminl with the ability to link GPOs. What should you use?

dcgpofix
Get-GPOReport
Gpfixup
Gpresult

Sow>



Gptedit.msc
Import-GPO
Restore-GPO
Set-GPInheritance
Set-GPLink
Set-GPPermission
Gpupdate
Add-ADGroupMember

rxe-ITemm

Correct Answer: J
Section: (none)
Explanation

QUESTION 69

Your network contains an Active Directory domain named contoso.com. The domain contains more than
100 Group Policy objects (GPOs). Currently, there are no enforced GPOs. The domain contains a GPO
named GPO1. GPO1 contains several Group Policy preferences. You need to view all of the preferences
configured in GPO1. What should you use?

A. dcgpofix
B. Get-GPOReport
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http://www.gratisexam.com/

Gpfixup

Gpresult

Gptedit.msc
Import-GPO
Restore-GPO
Set-GPInheritance
Set-GPLink
Set-GPPermission
Gpupdate
Add-ADGroupMember

FASTIOMMOO

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

QUESTION 70

Your network contains an Active Directory domain named contoso.com. Domain controllers run either
Windows Server 2008, Windows Server 2008 R2, or Windows Server 2012. You have a Password Settings
object (PSOs) named PSO1. You need to view the settings of PSO1. Which tool should you use?

Get-ADFineGrainedPasswordPolicy
Get-ADAccountResultantPasswordReplicationPolicy
Get-ADDomainControllerPasswordReplicationPolicy
Get-ADDefaultDomainPasswordPolicy

Sow>



Correct Answer: A
Section: (none)
Explanation

QUESTION 71

Computerl is located in an OU, and the GPO1, Userl is another OU, and as GPO2, to ensure you can
apply GPOL to Userl should be how to do?

Secuirity filtering
Inheritance
Gpupdate

GPO

CSow>

Correct Answer: A
Section: (none)
Explanation

QUESTION 72

Your network contains an Active Directory domain named contoso.com. All client computers run Windows 8
Pro. You have a Group Policy object (GPO) named GP1. GP1 is linked to the domain. GP1 contains the
Windows Internet Explorer 10 and 11 Internet Settings. The settings are shown in the exhibit.

Internel Explorer 10 and 11 Properties -

Programs | Advanced Common
Geresal Security Privacy | Content | Connections
FigmE D

" To oreate home psge tabs, type sach address on its own ine
»
18

hittp: [ fwvewr  contoso, com

e new tBD
Startup
. Start wth tabs from the last session
Tabs
Change how webpages are deplaved in tabs, Tabs
Broweng hestory

Delete temporary fes, history, cookes, saved pasewords, and web
form nformaton

| Delete browsng hstory on gt

! Delete.... Sethrgs
Appesrance
i Colors Languages | . Fonts Acceoshity
o Cancel Help |

Users report that when they open Windows Internet Explorer, the home page is NOT set to http://
www.contoso.com.

You need to ensure that the home page is set to http://www.contoso.com the next time users log on to the



domain. What should you do?

On each client computer, run gpupdate.exe.

Open the Internet Explorer 10 and 11 Internet Settings, and then press F5.

Open the Internet Explorer 10 and 11 Internet Settings, and then modify the Tabs settings.
On each client computer, run Invoke-GPupdate.

CSow>»

Correct Answer: A
Section: (none)
Explanation

QUESTION 73

Your network contains an Active Directory domain named contoso.com. The domain contains 30
organizational units (OUs). You need to ensure that a user named Userl can link Group Policy Objects
(GPOSs) in the domain. What should you do?

A. From the Active Directory Users and Computers, add Userl to the Network Configuration Operators
group.
B. From the Group Policies Management, click the contoso.com node and modify the Delegation settings.

C. From the Group Policies Management, click the Group policy Objects node and modify the Delegation
settings.

D. From the Active Directory Users and Computers, add Userl to the Group Policy Creator Owners group.

Correct Answer: B
Section: (none)
Explanation

QUESTION 74

Your network contains two Active Directory forests named contoso.com and adatum.com. All domain
controllers run Windows Server 2012. The adatum.com domain contains a Group Policy object (GPO)
named GPO1. An administrator from adatum.com backs up GPO1 to a USB flash drive. You have a
domain controller named dcl.contoso.com. You insert the USB flash drive in dc1.contoso.com. You need to
identify the domain-specific reference in GPO1. What should you do?

From Group Policy Management, run the Group Policy Results Wizard.
From the Migration Table Editor, click Populate from GPO.

From Group Policy Management, run the Group Policy Modeling Wizard.
From the Migration Table Editor, click Populate from Backup.

CSow>

Correct Answer: D
Section: (none)
Explanation

QUESTION 75

Your network contains an Active Directory domain named contoso.com. All client computers run Windows
Vista Service Pack 2 (SP2). All client computers are in an organizational unit (OU) named 0U1. All user
accounts are in an OU named OU2. All users log on to their client computer by using standard user
accounts. A Group Policy object (GPO) named GPOLl is linked to OU1. A GPO named GPO02 is linked to
0U2. You need to apply advanced audit policy settings to all of the client computers. What should you do?

In GPOL1, configure a startup script that runs auditpol.exe.

In GPO2, configure a logon script that runs auditpol.exe.

In GPO1, configure the Advanced Audit Policy Configuration settings.
In GPO2, configure the Advanced Audit Policy Configuration settings.

CSow>»

Correct Answer: A
Section: (none)



Explanation

QUESTION 76

Your network contains an Active Directory domain named contoso.com. Domain controllers run either
Windows Server 2008, Windows Server 2008 R2, or Windows Server 2012. You have a Password Settings
object (PSOs) named PSO1. You need to view the settings of PSO1. Which tool should you use?

Group Policy Management
Get-ADFineGrainedPasswordPolicy
Get-ADDefaultDomainPasswordPolicy
Server Manager

Sow>

Correct Answer: B
Section: (none)
Explanation

QUESTION 77

You have a server named Serverl that runs Windows Server 2012. Serverl has the Remote Access server
role installed. On Serverl, you create a network policy named Policyl. You need to configure Policyl to
apply only to VPN connections that use the L2TP protocol. What should you configure in Policyl?

The Tunnel Type
The Service Type
The NAS Port Type
The Framed Protocol

CSow>»

Correct Answer: A
Section: (none)
Explanation

QUESTION 78

Your network contains an Active Directory domain named contoso.com. You have a standard primary zone
names contoso.com. You need to ensure that only users who are members of a group named Groupl can
create DNS records in the contoso.com zone. All other users must be prevented from creating, modifying,
or deleting DNS records in the zone. What should you do first?

Run the Zone Signing Wizard for the zone.

From the properties of the zone, change the zone type.

Run the new Delegation Wizard for the zone.

From the properties of the zone, modify the Start of Authority (SOA) record.

CSow>

Correct Answer: B
Section: (none)
Explanation

QUESTION 79

The contoso.com domain contains a DNS server named Serverl that host a primary zone. Server2
contains a secondary zone for the contoso.com domain. You need to configure how long Server2 queries
Serverl to renew the zone. What should you configure?

Refresh interval
Restart DNS
Forwarders
Stub zone

Sow>»



Correct Answer: A
Section: (none)
Explanation

QUESTION 80

You have a server named Serverl that runs Windows Server 2012. Serverl has the Remote Access server
role installed. On Serverl, you create a network policy named PPTP_Policy. You need to configure
PPTP_Policy to apply only to VPN connections that use the PPTP protocol. What should you configure in
PPTP_Policy?

The Service Type
The Tunnel Type
The Framed Protocol
The NAS Port Type

CSow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

QUESTION 81

Your network contains an Active Directory domain named contoso.com. All client computers run Windows
8. Your company has users who work from home. Some of the home users have desktop computers. Other
home users have laptop computers. All of the computers are joined to the domain. All of the computer
accounts are members of a group named Groupl. Currently, the home users access the corporate network
by using a PPTP VPN. You implement DirectAccess by using the default configuration and you specify
Groupl as the DirectAccess client group. The home users who have desktop computers report that they
cannot use DirectAccess to access the corporate network. The home users who have laptop computers
report that they can use DirectAccess to access the corporate network. You need to ensure that the home
users who have desktop computers can access the network by using DirectAccess. What should you
modify?

The security settings of the computer accounts for the desktop computers

The membership of the R.AS and IAS Servers group

The WMI filter for Direct Access Client Settings GPO

The conditions of the Connections to Microsoft Routing and Remote Access server policy

CSow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 82

Your network contains a single Active Directory domain named contoso.com. The domain contains a
domain controller named DC1 that hosts the primary DNS zone for contoso.com. All servers dynamically
register their host names. You install the new Web servers that host identical copies of your company's
intranet website. The servers are configured as shown in the following table.

Server Name IP address
WEBI1.confoso.com 10.0.0.20
WEB?2 contoso.com 10.0.0.21

You need to use DNS records to load balance name resolution queries for intranet.contoso.com between
the two Web servers. What is the minimum number of DNS records that you should create manually?
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Correct Answer: B
Section: (none)
Explanation

QUESTION 83
You have a Direct Access Server named Serverl running Server 2012. You need to add prevent users from
accessing websites from an Internet connection. What should you configure?

Split Tunneling
Security Groups
Force Tunneling
Network Settings

Cow>

Correct Answer: C
Section: (none)
Explanation

QUESTION 84

Your network contains an Active Directory domain named contoso.com. The domain does not contain a
certification authority (CA). All servers run Windows Server 2012. All client computers run Windows 8. You
need to add a data recovery agent for the Encrypting File System (EFS) to the domain. Which two actions
should you perform? (Each correct answer presents part of the solution. Choose two).

From the Default Domain Controllers policy, select Create Data Recovery Agent.
From the Default Domain Controllers policy, select Add Data Recovery Agent.
From Windows PowerShell, run Get-Certificate.

From the Default Domain Policy, select Add Data Recovery Agent.

From a command prompt, run cipher.exe.

From the Default Domain Policy, select Create Data Recovery Agent.

mmoow2>

Correct Answer: DE
Section: (none)
Explanation

QUESTION 85

Your network contains an Active Directory domain named contoso.com. The domain functional level in
Windows Server 2008. All domain controllers run Windows Server 2008 R2. The domain contains a file
server named Serverl that runs Windows Server 2012. Serverl has a BitLocker Drive Encryption
(BitLocker)-encrypted drive. Serverl uses a trusted Platform Module (TPM) chip. You enable the Turn on
TPM backup to Active Directory Domain Services policy setting by using a Group Policy object (GPO). You
need to ensure that you can back up the BitLocker recovery information to Active Directory. What should
you do?

A. Upgrade a domain controller to Windows 2012.

B. Enable the Store BitLocker recovery information in the Active Directory Services (Windows Server2008
and Windows Vista) policy settings.

C. Raise the forest functional level to Windows 2008 R2.
D. Add a BitLocker data recovery agent

Correct Answer: B
Section: (none)



Explanation

QUESTION 86

Your network contains an Active Directory domain named contoso.com. The domain does not contain a
certification authority (CA). All servers run Windows Server 2012. All client computers run Windows 8. You
need to add a data recovery agent for the Encrypting File System (EFS) to the domain. Which two actions
should you perform? (Each correct answer presents part of the solution. Choose two.)

From Windows PowerShell, run Get-Certificate.

From the Default Domain Controllers Policy, select Create Data Recovery Agent.
From the Default Domain Policy, select Add Data Recovery Agent.

From a command prompt, run cipher.exe.

From the Default Domain Policy, select Create Data Recovery Agent.

From the Default Domain Controllers Policy, select Add Data Recovery Agent.

mmoow>»

Correct Answer: CD
Section: (none)
Explanation

QUESTION 87
Your network contains an Active Directory domain named contoso.com. The domain contains three domain
controllers. The domain controllers are configured as shown in the following table.

Domain conireller |Operating system |Operations master

name role
Serverl Windows Server 2008 |[PDC emulator
R2
Infrastructure master
Server? Windows Server 2008 (RID master
Rz
Server3 Windows Server 2012 [Schema master

You are creating a Distributed File System (DFS) namespace as shown in the exhibit.
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You need to identify which configuration prevents you from creating a DFS namespace in Windows Server
2008 mode. Which configuration should you identify?

A. The location of the PDC emulator role

B. The functional level of the domain

C. The operating system on Serverl and Server3
D. The location of the RID master role

Correct Answer: B
Section: (none)
Explanation

QUESTION 88

Your domain has contains a Windows 8 computer name Computerl using BitLocker. The E:\ drive is
encrypted and currently locked. You need to unlock the E:\ drive with the recovery key stored on C:\. What
should you run?

Unlock-BitLocker
Suspend-BitLocker
Enable-BitLockerAutoUnloc
Disable-BitLocker

o0

Correct Answer: A
Section: (none)
Explanation



QUESTION 89
On the DFS replication your receive a wrap error on the sysvol on domain controller 4. Which 3 steps
should you do to recover this error in the correct order?

Stop FSR

Start FSR

Edit the computer object in AD
Edit the registry

Stop DFSR

Start DFRS

mmoow>»

Correct Answer: ABD
Section: (none)
Explanation

QUESTION 90

Your network contains an Active Directory domain named contoso.com. The domain functional level is
Windows Server 2008. All domain controllers run Windows Server 2008 R2. The domain contains a file
server named Serverl that runs Windows Server 2012. Serverl has a BitLocker Drive Encryption
(BitLocker)-encrypted drive. Serverl uses a Trusted Platform Module (TPM) chip. You enable the Turn on
TPM backup to Active Directory Domain Services policy setting by using a Group Policy object (GPO). You
need to ensure that you can back up the BitLocker recovery information to Active Directory. What should
you do?

A. Raise the forest functional level to Windows Server 2008 R2.

B. Enable the Configure the level of TPM owner authorization information available to the operating system
policy setting and set the Operating system managed TPM authentication level to None.

C. Add a BitLocker data recovery agent.

D. Import the TpmSchemaExtension.ldf and TpmSchemaExtensionACLChanges.ldf schema extensions to
the Active Directory schema.

Correct Answer: D
Section: (none)
Explanation

QUESTION 91

Your network contains an Active Directory domain named contoso.com. The domain contains 2 WSUS
servers, ServerA and ServerB. ServerB is a replica server of ServerA. You need to configure WSUS to
report data from SERVERB to SERVERA. What should you configure?

Update Reports
Synchronization
Computer Groups
Reporting Rollup

CSow>»

Correct Answer: D
Section: (none)
Explanation

QUESTION 92

Your network contains an Active Directory domain named adatum.com. Client computers are deployed by
using Windows Deployment Services (WDS). From Active Directory Users and Computers on a domain
controller named DO, you attempt to create a new computer account as shown in the exhibit.



k h Createn: adatum, com/Computers
=

Computer name:

Computer name (pre-Windows 2000):

ﬁﬁfﬂuwmﬁa&ﬁmﬁnﬁﬁhﬁscmwtﬂtﬂadﬂm&n.

LJ:S-ET oF group:
Default; Domain Admins [ | Change...

[ ] Agsign this computer account as a pra-Windows 2000 computer

You need to ensure that you configure computer accounts as managed accounts when you create the
computer accounts from Active Directory Users and Computers. What should you do on DC1?

A. Install the User Interfaces and Infrastructure feature.

B. From the View menu in Active Directory Users and Computers, select Users, Contacts, Groups, and
Computers as containers.

C. Install the Windows Deployment Services Tools role administration tool.
D. From the View menu in Active Directory Users and Computers, select Advanced Features.

Correct Answer: C
Section: (none)
Explanation

QUESTION 93

You have a server named Serverl that runs Windows Server 2012. On Serverl, you configure a custom
Data Collector Set (DCS) named DCSL1. You need to ensure that all performance log data that is older than
30 days is deleted automatically. What should you configure?

a File Server Resource Manager (FSRM) quota on the %Systemdrive%\PerfLogs folder

a schedule for DCS1

the Data Manager settings of DCS1

a File Server Resource Manager (FSRM) file screen on the %Systemdrive%\PerfLogs folder

Sow>»

Correct Answer: C
Section: (none)
Explanation

QUESTION 94
You have a server named Serverl that runs Windows Server 2012. You create a custom Data Collector Set
(DCS) named DCS1.



You need to configure DCS1 to meet the following requirements:

= Automatically run a program when the amount of total free disk space on Serverl drops below 10
percent of capacity.
* Log the current values of several registry settings.

Which two should you configure in DCS1? (Each correct answer presents part of the solution. Choose two.)

A. System configuration information
B. A performance counter

C. Eventtrace data

D. A Performance Counter Alert

Correct Answer: AD
Section: (none)
Explanation

Explanation/Reference:

QUESTION 95

Your network contains an Active Directory domain named contoso.com. All client computers connect to the
Internet by using a server that has Microsoft Forefront Threat Management Gateway (TMG) installed. You
deploy a server named Serverl that runs Windows Server 2012. You install the Windows Server Update
Services server role on Serverl. From the Windows Server Update Services Configuration Wizard, you
click Start Connecting and you receive an HTTP error message. You need to configure Serverl to
download Windows updates from the Internet. What should you do?

From the Update Services console, modify the Synchronization Schedule options.

From Windows Internet Explorer, modify the Connections settings.

From Windows Internet Explorer, modify the Security settings.

From the Update Services console, modify the Update Source and Proxy Server options.

CSow>»

Correct Answer: D
Section: (none)
Explanation

QUESTION 96

You have a VHD that contains an image of Windows Server 2012. You plan to apply updates to the image.
You need to ensure that only updates that can install without requiring a restart are installed. Which DISM
option should you use?

A. /PreventPending
B. /Apply-Unattend
C. /Cleanup-Image
D. /Add-ProvisionedAppxPackage

Correct Answer: A
Section: (none)
Explanation

QUESTION 97

Your network contains an Active Directory domain named adatum.com. The domain contains a server
named WDS1 that runs Windows Server 2012. You install the Windows Deployment Services server role
on WDSL1. You have a virtual machine named VM1 that runs Windows Server 2012. VM1 has several line-
of-business applications installed. You need to create an image of VM1 by using Windows Deployment
Services. Which type of image should you add to VML first?



Capture
Install
Discovery
Boot

Cowz>

Correct Answer: D
Section: (none)
Explanation

QUESTION 98
You have a VHD that contains an image of Windows Server 2012. You need to apply an update package to
the image. Which DISM option should you use?

A. /Add-ProvisionedAppxPackage
B. /Cleanup-Image

C. /Add-Package

D. /Apply-Unattend

Correct Answer: C
Section: (none)
Explanation

QUESTION 99

Your network contains an Active Directory domain named contoso.com. The domain contains a server
named Serverl that runs Windows Server 2012 and a server named Server2 that has the File Services
server role installed. You install the Windows Deployment Services server role on Serverl. You plan to use
Server2 as a reference computer. You need to create an image of Server2 by using Windows Deployment
Services. Which type of image should you add to Server1 first?
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Boot
Discovery
Install
Capture

CSow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 100

You have Sitel with 400 desktops and Site2 with 150 desktops. You have a WSUS Server to deploy
updates for both sites. You need to make sure that all computers in the same site will have the same
updates. What should you configure?

A. Computer Groups
B. Security Groups
C. Synchronization Options



D. Classifications

Correct Answer: A
Section: (none)
Explanation



Exam C

QUESTION 1
You have a WDS server named Serverl on Windows Server 2012. You need to automate the WDS
deployment. Which Tab should you configure?

Boot Properties

Client Properties
Network Settings

PXE Response Settings

Sow>»

Correct Answer: B
Section: (none)
Explanation

QUESTION 2
You are an admin. You have wsus with 2 sites which contain computers. You want to have the ability to
update the computers per site or together. Which 3 steps do you do?

A. Create computer groups in wsus

B. Create synchronization options

C. Create GPO and configure updates
D. Under Tasks, click Synchronize now

Correct Answer: ABC
Section: (none)
Explanation

QUESTION 3
Which of the options should you configure for a WDS pre-staged computer name? You should select 2 of
the 4 check boxes.

A. GUID o MAC-address preceding with nulls

B. WdsClientUnattend

C. Give the minimum required permission to a user who wants to promote a RODC.
D. ReferralServer

Correct Answer: AC
Section: (none)
Explanation

QUESTION 4

You have a server named Adminl that runs Windows Server 2012. On Adminl, you configure a custom
Data Collector Set (DCS) named DCS1. DCSL1 is configured to store performance log data in C:\Logs. You
need to ensure that the contents of C:\Logs are deleted automatically when the folder reaches 100 MB in
size. What should you configure?

A File Server Resource Manager (FSRM) quota on the C:\Logs folder

A File Server Resource Manager (FSRM) file screen on the C:\Logs folder
A schedule for DCS1

The Data Manager settings of DCS1

Sow>»

Correct Answer: D
Section: (none)
Explanation



QUESTION 5

Your network contains an Active Directory domain named contoso.com. The domain contains a server
named Serverl that runs Windows Server 2012 and a server named Server2 that has the File Services
server role installed. You install the Windows Deployment Services server role on Serverl. You plan to use
Server2 as a reference computer. You need to create an image of Server2 by using Windows Deployment
Services. Which type of image should you add to Serverl first?

Install
Boot
Discovery
Capture

Sow>

Correct Answer: B
Section: (none)
Explanation

QUESTION 6

Your network contains an Active Directory domain named contoso.com. The domain contains a server
named Serverl that runs Windows Server 2012. Serverl has the DHCP Server role installed. The network
contains 400 client computers that run Windows 8. All of the client computers are joined to the domain and
are configured DHCP clients. You install a new server named Server2 that runs Windows Server 2012. On
Server2, you install the Network Policy Server role service and you configure Network Access Protection
(NAP) to use the DHCP enforcement method. You need to ensure that Serverl only provides a valid default
gateway to computers that pass the system health validation. Which two actions should you perform? (Each
correct answer presents part of the solution. Choose two.)
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From the DHCP console, configure the 016 Swap Server option.

From the DHCP console, create a new policy.

From the NAP Client Configuration console, enable the DHCP Quarantine Enforcement Client.
From the DHCP console, enable NAP on all scopes.

From Server Manager, install the Network Policy Server role service.

moow»

Correct Answer: DE

Section: (none)

Explanation

Explanation/Reference:

QUESTION 7

You work as a network administrator at EnsuerPass.com. EnsurePass.com has an Active Directory Domain
Services (AD DS) domain name EnsurePass.com. All servers in the EnsurePass.com domain have
Microsoft Windows Server 2012 R2 installed.

The computer accounts for all file servers are located in an organizational unit (OU) named DataOU.

You are required to track user access to shared folders on the file servers.

Which of the following actions should you consider?

A. You should configure auditing of Account Logon events for the DataOU.



You should configure auditing of Object Access events for the DataOU.

You should configure auditing of Global Object Access Auditing events for the DataOU.
You should configure auditing of Directory Service Access events for the DataOU.

You should configure auditing of Privilege Use events for the DataOU.

mooOw

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

QUESTION 8
You have installed Routing and Remote Access on Serverl what should you configure next to use it as a
NAT server.

Add New Interface

Create Static Route

Configure the IPv4 DHCP Relay Agent
Configure the IPv6 DHCP Relay Agent

Cow>

Correct Answer: A
Section: (none)
Explanation

QUESTION 9
You deploy two servers named Serverl and Server2. You install Network Policy Server (NPS) on both
servers. On Serverl, you configure the following NPS settings:

= RADIUS Clients

= Network Policies

= Connection Request Policies

= SQL Server Logging Properties

You export the NPS configurations to a file and import the file to Server2. You need to ensure that the NPS
configurations on Server2 are the same as the NPS configurations on Serverl. Which settings should you
manually configure on Server2?

SQL Server Logging Properties
Connection Request Policies
RADIUS Clients

Network Policies

Cow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 10
Force an authoritative and non-authoritative synchronization for DFSR-replicated SYSVOL

dfsgui.msc
ultrasound
rplmon
frsutil

Cow>»

Correct Answer: C



Section: (none)
Explanation

QUESTION 11

I am using a Domain Admins account to run the console and the service is running under local system. | try
approve Requests from Pending devices, then | got notice Access Denied, (Windows Server 2003 R2). And
why Architecture x64, clients are x867 Is that the reason and how to fix it?

A. Open WDS and right click on the server and select properties. Then click on the tab "PXE Response
settings" and select respond to all (known and unknown) client. And also select the little checkbox
below.

B. You need to grant permissions on the OU in which you want to create machine accounts for the WDS
Server Machine Account.

C. To grant permissions to approve a pending computer.
Open Active Directory Users and Computers.
Right-click the OU where you are creating prestaged computer accounts, and then select Delegate
Control.
On the first screen of the wizard, click Next.
Change the object type to include computers.
Add the computer object of the Windows Deployment Services server, and then click Next.
Select Create a Custom task to delegate.
Select Only the following objects in the folder. Then select the Computer Objects check box, select
Create selected objects in this folder, and click Next. In the Permissions box, select the Write all
Properties check box, and click Finish.

D. Define the OU path to add systems in WDS.
Delegate Computer object create or greater rights to the WDS server for the OU. Delegate computer
object create rights to your account or simply use a domain admin account to logon.

Correct Answer: C
Section: (none)
Explanation

QUESTION 12
Force an authoritative and non-authoritative synchronization for DFSR-replicated SYSVOL

Idp
dfsgui.msc
ultrasound
rplmon

CSow>

Correct Answer: D
Section: (none)
Explanation

QUESTION 13
How to give the minimum required permission to a user who wants to promote a RODC.

member of the Domain Admins group

allowed to attach the server to the RODC computer account
Local admin

organization admin

Sow>

Correct Answer: BC
Section: (none)
Explanation

QUESTION 14



Your network contains an Active Directory domain named contoso.com. The domain contains a member
server named Serverl. Serverl has the Web Server (1IS) server role installed. On Serverl, you install a
managed service account named Servicel. You attempt to configure the World Wide Web Publishing
Service as shown in the exhibit.

World Wide Web Publishing Service Properties (Local .. 1l
Genersl | LogUn  Racoveny | Depandaricies

Log oh an

Local System accourt

#) Ths accoon contoso seryios S

Pasweromd

Corfwm pasyword

ok || Conce Apoly

You receive the following error message: "The account name is invalid or does not exist, or the password is
invalid for the account name specified." You need to ensure that the World Wide Web Publishing Service
can log on by using the managed service account. What should you do?

Specify contoso\servicel$ as the account name.
Specify servicel@contoso.com as the account name.
Reset the password for the account.

Enter and confirm the password for the account.

CSow>

Correct Answer: A
Section: (none)
Explanation

QUESTION 15

Your network contains an Active Directory domain named contoso.com. All domain controllers run
Windows Server 2008 R2. The domain contains three servers that run Windows Server 2012. The servers
are configured as shown in the following table.

Server name Configuration
Servarl Weab Server (IIS) server role
Server2 Web Server (1IS) server role

Servers Microsoft SQL Server




Serverl and Server2 are configured in a Network Load Balancing (NLB) cluster. The NLB cluster hosts a
website named Webl that uses an application pool named Appl. Web1l uses a database named DB1 as its
data store. You create an account named Userl. You configure Userl, as the identity of Appl. You need to
ensure that contoso.com domain users accessing Web1 connect to DB1 by using their own credentials.
Which two actions should you perform? (Each correct answer presents part of the solution. Choose two.)

Configure the delegation settings of Server3.

Create a Service Principal Name (SPN) for User1.

Configure the delegation settings of User1.

Create a matching Service Principal Name (SPN) for Serverl and Server2.
Configure the delegation settings of Serverl and Server2.

moowy

Correct Answer: BE
Section: (none)
Explanation

QUESTION 16

Your network contains an Active Directory domain named contoso.com. The domain contains a domain
controller named DC4 that runs Windows Server 2012. You create a DCCloneConfig.xml file. You need to
clone DC4. Where should you place DCCloneConfig.xml on DC47?

%Systemroot%\SYSVOL
%Programdata%\Microsoft
%Systemroot%\NTDS
%Systemdrive%

CSow>»

Correct Answer: C
Section: (none)
Explanation

QUESTION 17

Your network contains an Active Directory domain named contoso.com. The domain contains a domain
controller named DC1. On DC1, you add a new volume and you stop the Active Directory Domain Services
(AD DS) service. You run ntdsutil.exe and you set NTDS as the active instance. You need to move the
Active Directory database to the new volume. Which Ntdsutil context should you use?

Configurable Settings
Partition management
IFM

Files

CSow>»

Correct Answer: D
Section: (none)
Explanation

QUESTION 18

Your network contains an Active Directory domain named contoso.com. All domain controllers run
Windows Server 2012. On all of the domain controllers, Windows is installed in C:\Windows and the Active
Directory database is located in D:\Windows\NTDS\. All of the domain controllers have a third-party
application installed. The operating system fails to recognize that the application is compatible with domain
controller cloning. You verify with the application vendor that the application supports domain controller
cloning. You need to prepare a domain controller for cloning. What should you do?

A. In the root of a USB flash drive, add the application information to an XML file named
DefaultDCCloneAllowList.xml.

B. In C:\Windows\system32\sysprep\actionfiles\, add the application information to an XML file named



Specialize .xml.

C. In D:\Windows\NTDS)\, create an XML file named CustomDCCloneAllowList.xml and add the application
information to the file.

D. In C:\Windows\system32\sysprep\actionfiles\add the application information to an XML file named
Respecialize .xml.

Correct Answer: C
Section: (none)
Explanation

QUESTION 19

Your network contains an Active Directory domain named adatum.com. The domain contains a domain
controller named DC1. On DC1, you create a new volume named

E. You restart DC1 in Directory Service Restore Mode. You open ntdsutil.exe and you set NTDS as the
active instance. You need to move the Active Directory logs to EAANTDS\. Which Ntdsutil context should you
use?

A. IFM
B. Configurable Settings
C. Partition management
D. Files

Correct Answer: D
Section: (none)
Explanation

QUESTION 20

The contoso.com domain contains 2 domain controllers running Server 2012, AD recycle bin is enabled for
the domain. DC1 is configured to take AD snapshots daily, DC2 is set to take snapshots weekly. Someone
deletes a group containing 100 users, you need to recover this group. What should you do?

Authoritative Restore

Non Authoritative Restore
Tombstone Reanimation
Modify attribute isdeleted=true

Cow>

Correct Answer: C
Section: (none)
Explanation

QUESTION 21
You have a RODC named Serverl running Server 2012. You need to add a RODC Administrator. How do
you complete the task?

A. dsmgmt.exe

B. ntdsutil

C. Add user to Local Administrator Group on Serverl

D. Use Security Group and modify RODC Delegated Administrator

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
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QUESTION 22

Your network contains an Active Directory domain named contoso.com. All domain controllers run
Windows Server 2012. In a remote site, a support technician installs a server named DC10 that runs
Windows Server 2012. DC10 is currently a member of a workgroup. You plan to promote DC10 to a read-
only domain controller (RODC). You need to ensure that a user named Contoso/Userl can promote DC10
to a RODC in the contoso.com domain. The solution must minimize the number of permissions assigned to
Userl. What should you do?

Join DC10 to the domain. Modify the properties of the DC10 computer account.
From Active Directory Administrative Center, pre-create an RODC computer account.
Join DC10 to the domain. Run dsmod and specify the /server switch.

From Active Directory Administrative Center, modify the security settings of the Domain Controllers
organizational unit (OU).

Cow>»

Correct Answer: B
Section: (none)
Explanation

QUESTION 23
Your network contains an Active Directory forest named contoso.com. All servers run Windows Server
2012. You need to create a custom Active Directory application partition. Which tool should you use?

Dsadd
Dsmod
Netdom
Ntdsutil

Cow>

Correct Answer: D
Section: (none)
Explanation

QUESTION 24

Your network contains an Active Directory domain named contoso.com. All domain controllers run
Windows Server 2012. The domain contains two servers. The servers are configured as shown in the
following table.

Server name Operating : Role
system
Serverl |windows web Server (I1S) server role
Server 2012 Network Load Balancing (NLB)
feature |
Server2 Windows web Server (11S) server role |
Server 2012 Network Load Balancing (NLE)
featurs

Serverl and Server2 host a load-balanced website named Web1. Web1 runs by using an application pool
named WebAppl. WebAppl uses a group Managed Service Account named gMSAL as its identity.
Domain users connect to Webl by using either the name webl.contoso.com or the alias



myweb.contoso.com. You discover the following:

* When the users access Web1 by using webl.contoso.com, they authenticate by using Kerberos.
When the users access Webl by using myweb.contoso.com, they authenticate by using NTLM.

You need to ensure that the users can authenticate by using Kerberos when they connect by using
myweb.contoso.com. What should you do?

Modify the properties of the WebAppl application pool.
Run the Add-ADComputerServiceAccount cmdlet.
Modify the properties of the Web1 website.

Modify the properties of the gMSAL service account.

Sow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

QUESTION 25
How to configure IS to change the authentication (kerberos or ntim)

Solution:
cscript adsutil.vbs set w3svc/WebSite/root/NTAuthenticationProviders "Negotiate, NTLM"

A. True
B. False

Correct Answer: A
Section: (none)
Explanation

QUESTION 26
You need to enable three of your domain controllers as global catalog servers. Where would you configure
the domain controllers as global catalogs?

Forest, NTDS settings
Domain, NTDS settings
Site, NTDS settings
Server, NTDS settings

CSow>»

Correct Answer: D
Section: (none)
Explanation

QUESTION 27

You are the network administrator for your organization. Your company uses a Windows Server 2012
Enterprise certification authority to issue certificates. You need to start using key archival. What should you
do?

A. Implement a distribution CRL.
B. Install the smart card key retrieval.

C. Implement a Group Policy object (GPO) that enables the Online Certificate Status Protocol (OCSP)
responder.

D. Archive the private key on the server.

Correct Answer: D



Section: (none)
Explanation

Explanation/Reference:

QUESTION 28
You wants to change the memory of a virtual machine that is currently powered up. What does he need to
do?

A. Shut down the virtual machine, use the virtual machine's settings to change the memory, and start it
again.

B. Use the virtual machine's settings to change the memory.

C. Pause the virtual machine, use the virtual machine's settings to change the memory, and resume it.

D. Save the virtual machine, use the virtual machine's settings to change the memory, and resume it.

Correct Answer: A
Section: (none)
Explanation

QUESTION 29
You need to stop an application from running in Task Manager. Which tab would you use to stop an
application from running?

Performance
Users
Options
Details

CSow>»

Correct Answer: D
Section: (none)
Explanation

QUESTION 30

You upgraded all of your locations to Windows Server 2012 and implemented the routing capability built into
the servers. You chose to implement RIP. After implementing the routers, you discover that routes that you
don't want your network to consider are updating your RIP routing tables. What can you do to control which
networks the RIP routing protocol will communicate with on your network?

Configure TCP/IP filtering.

Configure RIP route filtering.

Configure IP packet filtering.

Configure RIP peer filtering.

There is no way to control this behavior.

moowy»

Correct Answer: B
Section: (none)
Explanation

QUESTION 31

Your company has offices in five locations around the country. Most of the users' activity is local to their
own network. Occasionally, some of the users in one location need to send confidential information to one
of the other four locations or to retrieve information from one of them. The communication between the
remote locations is sporadic and relatively infrequent, so you have configured RRAS to use demand-dial
lines to set up the connections. Management's only requirement is that any communication between the
office locations be appropriately secured. Which of the following steps should you take to ensure
compliance with this requirement? (Choose all that apply.)



Configure CHAP on all the RRAS servers.
Configure PAP on all the RRAS servers.
Configure MPPE on all the RRAS servers.
Configure L2TP on all the RRAS servers.
Configure MS-CHAPV2 on all the RRAS servers.

moowy

Correct Answer: CE
Section: (none)
Explanation

QUESTION 32
Which parameter do you need to use to import GUID and MAC address?

A. /get-AutoAddDevices
B. /get-Device

C. /add

D. /enable

Correct Answer: B
Section: (none)
Explanation

QUESTION 33
A computer does not support PXE, what kind of image do you need to create?

boot
install
discovery
capture

CSow>»

Correct Answer: C
Section: (none)
Explanation

QUESTION 34

Your network contains an Active Directory domain named contoso.com. All domain controllers run
Windows Server 2012. The domain contains two organizational units (OUs) named OU1 and OU2 in the
root of the domain. Two Group Policy objects (GPOs) named GPO1 and GPO?2 are created. GPO1 is
linked to OU1. GPO2 is linked to OU2. OU1 contains a client computer named Computerl. OU2 contains a
user named Userl. You need to ensure that the GPOs applied to Computerl are applied to Userl when
Userl logs on. What should you configure?

Item-level targeting

Group Policy loopback processing mode
the Enforced setting

Block Inheritance
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Correct Answer: B
Section: (none)
Explanation

QUESTION 35
Your network contains an Active Directory domain named contoso.com. The domain contains a server
named Serverl that runs Windows Server 2012 and has the DNS Server server role installed. Serverl is



configured to delete automatically the DNS records of client computers that are no longer on the network. A
technician confirms that the DNS records are deleted automatically from the contoso zone. You discover
that the contoso.com zone has many DNS records for servers that were on the network in the past, but
have not connected to the network for a long time. You need to set the time stamp for all of the DNS
records in the contoso.com zone. What should you do?

From DNS Manager, modify the Advanced settings from the properties of Serverl.
From DNS Manager, modify the Zone Aging/Scavenging Properties.

From Windows PowerShell, run the Set-DnsServerZonAging cmdlet.

From Windows PowerShell, run the Set-DnsSeverResourceRecordingAging cmdlet.
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Correct Answer: D
Section: (none)
Explanation

QUESTION 36

Your network contains an Active Directory domain named contoso.com. The domain contains two member
servers named Serverl and Server2. All servers run Windows Server 2012. Serverl has the Windows
Server Update Services (WSUS) server role installed. WSUS is configured to use a Windows Internal
Database. Server2 has Microsoft SQL Server 2008 R2 Standard deployed. You detach the SUSDB
database from Serverl and attach the database to Server2. You need to ensure that Windows Deployment
Services (WDS) on Serverl uses the database hosted on Server2. What should you do on Serverl?

Configure an ODBC system data source.
Configure an ODBC file data source.
Edit the registry.

Run the wsusutil command.

CSow>»

Correct Answer: C
Section: (none)
Explanation

QUESTION 37

Your network contains a single Active Directory domain named contoso.com. The domain contains a
member server named Serverl that runs Windows Server 2012. Serverl has the Windows Server Updates
Services server role installed and is configured to download updates from the Microsoft Update servers.
You need to ensure that Serverl only downloads Critical Updates from the Microsoft Update servers. What
should you do from the Update Services console?

From the Automatic Approvals options, configure the Update Rules settings.

From the Products and Classifications options, configure the Classifications settings.
From the Products and Classifications options, configure the Products settings.
From the Update Files and Languages options, configure the Update Files settings.
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Correct Answer: B
Section: (none)
Explanation

QUESTION 38
From where can you enable NAT?

Routing and Remote Access ==> IPv4 ==> Create new Routing Protocol
Missing
Missing
Missing

Sow>»

Correct Answer: A



Section: (none)
Explanation

QUESTION 39

You are the network administrator for a midsize computer company. You have a single Active Directory
forest, and your DNS servers are configured as Active Directory Integrated zones. When you look at the
DNS records in Active Directory, you notice that there are many records for computers that do not exist on
your domain. You want to make sure only domain computers register with your DNS servers. What should
you do to resolve this issue?

A. Set dynamic updates to None.

B. Set dynamic updates to Nonsecure And Secure.
C. Set dynamic updates to Domain Users Only.

D. Set dynamic updates to Secure Only.

Correct Answer: D
Section: (none)
Explanation

QUESTION 40
A system administrator is trying to determine which file system to use for a server that will become a
Windows Server 2012 file server and domain controller. The company has the following requirements:

* The file system must allow for file-level security from within Windows 2012 Server.
* The file system must make efficient use of space on large partitions.
* The domain controller SYSVOL must be stored on the partition.

Which of the following file systems meets these requirements?

FAT
FAT32
HPFS
NTFS

CSow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

QUESTION 41
You need to create a new user account using the command prompt. Which command would you use?

dsmodify
dscreate
dsnew
dsadd

Sow>»

Correct Answer: D
Section: (none)
Explanation

QUESTION 42

You are hired as a consultant to the ABC Company. The owner of the company complains that she
continues to have Desktop wallpaper that she did not choose. When you speak with the IT team, you find
out that a former employee created 20 GPOs and they have not been able to figure out which GPO is
changing the owner's Desktop wallpaper. How can you resolve this issue?



Run the RSoP utility against all forest computer accounts.
Run the RSoP utility against the owner's computer account.
Run the RSoP utility against the owner's user account.

Run the RSoP utility against all domain computer accounts.

CSow>»

Correct Answer: C
Section: (none)
Explanation

QUESTION 43
You have a Server named Server 1 that has a Server Core Installation on Windows Server 2012. You need
to view the time-to-live (TTL) value of a host name that is cached on Serverl. What should you run?

dnscacheugc.exe
ipconfig.exe /displaydns
nslookup.exe
Show-DNSserverCache

Sow>

Correct Answer: D
Section: (none)
Explanation

QUESTION 44

Your network contains an Active Directory domain named contoso.com. The domain contains a RADIUS
server named Serverl that runs Windows Server 2012. You add a VPN server named Server2 to the
network. On Serverl, you create several network policies. You need to configure Serverl to accept
authentication requests from Server2. Which tool should you use on Serverl?

Add-RemoteAccessRadius
New-NpsRadiusClient

Remote Access Management Console
Routing and Remote Access

Server Manager

moowy»

Correct Answer: B
Section: (none)
Explanation

QUESTION 45

You have a server that runs Windows Server 2012. You have an offline image named Windows2012.vhd
that contains an installation of Windows Server 2012. You plan to apply several updates to
Windows2012.vhd. You need to mount Windows2012.vhd to H:\. Which tool should you use?

Device Manager
Diskpart
Mountvol
Server Manager

Sow>

Correct Answer: B
Section: (none)
Explanation

QUESTION 46
You have a server named Serverl that runs Windows Server 2012. Serverl has 2 dual-core processors



and 16 GB of RAM. You install the Hyper-V server role in Serverl. You plan to create two virtual machines
on Serverl. You need to ensure that both virtual machines can use up to 8 GB of memory. The solution
must ensure that both virtual machines can be started simultaneously. What should you configure on each
virtual machine?

Dynamic Memory
NUMA topology
Memory weight
Resource Control
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Correct Answer: A
Section: (none)
Explanation

QUESTION 47

You have a server named Serverl that runs Windows Server 2012. You promote Serverl to domain
controller. You need to view the service location (SVR) records that Serverl registers on DNS. What should
you do on Serverl?

A. Open the Srv.sys file

B. Open the Netlogon.dns file

C. Run ipconfig/displaydns

D. Run Get-DnsServerDiagnostics

Correct Answer: B
Section: (none)
Explanation

QUESTION 48

Your company has a remote office that contains 600 client computers on a single subnet. You need to
select a subnet mask for the network that will support all of the client computers. The solution must
minimize the number of unused addresses. Which subnet mask should you select?

255.255.252.0
255.255.254.0
255.255.255.0
255.255.255.128

CSow>

Correct Answer: A
Section: (none)
Explanation

QUESTION 49

Your network contains an Active Directory domain named contoso.com. All domain controllers run
Windows Server 2012. One of the domain controllers is named DC1. The DNS zone for the contoso.com
zone is Active Directory-integrated and has the default settings. A server named Serverl is a DNS server
that runs a UNIX-based operating system. You plan to use Serverl as a secondary DNS server for the
contoso.com zone. You need to ensure that Serverl can host a secondary copy of the contoso.com zone.
What should you do?

A. From Windows PowerShell, run the Set-DnsServerForwarder cmdlet and specify the contoso.com zone
as a target.

B. From Windows PowerShell, run the Set-DnsServerSetting cmdlet and specify DC1 as a target.

C. From Windows PowerShell, run the Set-DnsServerPrimaryZone cmdlet and specify the contoso.com
zone as a target.

D. From DNS Manager, modify the Advanced settings of DC1.



Correct Answer: A
Section: (none)
Explanation

QUESTION 50

Your network contains two Active Directory domains named contoso.com and adatum.com. The
contoso.com domain contains a server named Serverl.contoso.com. The adatum.com domain contains a
server named server2.adatum.com. Serverl and Server2 run Windows Server 2012 and have the
DirectAccess and VPN (RRAS) role service installed. Serverl has the default network policies and the
default connection request policies. You need to configure Serverl to perform authentication and
authorization of VPN connection requests to Server2. Only users who are members of Adatum\Groupl
must be allowed to connect. Which two actions should you perform on Serverl? (Each correct answer
presents part of the solution. Choose two.)

A. Network policies

B. Connection request policies

C. Create a network policy.

D. Create a connection request policy.

Correct Answer: AD
Section: (none)
Explanation

QUESTION 51

Your network contains an Active Directory domain named contoso.com. The domain contains a server
named Serverl that runs Windows Server 2012. Serverl has a drive named E that is encrypted by using
BitLocker Drive Encryption (BitLocker). A recovery key is stored on drive C. Drive E becomes locked. When
you attempt to use the recovery key, you receive the following error message.

BitLocker (E:

3

Load key from USB drive

1
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You need to access the data stored on drive E. What should you run first?

manage-bde -protectors get e:

manage-bde -unlock e: -recoverykey c:\
disable-bitlocker -mountpoint e:

unlock-bitlocker -mountpoint e: -recoverykeypath c:

CSow>»



Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

QUESTION 52

Your network contains an Active Directory forest named contoso.com. The forest contains two sites named
Main and Branch. The Main site contains 400 desktop computers and the Branch site contains 150 desktop
computers. All of the desktop computers run Windows 8. In Main, the network contains a member server
named Serverl that runs Windows Server 2012. You install the Windows Server Update Services server
role on Serverl. You need to ensure that Windows updates obtained from Windows Server Update
Services (WSUS) are the same for the computers in each site. You want to achieve this goal by using the
minimum amount of administrative effort. What should you do?

From the Update Services console, create computer groups.

From the Update Services console, configure the Computers options.

From the Group Policy Management console, configure the Windows Update settings.

From the Group Policy Management console, configure the Windows Anytime Upgrade settings.
From the Update Services console, configure the Synchronization Schedule options.

moow>

Correct Answer: A
Section: (none)
Explanation

QUESTION 53

Your network contains an Active Directory forest named contoso.com. The forest contains a single domain.
All domain controllers run Windows Server 2012. The domain contains two domain controllers. The domain
controllers are configured as shown in the following table.

Domain Server type Scheduled task
controller name
DC1 :Phys:cal server |Daily snapshots of Active
. Directory
BC2 iH\rper-U virtual Daily snapshots of the virtual
ima::hnm machine
Dally backups of the system
state

You discover that a support technician accidentally removed 100 users from an Active Directory group
named Groupl an hour ago. You need to restore the membership of Groupl. What should you do?

Apply a virtual machine snapshot to VM1.
Perform an authoritative restore.

Perform a non-authoritative restore.
Perform tombstone reanimation.
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Correct Answer: B
Section: (none)
Explanation

QUESTION 54

Your network contains an Active Directory forest named contoso.com. The forest contains two domains
named contoso.com and childl.contoso.com. All domain controllers run Windows Server 2012. The domain
contains four domain controllers. The domain controllers are configured as shown in the following table.



Domain Domain name Role
controller name

DC1 Contoso.com PDC emulator

RID master

Schema master
Domain naming master

DC2 Contoso.com Infrastructure master
DC10 Childl.contoso.com |PDC emulator

RID master |
DC11 Childl.contoso.com Infrastructure master

You open Active Directory Users and Computers on a client computer and connect to DC1. You display the
members of a group named Groupl as shown in the Groupl Members exhibit.

Groupl Properties

e
!,; Usarl contoso com/User Environment /Users

2 Useri0la chid 1 contaso com./ User Environment / Users
%, User102 child 1. contoso .com/User Environment /Users

OK Cancel J Annh I Heln

When you view the properties of a user named User102, you receive the error message shown in the Error



exhibit.

Active Directory Domain Services

. The following Active Directory Domain Services error occurred:
l Directory object not found,

e ]

The error message does not display for any other members of Groupl. You need to identify which domain
controller causes the issue shown in the error message. Which domain controller should you identify?

DC1
DC2
DC10
DC11
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Correct Answer: B
Section: (none)
Explanation

QUESTION 55

Your network contains an Active Directory domain named contoso.com. All servers run Windows Server
2012. The domain contains a file server named Serverl. All client computers run Windows

8. Users share the client computers and frequently log on to different client computers. You need to ensure
that when the users save files in the Documents folder, the files are saved automatically to \\Server1\Users
\. The solution must minimize the amount of network traffic that occurs when the users log on to the client
computers. What should you do?

From a Group Policy object (GPO), configure the Folder Redirection settings.
From the properties of each user account, configure the Home folder settings.
From the properties of each user account, configure the User profile settings.
From a Group Policy object (GPO), configure the Drive Maps preference.
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Correct Answer: A
Section: (none)
Explanation

QUESTION 56

Your network contains a server named Serverl that has the Network Policy and Access Services server
role installed. All of the network access servers' forward connection requests to Serverl. You create a new
network policy on Serverl. You need to ensure that the new policy applies only to connection requests from
Microsoft RAS servers that are located on the 192.168.0.0/24 subnet. Which two configurations should you
performing? (Each correct answer presents part of the solution. Choose two.)

A. Set the MS-RAS Vendor ID condition to $teelHead.

B. Set the Called Station ID constraint to 192.168.0.

C. Set the Client IP4 Address condition to 192.168.0.0/24.
D. Setthe MS-RAS Vendor ID condition to ~311$.



E. Set the Called Station ID constraint to 192.168.0.0/24.
F. Set the Client IP4 Address condition to 192.168.0.

Correct Answer: DF
Section: (none)
Explanation

QUESTION 57
Your network contains an Active Directory domain named contoso.com. The domain controllers in the
domain are configured as shown in the following table.

Domain Operating system Operation master role
controller name |
DC1 Windows Server 2008 IPDC emulator

glnfrastruc:ure master
|RID master

DC2 Windows Server 2008 R2 ISchama mastar
]!D(,!rltall': nar‘r'-.ng master

You deploy a new domain controller named DC3 that runs Windows Server 2012. You discover that you
cannot create Password Settings objects (PSOs) by using Active Directory Administrative Center. You need
to ensure that you can create PSOs from Active Directory Administrative Center. What should you do?

Raise the functional level of the domain.

Upgrade DC1.

Transfer the infrastructure master operations master role.
Transfer the PDC emulator operations master role.
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Correct Answer: A
Section: (none)
Explanation

QUESTION 58
You need to create Active directory application partition. Which tool should you use?

dsmod
dsamain
dsmgmt
nesth

CSow>

Correct Answer: C
Section: (none)
Explanation

QUESTION 59

You are the administrator of an Active Directory Domain Services (AD DS) domain named contoso.com.
The domain has a Microsoft Windows Server 2012 R2 server named Contoso-SRO05 that hosts the File and
Storage Services server role. Contoso-SR05 hosts a shared folder named userData. You want to receive
an email alert when a multimedia file is saved to the userData folder. Which tool should you use?

You should use File Management Tasks in File Server Resource Manager.
You should use File Screen Management in File Server Resource Manager.
You should use Quota Management in File Server Resource Manager.

You should use File Management Tasks in File Server Resource Manager.

Sow>



E. You should use Storage Reports in File Server Resource Manager.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

QUESTION 60
You have two servers, Server 1 and server 2. You create a custom data collector set DCS1 on Server 1.
You need to export DCS1 from Server 1 to Server2. What should you do?

Right click on DCS1 and click on Export list

Right click on DCS1 and click on Save template
Right click on DCS1 and click on Data Manager
Right click on DCS1 and click on Export manager
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Correct Answer: B
Section: (none)
Explanation

QUESTION 61

Your network contains an Active Directory domain named contoso.com. All domain controllers run
Windows Server 2012. The domain contains two servers. The servers are configured as shown in the
following table.

Server name  Operating Role
— __| system — = — :
Serverl Wwindows Web Server (IIS) server role
|Server 2012 Network Load Balancing (NLB)
feature |
Server2 Windows Web Server (IIS) server role
Server 2012 Network Load Balancing (NLB)
feature

Serverl and Server2 host a load-balanced website named Web1. Web1 runs by using an application pool
named WebAppl. WebAppl uses a group Managed Service Account named gMSAL1 as its identity.

Domain users connect to Webl by using either the name Web1.contoso.com or the alias
myweb.contoso.com.

You discover the following:

* When the users access Web1 by using Webl.contoso.com, they authenticate by using Kerberos.
When the users access Webl by using myweb.contoso.com, they authenticate by using NTLM.

You need to ensure that the users can authenticate by using Kerberos when they connect by using
myweb.contoso.com. What should you do?

Run the Set-ADServiceAccount cmdlet.

Run the New-ADServiceAccount cmdlet.

Modify the properties of the WebAppl application pool.
Modify the properties of the Web1 website.
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Correct Answer: A



Section: (none)
Explanation

Explanation/Reference:

QUESTION 62

Your network contains a server named Serverl that has the Network Policy and Access Services server
role installed. All of the network access server's forward connection requests to Serverl. You create a new
network policy on Serverl. You need to ensure that the new policy applies only to connection requests from
the 192.168.0.0/24 subnet. What should you do?

Set the Called Station ID constraint to 192.168.0.

Set the Client IP4 Address condition to 192.168.0.0/24.
Set the Client IP4 Address condition to 192.168.0.

Set the Called Station ID constraint to 192.168.0.0/24.
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Correct Answer: C
Section: (none)
Explanation

QUESTION 63

Your network contains two servers named W5U51 and WSUS_REPL that run Windows Server 2012.
WSUS1 and WSUS_REPL have the Windows Server Update Services server role installed. All client
computers run Windows 7. WSUS1 synchronizes from Microsoft Update. WSUS_REPL is a Windows
Server Update Services (WSUS) replica of WSUS1. You need to configure replica downstream servers to
send WSUS_REPL summary information about the computer update status. What should you do?
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From WSUS1, configure Reporting Rollup.

From WSUS_REPL, configure Reporting Rollup.
From WSUS1, configure Email Notifications.
From WSUS_REPL, configure Email Notifications.

Cow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 64

Your network contains an Active Directory domain named contoso.com. The domain contains two servers
named Serverl and Server2. Both servers run Windows Server 2012. For Server2, you are configuring
constrained delegation to a third-party service named Servicel on Serverl. When you attempt to add
Servicel from Serverl to the delegation setting of Server2, you discover that Servicel is not listed in the
Available services list. You need to ensure that you can add Servicel for constrained delegation. What
should you do first?

A. From the Services console, modify the properties of Servicel.
B. From ADSI Edit, create a serviceConnectionPoint (SCP) object.
C. From a command prompt, run the setspn.exe command.



D. From Active Directory Users and Computers, enable the Advanced Features option.

Correct Answer: D
Section: (none)
Explanation

QUESTION 65

Your network contains an Active Directory domain named contoso.com. All domain controllers run either
Windows Server 2008 or Windows Server 2008 R2. You deploy a new domain controller named DC1 that
runs Windows Server 2012 R2. You log on to DC1 by using an account that is a member of the Domain
Admins group. You discover that you cannot create Password Settings objects (PSOs) by using Active
Directory Administrative Center. You need to ensure that you can create PSOs from Active Directory
Administrative Center. What should you do?

Modify the membership of the Group Policy Creator Owners group.
Transfer the PDC emulator operations master role to DC1.
Upgrade all of the domain controllers that run Window Server 2008.
Raise the functional level of the domain.

Cow>»

Correct Answer: D
Section: (none)
Explanation

QUESTION 66

Your network contains an Active Directory domain named contoso.com. The domain contains a server
named Serverl that runs Windows Server 2012 P.2. Serverl has the Network Policy and Access Services
server role installed. Your company's security policy requires that certificate-based authentication must be
used by some network services. You need to identify which Network Policy Server (NPS) authentication
methods comply with the security policy. Which two authentication methods should you identify? (Each
correct answer presents part of the solution. Choose two.)

MS-CHAP
PEAP-MS-CHAP v2
Chap

EAP-TLS
MS-CHAP v2

moow»

Correct Answer: BD
Section: (none)
Explanation

QUESTION 67

You administrate an Active Directory domain named EnsurePass.com. The domain has a Microsoft
Windows Server 2012 R2 server named EP-SRO1 that hosts the File Server Resource Manager role
service. You are configuring quota threshold and want to receive an email alert when 80% of the quota has
been reached. Where would you enable the email alert?

You should consider creating a Data Collector Set (DCS).
You should use Windows Resource Monitor.

You should use the File Server Resource Manager.

You should use Disk Quota Tools.

You should use Performance Logs and Alerts.

moow»

Correct Answer: C
Section: (none)
Explanation



Explanation/Reference:

Explanation:

To make use of email alerts, you need to configure the SMTP Server address details in the File Server
Resource Manager options.

QUESTION 68
You deploy a windows Server Update (WSUS) server named Server0Q1.

You need to ensure that you can view update reports and computer reports on server0O1l.

Which two components should you install? Each correct answer presents part of the solution.

Microsoft Report Viewer 2008 Redistributable Package
Microsoft .Net Framework 2.0

Microsoft SQL Server 2008 R2 Builder 3.0

Microsoft XPS Viewer

Microsoft SQL Server 2012 reporting Services (SSRS)

moowp»

Correct Answer: AB
Section: (none)
Explanation

Explanation/Reference:

QUESTION 69

You deploy a windows Server Update (WSUS) server named Server0Q1.

You need to prevent the WSUS service on Server01 from being updated automatically.

What should you do from the update service console?

From the Product and Classification options, modify the Products setting.

From the Automatic Approvals options, modify the Advanced settings.

From the Product and Classification options, modify the Classifications setting.
From the Automatic Approvals options, modify the Default Automatic Approval rule.

CSow>»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

QUESTION 70

Note: This Question is part of series of question that use the same or similar answer choices. An answer
choice may be correct for more than one question in the series. Each question is independent of the other

questions in the series. Information and detailed provided in a question apply only to that question.

You network contains one Active Directory domain named contoso.com. The forest functional level is
Windows Server 2012. All servers run Windows Server 2012 R2. All client computer run Windows 8.1.

The domain contains 10 domain controllers and a read-only domain controller (RODC) named RODCO1. All
domain controllers and RODCs are hosted on a Hyper-V host that runs Windows Server 2012 R2.

You need to identify which domain controller must be online when cloning a domain controller.

Which cmdlet should you use?

A. Get-ADGroupMember
B. Get-ADDomainControllerPasswordReplicationPolicy



Get-ADDomainControllerPasswordReplicationPolicyUsage
Get-ADDomain

Get-ADOptionalFeature
Get-ADAccountAuthorizationGroup
Get-ADAuthenticationPolicySlio
Get-ADAuthenticationPolicy

IOMTmMOO

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 71

Note: This Question is part of series of question that use the same or similar answer choices. An answer
choice may be correct for more than one question in the series. Each question is independent of the other
questions in the series. Information and detailed provided in a question apply only to that question.

You network contains one Active Directory domain named contoso.com. The forest functional level is
Windows Server 2012. All servers run Windows Server 2012 R2. All client computer run Windows 8.1.

The domain contains 10 domain controllers and a read-only domain controller (RODC) named RODCO1. All
domain controllers and RODCs are hosted on a Hyper-V host that runs Windows Server 2012 R2.

You need to identify whether deleted objects can be recovered from the Active Directory Recycle Bin.

Which cmdlet should you use?

Get-ADGroupMember
Get-ADDomainControllerPasswordReplicationPolicy
Get-ADDomainControllerPasswordReplicationPolicyUsage
Get-ADDomain

Get-ADOptionalFeature
Get-ADAccountAuthorizationGroup
Get-ADAuthenticationPolicySlio
Get-ADAuthenticationPolicy

IOEMTMUO®p

Correct Answer: E
Section: (none)
Explanation

Explanation/Reference:

QUESTION 72

Note: This Question is part of series of question that use the same or similar answer choices. An answer
choice may be correct for more than one question in the series. Each question is independent of the other

questions in the series. Information and detailed provided in a question apply only to that question.

You network contains one Active Directory domain named contoso.com. The forest functional level is
Windows Server 2012. All servers run Windows Server 2012 R2. All client computer run Windows 8.1.

The domain contains 10 domain controllers and a read-only domain controller (RODC) named RODCO1. All
domain controllers and RODCs are hosted on a Hyper-V host that runs Windows Server 2012 R2.

You need to identify whether the members of the protected Users group will be prevented from
authenticating by using NTLM.

Which cmdlet should you use?



Get-ADGroupMember
Get-ADDomainControllerPasswordReplicationPolicy
Get-ADDomainControllerPasswordReplicationPolicyUsage
Get-ADDomain

Get-ADOptionalFeature
Get-ADAccountAuthorizationGroup
Get-ADAuthenticationPolicySlio
Get-ADAuthenticationPolicy

IOEMTMUO®>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

QUESTION 73

Note: This Question is part of series of question that use the same or similar answer choices. An answer
choice may be correct for more than one question in the series. Each question is independent of the other
questions in the series. Information and detailed provided in a question apply only to that question.

You network contains one Active Directory domain named contoso.com. The forest functional level is
Windows Server 2012. All servers run Windows Server 2012 R2. All client computer run Windows 8.1.

The domain contains 10 domain controllers and a read-only domain controller (RODC) named RODCO1. All
domain controllers and RODCs are hosted on a Hyper-V host that runs Windows Server 2012 R2.

You need to identify which user accounts were authenticated by RODC1.

Which cmdlet should you use?

Get-ADGroupMember
Get-ADDomainControllerPasswordReplicationPolicy
Get-ADDomainControllerPasswordReplicationPolicyUsage
Get-ADDomain

Get-ADOptionalFeature
Get-ADAccountAuthorizationGroup
Get-ADAuthenticationPolicySlio
Get-ADAuthenticationPolicy

IOEMTMUO®p

Correct Answer: C

Section: (none)

Explanation

Explanation/Reference:

QUESTION 74

Your Company is testing DirectAccess on Windows Server 2012 R2.

Users report that when they connect to the corporate network by using DirectAccess, access to Internet
websites and Internet hosts is slow. The users report that when they disconnect from DirectAccess, acces
to the internet websites and the internet hosts is much faster.

You need to identify the most likely cause of the performance issue.

What should you identify?

A. DirectAccess uses a self-signed certificate.



B. The corporate firewall blocks TCP port 8080.
C. Force tunneling is enabled.
D. The DNS suffix list is empty.

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 75

Your network contains one Active Directory domain named contoso.com. The domain contains a file server
named Server01 that runs Windows Server 2012 R2. ServerQ1 has an operating system drive and a data
drive. Server01 has a trusted Platform Module (TPM). Which cmdlet should you run first?

Enable-TPMAutoProvisioning
Unblock-TPM
Install-WindowsFeature
Lock-BitLocker

Cow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 76
You have the following Windows PowerShell output.

PS C:\Users\Administrator> New-AdServiceAccount service01 —-DNSHostName service0l.contoso.com
New-ADServiceAccount: Key does not exist

Atline:1char:1

+ New-ADServicAccount service0l

+
+ Categorylnfo: NotSpecified: {CN=service01,CN... =contoso,DC=com:String} [New-
ADServiceAccount], ADException

+FullyQualifiedErrorld:

ActiveDirectoryserver: -2146893811, Microsoft. ActiveDirectory . Management . Commands .
NewADServiceAccount

You need to create a Managed service Account.

What should you do?

A. Run Set-KDSConfiguration and then run New-ADServiceAccount -Name “service01” - DNSHostName
service0l.contoso.com

B. Run New-AuthenticationPolicySilo, and then run New-ADServiceAccount - Name “service01” -
DNSHostName

C. Run New-ADServiceAccount - Name “service01” - DNSHostName service0l.contoso.com -
RestrictToSingleComputer

D. Run New-ADServiceAccount - Name “service01” - DNSHostName service0Ol.contoso.com -
SAMAccountName serviceO1.

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
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Drag & Drop

QUESTION 1

Your network contains an Active Directory forest named contoso.com. The forest contains a Network Policy
Server (NPS) server named NPS1 and a VPN server named VPN1. VPN1 forwards all authentication
requests to NPS1.

A partner company has an Active Directory forest named adatum.com. The adatum.com forest contains an
NPS server named NPS2.

You plan to grant users from adatum.com VPN access to your network.
You need to authenticate the users from adatum.com on VPNL1.
What should you create on each NPS server?

To answer, drag the appropriate objects to the correct NPS servers. Each object may be used once, more
than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

Select and Place:

rTEFTEETTITTYE

Objects Answer Area
WNPS1: Object
a connection requast policy
J Object
a network policy i
a RADIUS client i
MPS2; Object

a remote RADIUS server group

Correct Answer:

Objects Answer Area

NPS1: a connection request policy

a connection request policy
a remote RADIUS server group

a network policy g

a RADIUS client ii
NPS2:; a RADIUS client
a remote RADIUS server group

Section: (none)
Explanation

Explanation/Reference:
QUESTION 2
Your network contains an Active Directory domain named contoso.com. All domain controllers run

Windows Server 2012 R2.

The domain contains an organizational unit (OU) named OU1. OU1 contains an OU named OU2. OU2
contains a user named userl.



Userl is the member of a group named Groupl. Groupl is in the Users container.

You create five Group Policy objects (GPO). The GPOs are configured as shown in the following table.

GPO name Linked to Enforced setting Additional permissions
GPO1 Contoso.com |Enabled Groupl - Deny Apply Group Policy
GPO2Z Contoso.com |Disabled Not applicable
GPO3 oul Enabled Groupl - Deny Read
GPO4 ou1l Disabled Not applicable
GPOS ou2 Enabled Groupl - Full control

The Authenticated Users group is assigned the default permissions to all of the GPOs.
There are no site-level GPOs.

You need to identify which three GPOs will be applied to Userl and in which order the GPOs will be applied
to Userl.

Which three GPOs should you identify in sequence?

To answer, move the appropriate three GPOs from the list of GPOs to the answer area and arrange them
in the correct order.

Select and Place:

Actions Answer Area

GPOS

GPO3

GPO2

GPO1

GPO4

Correct Answer:



Actions Answer Area

GPOS GPO2
GPO3 GPO4
GPO2 GPOS
GPO1
GPO4

Section: (none)
Explanation

Explanation/Reference:
QUESTION 3
You are a network administrator of an Active Directory domain named contoso.com.

You have a server named Serverl that runs Windows Server 2012 R2. Serverl has the Web Server (IIS)
server role installed.

Serverl will host a web site at URL https://secure.contoso.com. The application pool identity account of the
web site will be set to a domain user account named AppPooll.

You need to identify the setspn.exe command that you must run to configure the appropriate Service
Principal Name (SPN) for the web site.

What should you run?

To answer, drag the appropriate objects to the correct location. Each object may be used once, more than
once, or not at all. You may need to drag the split bar between panes or scroll to view content.

Select and Place:



fRadabibaati et

Objects Answer Area

P setspn.exe

Object Object
AppPooll
http/contoso

https/contoso

prrg

http/secure,contoso.com

https/secure.contoso.com

Correct Answer:
fraaqfleat] bl

Objects Answer Area

— setspn.exe -8 http/secure.conto

AppPooll
http/contoso

https/contoso

prrg

http/secure,contoso.com

https/secure.contoso.com

Section: (none)
Explanation

Explanation/Reference:

QUESTION 4

Your network contains an Active Directory forest named contoso.com. All domain controllers run Windows
Server 2008 R2.

The schema is upgraded to Windows Server 2012 R2.

Contoso.com contains two servers. The servers are configured as shown in the following table.



Server Operating system Role
name
Serverl Windows Server web Server (IIS) server role
2012 R2 MNetwork Load Balancing (NLB) feature
Servar2 Windows Server Web Server (11S) server role
2012 R2 MNetwork Load Balancing {NLB) feature

Serverl and Server2 host a load-balanced application pool named AppPooll.

You need to ensure that AppPooll uses a group Managed Service Account as its identity.

Which three actions should you perform?

To answer, move the three appropriate actions from the list of actions to the answer area and arrange them
in the correct order.

Select and Place:

Actions

Answer Area

Run the Install-ADServiceAccount cmdlet.

Modify the settings of AppPooll.

Run the New-ADServiceAccount cmdist.

Install a domain controller that runs Windows Server

2012 R2.

Run the Set-ADServiceAccount cmdlet,

Correct Answer:

Actions

Answer Area

Run the Install-ADServiceAccount cmdlet. Install a domain controller that runs Windows Se

Modify the settings of AppPooll.

2012 R2.

Run the New-ADServiceAccount cmdlet,

Run the New-ADServiceAccount cmdist.

Modify the settings of AppPooll.

Install a domain controller that runs Windows Server

2012 R2.

Run the Set-ADServiceAccount cmdlet,

Section: (none)



Explanation

Explanation/Reference:

QUESTION 5

Your network contains an Active Directory domain named adatum.com. The domain contains a server
named Serverl that runs Windows Server 2012 R2. Serverl is configured as a Network Policy Server
(NPS) server and as a DHCP server.

You need to log all DHCP clients that have windows Firewall disabled.

Which three actions should you perform in sequence?

To answer, move the three appropriate actions from the list of actions to the answer area and arrange them
in the correct order.

Select and Place:

EEEEE

Actions Answer Area
Create a connection request policy.

Create a network policy.

Create a remediation server group.

Create a Windows Security Health Validator {WSHV)
configuration.

Create a health policy.

Correct Answer:

EEEEE

Actions Answer Area

Create 3 connechion requegt PD“CV. CI‘EEtE d .llt.dindDWE SECUE‘IW HEEIH:h ‘U"EI[I{I
confiquration.
Create a network policy.

Create a health policy.

Create a remediation server group.

Create a Windows Security Health Validator {WSHV) Create 3 nﬂtwmk pﬂ'h':‘,"

configuration.

Create a health policy.
Section: (none)
Explanation

Explanation/Reference:

QUESTION 6
You have a WIM file that contains an image of Windows Server 2012 R2.

Recently, a technician applied a Microsoft Standalone Update Package (MSU) to the image.



You need to remove the MSU package from the image.

GRATIS

Free Practice Exams

http://www.gratisexam.com/

Which three actions should you perform in sequence?

To answer, move the appropriate three actions from the list of actions to the answer area and arrange them
in the correct order.

Select and Place:

Answer Area

Run dism.exe and specify the /Capture-
Image parameter.

Run dism.exe and specify the fApply-
Image parameter.

Run wusa.exe and specify the funinstall parameter.

Run dism.exe and specify the /
RemovePackage parameater,

Run dism.exe and specify the /Cleanup-
Image parameter.

Correct Answer:



Run dism.exe and specify the /Capture-
Image parameter.

Run dism.exe and specify the /Apply-
Image parameter,

Run wusa.exe and specify the /uninstall parameter.

Run dism.exe and specify the /
RemovePackage parameter,

Run dism.exe and specify the /Cleanup-
Image parameter.

Section: (none)
Explanation

Explanation/Reference:

QUESTION 7

Answer Area

Run wusa.exe and specify the /uninstall param

Run dism.exe and specify the /
RemovePackage parameter,

Run dism.exe and specify the /Cleanup-
Image parameter.

Your network contains an Active Directory domain named contoso.com. The domain contains a domain

controller named DCL1.
You need to create an Active Directory snapshot on DC1.

Which four commands should you run?

To answer, move the four appropriate commands from the list of commands to the answer area and

arrange them in the correct order.

Select and Place:



Commands Answer Area

dsamain.exe

snapshot

create

ntdsutil.exe

activate instance ntds

wbadmin.exe

Correct Answer:

Commands Answer Area
dsamain.exe ntdsutil.exe

snapshot snapshot

create activate instance ntds
ntdsutil.exe create

activate instance ntds

wbadmin.exe

Section: (none)
Explanation

Explanation/Reference:

QUESTION 8

You have a server named Serverl that runs Windows Server 2012 R2. Serverl has the Network Policy and
Access Services server role installed.

All of the VPN servers on your network use Serverl for RADIUS authentication.

You create a security group named Groupl.

You need to configure Network Policy and Access Services (NPAS) to meet the following requirements:



* Ensure that only the members of Groupl can establish a VPN connection to the VPN servers.
= Allow only the members of Groupl to establish a VPN connection to the VPN servers if the members
are using client computers that run Windows 8 or later.

Which type of policy should you create for each requirement?

To answer, drag the appropriate policy types to the correct requirements. Each policy type may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view

content.

Select and Place:

Policy Types

Connection Request Policies
Health Policies

Metwork Policies

Correct Answer:

Policy Types

Connection Request Policies
Health Policies

Metwork Policies

Section: (none)
Explanation

Explanation/Reference:

QUESTION 9

Answer Area

Ensure that only the members of Groupl
can establish a ¥YPN connection to the YPRN
SErvers.

Allow only the members of Groupl to
astablish a VPN connaction to the VPN
servers if the members are using client
computers that run Windows 8 or later,

Answer Area

Ensure that only the members of Groupl
can establish a ¥YPN connection to the YPRN
SErvers.

Allow only the members of Groupl to
astablish a VPN connaction to the VPN
servers if the members are using client
computers that run Windows 8 or later,

Policy type

Palicy type

Metwork Policies

Metwork Policies

Your network contains an Active Directory domain named contoso.com. The domain contains two member
servers named Serverl and Server2. All servers run Windows Server 2012 R2.

You generalize Server2.

You install the Windows Deployment Services (WDS) server role on Serverl.

You need to capture an image of Server2 on Serverl.

Which three actions should you perform?

To answer, move the three appropriate actions from the list of actions to the answer area and arrange them



in the correct order.

Select and Place:

Actions Answer Area

Add an install image to Serverl.

Start Server2 by using PXE.

Add a boot image to Serverl.

Add a capture image to Serverl.

Add a prestaged device to Serverl.

Start Server2 by using a Windows To Go image.

Correct Answer:

Actions Answer Area

Add an install image to Serverl. Start Server2 by using PXE.

Start Server2 by using PXE. Add a capture image to Serverl.

Add a boot image to Serverl. Add an install image to Serverl.

Add a capture image to Serverl.

Add a prestaged device to Serverl.

Start Server2 by using a Windows To Go image.

Section: (none)
Explanation

Explanation/Reference:

QUESTION 10

Your network contains a single Active Directory domain named contoso.com. The domain contains an
Active Directory site named Sitel and an organizational unit (OU) named OU1. The domain contains a
client computer named Clientl that is located in OU1 and Sitel. You create five Group Policy objects
(GPO). The GPOs are configured as shown in the following table.



GPO name Linkedto  Enforced setting
GPFO1 Contoso,.cam Disabled
GPO2 Contoso.com Enabled
GPO3 Sitel Enabled
GPO4 oul Disabled
GPOS aul Enabled

You need to identify in which order the GPOs will be applied to Clientl. In which order should you arrange
the listed GPOs?

To answer, move all GPOs from the list of GPOs to the answer area and arrange them in the correct order.

Select and Place:

B HE

GPOs Answer Area
GPO1
GPOS
GPO3
GPO4
GPO2
Correct Answer: e
GPOs Answer Area
GPO1 GPO1
GPOS GPO4
GPO3 GPOS
GPOY GPO2
GPO2 GPO3

Section: (none)
Explanation

Explanation/Reference:

QUESTION 11

Your network contains a production Active Directory forest named contoso.com and a test Active Directory
forest named test.contoso.com. There is no network connectivity between contoso.com and
test.contoso.com. The test.contoso.com domain contains a Group Policy object (GPO) named GPOL. You
need to apply the settings in GPOL to the contoso.com domain. Which four actions should you perform?

To answer, move the four appropriate actions from the list of actions to the answer area and arrange them
in the correct order.

Select and Place:



Creats 2 2P0 inmntom. om

I B R PR R A T TR TR T O T ST TR DN
Wu BhE Iiup 4 IR Rale

fyn th lovw Nm 3P0 cmctet

Fun tha PesternBBD vl

AL S8 FRAE ML CRAE

Run tha Gt RO e

Aign i G 419 gl

Correct Answer:
Aun et Hissup 40 ok
WEE TSI =RIE T TR RS W ST 0 TR OIS
Crats 2 GPD e contoar. om

Ayn che Saen ME 2P0 omciet MipT el FERE HD AR

Fun tha Pester e bRD ol

Run tha Gt RO e

Aign i G 419 gl

Section: (none)
Explanation

Explanation/Reference:
QUESTION 12

Your network contains an Active Directory domain named contoso.com. All client computers run Windows
7. Group Policy objects (GPOs) are linked to the domain as shown in the exhibit.



| & File Action View Window Help -5 x|

|| Group Policy Management Group Policy Management |
4 4% Forest: contoso.com [ Contarits |
4 gy Domains
] _.'ﬁ_; contosc.com Name
../ Default Damain Pelicy ||| | 43 Forest: contoso com
il i = Dornain Controllers
4 310U It
= GPO1 i
| ou2
= GPO2
4 3 0U3 i
= GPO3
I ¢ .t Group Palicy Objects
+ WM Filters
! b gl Starter GPOs
I @ Sites
s% Group Pelicy Modeling
«, Group Policy Results

L

o

— e e e e 44

= = v = - .
L iy e e e o e e P T e W e T e
-

GPO02 contains user configurations only and GP03 contains computer configurations only.

You need to configure the GPOs to meet the following requirements:

= Ensure that GP02 only applies to the user accounts in OU2 that are members of a global group named

. CEErzgtler)ez .that GPO03 only applies to the computer accounts in OU3 that have more than 100 GB of free
disk space.

What should you do?

To answer, drag the appropriate setting to the correct GPO. Each setting may be used once, more than
once, or not at all. You may need to drag the split bar between panes or scroll to view content.

Select and Place:

Sektings Answer Area
Enforced ;
BHOE Setting
GPO Status .
" RRE3 Setting
WMI Filtering ii

Security Filtering

Correct Answer:



Settings Answer Area

fore ———
Enfgroed GROZ Security Filtering

GPO Status
GPO3 WMI Filtering
W1 Filtering

Security Filtering

Section: (none)
Explanation

Explanation/Reference:

QUESTION 13

Your network contains an Active Directory domain named contoso.com. You have a failover cluster named
Clusterl. All of the nodes in Clusterl have BitLocker Drive Encryption (BitLocker) installed. You plan to add
a new volume to the shared storage of Clusterl. You need to add the new volume to the shared storage.

The solution must meet the following requirements:

= Encrypt the volume.
= Avoid using maintenance mode on the cluster.

Which three actions should you perform?

To answer, move the three appropriate actions from the list of actions to the answer area and arrange them
in the correct order.

Select and Place:

JPETERTIIEE

Actions Answer Area

Rin the Enable-BitlockerAutoUnlock crdlat

Run the Enable-BitLocker condiat

Run the Lock-BiHocker cmdist.

Add the volume to the cluster

Rum the Add-BitLockerProlector cmdlet

Correct Answer:



ITEEEETRE

Actions Answer Area

Aun the Enable-BitLockerAutolnlock cmdlet. Add the volume to the cluster
Hun the Enable-BitLocker cmalar. Run the Enable-BitLocker cmalat.
Run the Lock-Bitlocker cmdist. fun the Enable-BitLockerAutoUnlock cmdlet.

Add the valume to the cluster

Run the Add-BitLockerProtector cmdlet

Section: (none)
Explanation

Explanation/Reference:

QUESTION 14

Your network contains an Active Directory domain named contoso.com. You deploy a web-based
application named Appl to a server named Serverl. Appl uses an application pool named AppPooll.
AppPooll uses a domain user account named Userl as its identity. You need to configure Kerberos
constrained delegation for Userl. Which three actions should you perform?

To answer, move the three appropriate actions from the list of actions to the answer area and arrange them
in the correct order

Select and Place:

B

Actions Answer Area

Run setspn.exe and specify the -/ parameter.

From the properties of Userl, open the Delegation
tab, and add the HOST service,

From the properties of Userl, open the Delegation tab,
and select Trust this user for delegation to any service
(Kerberos only).

From the properties of Userl, open the Delegation tab,
and selact Trust this user for delegation to specified
services only,

Run setspn.exe and specify the —s parameter.



Correct Answer:

srratiz

Actions Answer Area

Run setspn.exe and specify the -/ parameter.

Run setspn.exe and spacify the </ par.

From the properties of Userl, open the Delegation
tab, and add the HOST service.

Run setspn.exe and specify the ¢ pai

From the properties of Userl, open the Delegation tab,

and select Trust this user for delegation to any service

(Kerberos only). From the properties of Userl, open the
and select Trust this user for delegatior

services only.
From the properties of Userl, open the Delegation tab,
and select Trust this user for delegation to specified
services only.

Run setspn.exe and specify the —s parameter.

Section: (none)
Explanation

Explanation/Reference:

QUESTION 15
Your network contains an Active Directory domain named contoso.com. You need to create an AD
Snapshot. Which four actions should you perform?

To answer, move the four appropriate actions from the list of actions to the answer area and arrange them
in the correct order.

Select and Place:

At aEmadd e

Actions Answer Arga

create

mount
snapshot

Tist instance
ntdsutil
files

activate instance ntds

Correct Answer:



Achions Answar Ares

create ntdsutil

mount snapshot

snapshot activate instance ntds
Tist instance = create

ntdsutil

files

activate instance ntds

Section: (none)
Explanation

Explanation/Reference:

QUESTION 16

Your network contains an Active Directory domain named contoso.com. All domain controllers run
Windows Server 2012. The domain contains an organizational unit (OU) named OU1. OU1 contains an OU
named OU2. OU2 contains a user named Userl. Userl is the member of a group named Groupl. Groupl
is in the Users container. You create five Group Policy objects (GPO). The GPOs are configured as shown
in the following table.

GPO name  Linked to Enforced setting  Additional permissions

GPO1 [Contoso.com [Disablad Not applicabile

GPO2 [Contoso.com |Enabled Groupl - Dany Apply Group Policy
GPO3 ou1 |Disabled Not appiicable

GPO4 loul |Enabled EEH’.‘!—LH)I ﬁt‘-*ry Read

GPOS :muz }ﬂb&hmd ﬁnuupl = Full contral

The Authenticated User group is assigned the default permissions to all of the GPO's. There are no site-
level GPOs. You need to identify which three GPOs will be applied to Userl and in which order the GPOs
will be applied to Userl. Which three GPOs should you identify in sequence?

Select and Place:

GPOs Answer Area

GPO1

GPOS

GPO3

GPO4

GPO2

Correct Answer:



B H e

GPOs Answer Area

GPO1 GPO1
GPOS GPO3
GPO3 GPOS
GPO4 GPO4
GPO2 GPO2

Section: (none)
Explanation

Explanation/Reference:

QUESTION 17

Your network contains an Active Directory domain named contoso.com. All client computers run Windows
8. Group Policy objects (GPOSs) are linked to the domain as shown in the exhibit.

ik Group Policy Management Group Policy Management !

4 i\ Forest: contoso.com ro——— !

4 @i Domains
4 $3 contoso.com Name

w Default Domain Policy £ Forest: contoso com

b 2] Demain Controflers

. Action View Window

w GPO3
b 3 Group Policy Objects
» WMI Filters
b gl Starter GPOs
b g Sites
sy Group Policy Modeling _
.+ Group Policy Results il

GPO02 contains computer configurations only and GP03 contains user configurations only. You need to
configure the GPOs to meet the following requirements:

= Ensure that GP02 only applies to the computer accounts in OU2 that have more than one processor.

= Ensure that GP03 only applies to the user accounts in OU3 that are members of a security group
named SecureUsers.

Which setting should you configure in each GPO?



To answer, drag the appropriate setting to the correct GPO. Each setting may be used once, more than
once, or not at all. You may need to drag the split bar between panes or scroll to view content.

Select and Place:

Settings Answer Area

GRE
Enforced FRE Setting
GPO Status i GPo3 Setting
WMI Filtenng i
Security Filtering

Correct Answer:

Settings Answer Area

P
Enforced P2 WMI Filtening
GPO Status ; GRG3 Security Filtering
WMI Filtening L

Security Filtering

Section: (none)
Explanation

Explanation/Reference:
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QUESTION 18

Your network contains an Active Directory forest named contoso.com. Recently, all of the domain
controllers that ran Windows Server 2003 were replaced by domain controllers that run Windows Server
2012. From Event Viewer, you discover SYSVOL journal wrap errors on a domain controller named
dc10.contoso.com. You need to perform a non-authoritative synchronization of SYSVOL on DC10. Which
three actions should you perform on DC10?

To answer, move the three appropriate actions from the list of actions to the answer area and arrange them
in the correct order.

Select and Place:



Stort tha Distributed File System (DF5) Replcation
SErVIDE.

Stop the Diributed File Syszam (OFS] Replication
sarvice.

Modify the registry.

Stop the Fila Raplicstion Service (FAS) service.

Madify the computer abject for DCLO in Agtive
Diwrectory.

Start the File Replication Service (FRS) service,

Correct Answer:

TR
Answer Area

Stort tha Distributed File System (DF5) Replcation
SErVIDE.

Stop the Diributed File Syszam (OFS] Replication
sarvice.

Modify the registry.

Stop the Fila Raplicstion Service (FAS) service.

Madify the computer abject for DCLO in Agtive
Diwrectory.

Start the File Replication Service (FRS) service,

Stop the Distributed Fila System [(DFS) Replication
SEMVILE,

Modily the registry.

Start the Distributed File System (OFS) Rapbcation
VI L,

Section: (none)
Explanation

Explanation/Reference:



HotSpot

QUESTION 1
Your network contains an Active Directory domain named contoso.com. The domain contains the users

shown in the following table.

User name Member of
Userl Groupl
User2 Group2
User3 Group3

You have a Network Policy Server (NPS) server that has the network policies shown in the following table.

Policy name Condition Processing order
Policyl Date and time restriction: 2
Sunday 00:00 to Saturday 24:00
Policy2 CONTOS0\Group1 1
Policy3 CONTOSO\Group2 or CONTOSO |3
\Group3

Userl, User2, and User3 plan to connect to the network by using a VPN. You need to identify which
network policy will apply to each user.

What should you identify?
To answer, select the appropriate policy for each user in the answer area.
Hot Area:

Answer Area

Userl: -

Policyl
Palicy2
Policya

User2: - |

Policy1
Policy2
Policy3

User3: -

Policyl
Policy2
Policy2

Correct Answer:



Answer Area

Userl: I _"]

Falicyl
Policy2
Policy3

Lserz: - |

Policyl
Policy2
Policy3

User3: | M
Folicyl
Policy2
Policy3

Section: (none)
Explanation

Explanation/Reference:

QUESTION 2

Your network contains an Active Directory domain named contoso.com. The domain contains two servers
named Serverl and Server2. Serverl has the Network Policy Server server role installed. Server2 has the
DHCP Server server role installed. Both servers run Windows Server 2012 R2.

You are configuring Network Access Protection (NAP) to use DHCP enforcement.

You configure a DHCP scope as shown in the exhibit. (Click the Exhibit button.)



General | DNS | Network Access Protection | Advanced |

i Network Access Protection

:'wmﬂ.pﬂuﬂulwk Access Protection seftings for this scope
e

Network Access Protection Sattings
&% Enable for this scope

" Use default Network Access Protection profie |

& Use custom profile

I—Pn:uﬁ:l'-hm

You need to ensure that non-compliant NAP clients receive different DHCP options than compliant NAP
clients.

What should you configure on each server?
To answer, select the appropriate options for each server in the answer area.

Hot Area:

Answer Area

Serverl: -
Health Policies
[Identity-Type
[MS-Service Class
|Service-Type

Server2: _s_rj

filters

a policy

[scope options

[server options
a User class

a Vendor class

Correct Answer:



Answer Area

Serverl: -
|Health Policies
Identity-Type
MS-Service Class
Service-Type

Server2: j

filters

a policy

[scope options

|server options
a User class
a Vendor class

Section: (none)
Explanation

Explanation/Reference:
QUESTION 3
Your network contains a RADIUS server named Serverl.

You install a new server named Server2 that runs Windows Server 2012 R2 and has Network Policy Server
(NPS) installed.

You need to ensure that all accounting requests for Server2 are forwarded to Serverl.
On Server2, you configure a Connection Request Policy.

What else should you configure on Server2?

To answer, select the appropriate node in the answer area.

Hot Area:

& NPS (Local)
4 | RADIUS Chents and Servers
|5 RADIUS Clients
| &3 Remote RADIUS Server Groups

4 = Policies

| | Connection Request Policies
" Network Policies
|| Health Policies
4 %, Network Access Protection
b '3&] System Health Validators
i i1 Remediation Server Groups
B, Accounting

p My Templates Management

Correct Answer:



€ NPS (Local)
4 | RADIUS Chents and Servers
RADIUS Clients

4 7! Policies

__| Connection Request Policies

. Network Policies

" Health Policies

4 B, Network Access Protection

b | M System Health Validators

i Remediation Server Groups
B, Accounting

p Wly Templates Management

Section: (none)
Explanation

Explanation/Reference:

QUESTION 4

Your network contains an Active Directory domain named contoso.com.

You have several Windows PowerShell scripts that execute when client computers start.

When a client computer starts, you discover that it takes a long time before users are prompted to log on.

You need to reduce the amount of time it takes for the client computers to start. The solution must not
prevent scripts from completing successfully.

Which setting should you configure?
To answer, select the appropriate setting in the answer area.

Hot Area:

nz

Eile  Action Yiew Help

o nm = HEHm Y
| Setting Srate
|| Allow logen scnpts when NetBIOS or WINS is disabled | Not configured
| [2:] Specify maamurn wait tme for Group Policy scripts | Mot configured
| [2] Run Windows PowsrThell scripts first 3t computer startup, 5., | Mot configured

ogon scnpts synchronously | Mot configured

. a;thgruﬁn | Mot configured

! [ el | Not configured
| 52| Display instructions in startup scnpts a3 they run | Mot configured

Correct Answer:



B

Eile  Action View Help

o |2m = HoY
| Setting State
| 1] Allow logon scripts when NetBIOS or WINS is disabled | Not configured
|[13:] Specify mpamurn wait time for Group Policy scripts | Mot configured
[:i=] Run Windows PowsrShell scnpts first at computer startup, 5., | Mot configured
] [ 5] Run logon senpts symchronously | Mot canfigured
| [, Display instructions in shutdown scripts as theyrun | Not configured
| ] Run startup scripts apncheonously | Not configured
|| 1] Display instructions in startup senpts a3 they run | Mot configured
|1 Fun Windows PowserShell scnpts first at user logon, logoff | Not configured

: Extended ), Sundnd;f.
18 setting(s}

Section: (none)
Explanation

Explanation/Reference:

QUESTION 5

Your network contains an Active Directory domain named contoso.com. The domain contains a member
server named Serverl. Serverl runs Windows Server 2012 R2.

You enable the EventLog-Application event trace session.

You need to set the maximum size of the log file used by the trace session to 10 MB.

From which tab should you perform the configuration?

To answer, select the appropriate tab in the answer area.

Hot Area:



Description

Events with any of th...
Evenrts with all of the ..
Events up to this lev...
These additional dat...

Correct Answer:



T

A IR

r

Application-Addon-Event-Provider

Emror instrument

Microsoft-Windows-ActionQueue
Microsoft-Windows-All-User-install-Agent
Microsoft-Windows-AppHost
Microsoft-Windows-Application Server-Applications
Microsoft-Windows-Application-Experience
Microsoft-Windows-Application Experiencelinfrastru...
Mirenenft - Windawe-AnnlicatinnReens rraMarianam

——————
e e

i TH T

T Rl ol P

e

=

E,EE:

i
i
B

0 L

Description

Events with any of th...
Events with all of the ..
Events up to this lev..
These additional dat...

=

A e

T

PR P T v e = e e e |y R b e W e

Section: (none)
Explanation

Explanation/Reference:

QUESTION 6

Your network contains an Active Directory domain named contoso.com. The domain contains three
member servers named Serverl, Server2, and Server3. All servers run Windows Server 2012 R2 and have

the Windows Server Update Services (WSUS) server role installed.

Serverl and Server2 are configured as replica servers that use Server3 as an upstream server.
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You remove Servers from the network.



You need to ensure that WSUS on Server2 retrieves updates from Serverl. The solution must ensure that
Serverl and Server2 have the latest updates from Microsoft.

Which command should you run on each server?
To answer, select the appropriate command to run on each server in the answer area.

Hot Area:

Ser‘-.rerll :J

set-wsusserversynchronization —syncfrommu
set-wsusserversynchronization -useservername serverl
setuws:.mser'verayﬂcl'ranizaunn ~USESErvername servera
wsusutil.exe movecontent ‘l._\sawarl‘\d;

wsusutil.exe movecontent \\server2\ch

Server? :]

set-wsusserversynchronization —syncfrommu
set~wm5erversmt:r'rumzatlnn —Useservername serverl
sebwmsewa‘ﬁyncl'rnmzaunn ~USEservername serﬁ.rerz
wsusutil.exe movecontent \\server1\ck

wsusutil.exe movecontent \\server2\ch

Correct Answer:

Ser‘-.rerll :J

set-wsusserversynchronization —syncfrommu
set-weusserversynchronization -usasermmn'le serverl
setuws:.mser'verayﬂcl'ranizaunn ~USESErvername servera
wsusutil.exe movecontent ‘l._\sawarl‘\d;

wsusutil.exe movecontent \\server2\ch

Server? :]

set-wsusserversyrnchronization —syncfrommu
aemver#rntl'rnnizauun -Lseservername serverl
set-wsusserversynchronization ~useservername serﬁ.rerz
wsusutil.exe movecontent \\server1\ck

wsusutil.exe movecontent \\server2\ch

Section: (none)
Explanation

Explanation/Reference:
QUESTION 7
You have a server named Server4 that runs Windows Server 2012 R2. Server4 has the Windows

Deployment Services server role installed.

Server4 is configured as shown in the exhibit. (Click the Exhibit button.)



[ File Adiin View Help

| ¥ Windows Deployment Services
4 G Servers
4 % Serverd.Conteso.com
|| Install Images
[i| BootImages
|18 Pending Devices
|at Multicast Transmissions
. b (g Drivers
| © m Active Directory Prestaged Devices

Boot Images

Image N;m:
@; Boctimagel

= Bootimage2 64
5 Bootimage3 86

3 Boot imagels)
Architecture Statuz  Expanded Size  Date
x64 Online 1276 MB 8/23/...
Online 1276 MB &/23/...
Online 1026 MB 8/23/...

To answer, complete each statement according to the information presented in the exhibit. Each correct

selection is worth one point.

Hot Area:

Answer Area

When you connect to Windows Deployment
Services (WDS) from an %64 client
computer, you can select ...

When you connect to Windows Deployment
Services (WDS) from an %64 client
computer, the default image will be ...

Correct Answer:

Answer Area

When you connect to Windows Deployment
Services (WDS) from an %64 client
computer, you can select ...

When you connect to Windows Deployment
Services (WDS) from an %64 client
computer, the default image will be ...

Bl

Bootimage3 only.

Bootlmagel and Bootlmage2 only,
|Bootimage2 and Bootimage3 only.
|Bootimagel, Bootimane2, and Bootlmages

z

Bootmagel.
[Eootimage2.
|Bootimages.

Bootimage3 only.
Bootlmagel and Bootlmage2 only,
Bootimage2 and Bootimage3 only.

Section: (none)
Explanation

Explanation/Reference:

QUESTION 8

Emtlmag_g_rl.

|Bootimages.

Your network contains an Active Directory domain named contoso.com. All servers run Windows Server

2012 R2.



You need to audit successful and failed attempts to read data from USB drives on the servers.

Which two objects should you configure?

To answer, select the appropriate two objects in the answer area.

Hot Area:

Correct Answer:

Fﬂe Action View Hdp

Subcategory

Audit Events

) Audit Application Generated

Not Configured

1 Audit Certification Services

Mot Configured

|l 4% Audit Detailed File Share

Not Configured

ik Audit File Share

Mot Configured

! Audit File System

Mot Configured

|| & Audit Filtering Platform Connection

Not Configured

5 Audit Filtering Platform Packet Drop

Mot Configured

| % Audit Handle Manipulation

Not Configured

1| % Audit Kernel Object

Mot Configured

ik Auclit Other Object Access Events

Mot Configured

b, Audit Registry

Not Configured

it Audit Removable Storage

Mot Eanﬁgm:d

| Audit SAM

Not Configured

kil Audit Central Access Policy Staging

Fﬂe Action View Hdp

Subcategory

Audit Events

) Audit Application Generated

Not Configured

1 Audit Certification Services

Mot Configured

|l 4% Audit Detailed File Share

Not Configured

ik Audit File Share

Mot Configured

! Audit File System

Mot Configured

||| 5 Audit Filtering Platform Connection

Not Configured

Audit Filtering Platform Packet Drop

Mut Cmf_igur:d

¥4, Audit Kernel Object

Mot Configured

ik Auclit Other Object Access Events

Mot Configured

Neot Configured

Nt Configured

Not Configured




Section: (none)
Explanation

Explanation/Reference:

QUESTION 9

Your network contains an Active Directory domain named contoso.com. The domain contains servers
named Serverl and Server2. Both servers have the DFS Replication role service installed.

You need to configure the DFS Replication environment to meet the following requirements:

* Increase the quota limit of the staging folder.
= Configure the staging folder cleanup process to provide the highest amount of free space possible.

Which cmdlets should you use to meet each requirement?
To answer, select the appropriate options in the answer area.

Hot Area:

Answer Area

Increase the quota limit of the staging Ll
Folder . Y Dercrowpachedule
Set-DferMamberchio
Set-Dfsrfeplicatedrolder
Set-DferServiceConfiguration
Configure the staging folder cleanup
process to provide the highest amount of L]
free space possible. |Set-DfsrGroupSchedule
Set-DfsrMembership
Set-DfsrReplicatedrolder
Set-DfsrServiceConfiguration

Correct Answer:

Answer Area

Increase the quota limit of the staging -]
folder.
Set-DferGroupSchedule
Set-DferMembership
Set-DferReplicztedrolder
Set-DferServiceConfiguration
Configure the staging folder cleanup
process to provide the highest amount of L]

free space possible, |Set-DfsrGroupSchedule
Set-DisrMembership
Set-DfsrReplicatedrolder
Set-DfsrServiceConfiguration

Section: (none)
Explanation

Explanation/Reference:
QUESTION 10

Your network contains an Active Directory domain named contoso.com. The domain contains a server
named Serverl that runs Windows Server 2012 R2. Serverl has the File Server Resource Manager role



service installed.
You need to configure Serverl to meet the following requirements:

* Ensure that old files in a folder named Folderl are archived automatically to a folder named Archivel.
* Ensure that all storage reports are saved to a network share.

Which two nodes should you configure?
To answer, select the appropriate two nodes in the answer area.

Hot Area:

File Action WView Help

File Server Resource Manager (Local) || Name
4 59 Quota Management 58 Quotas Management
& Quotas 4™ File Screening Management
3| Quota Templates {64 Storage Reports Management
| File Screening Management |14 Classification Management
| & File Management Tasks

| File Screens

File Screen Templates
|| File Groups
ﬁ Storage Reports Management
4 i Classification Management
| Classification Properties
i Classifecation Rules
| [ 73 File Management Tasks

Correct Answer:

MName
A8 Quota Management
i.,‘E'Fi}: Screening Management
{64 Storage Reports Management
? File Screening Management | Classification Management

U@ File Screens | & File Management Tasks

File Screen Templates

|| File Groups
ﬁ Storage Reports Management
4 i Classification Management
| Classification Properties

Classification R

Section: (none)
Explanation

Explanation/Reference:

QUESTION 11



You have a server named Serverl that runs Windows Server 2012 R2. Serverl has the Remote Access
server role installed.

You need to configure the ports on Serverl to ensure that client computers can establish VPN connections
to Serverl by using TCP port 443.

What should you modify?
To answer, select the appropriate object in the answer area.

Hot Area:

| | Devices

Routing and Remote Access (RRAS) uses the devices listed below,

IUIudB;.r ]T}'pa IH.mbeu‘dPﬂt!I
i IKEwZ 128
T e ——-
I%m Mﬁu‘n; s :
i - FRTE O

Correct Answer:



| | Devices

Routing and Remote Access (RRAS) uses the devices listed below.

| Used By | Type | Mumberof Pots |

Section: (none)
Explanation

Explanation/Reference:

QUESTION 12

Your network contains an Active Directory domain named contoso.com.

You have several Windows PowerShell scripts that execute when users log on to their client computer.
You need to ensure that all of the scripts execute completely before the users can access their desktop.
Which setting should you configure?

To answer, select the appropriate setting in the answer area.

Hot Area:



.':-EI-
Eile &;ﬁun View Help
4|2 BT

Setting State

[ 15| Allow logon scrpts when NetBIOS or WINS i dirsbied | Mot configured
[ iz} Specify manmum wait tme for Group Palicy senpts | Mot configured
[ 3] Run Windows PowerShell scrpts first at computer startup, ... | Not configured
[i] Run logon scripts synchronoushy | Wot configured
[i=] Display instructions in shutdown scnpts as they run | Mot configured
[:1] Run startup scripts anynchronouily | Mot configured
[ 1] Display instructions in startup scripts as they run | Not configured
[ 1] Run Windows PowerShell scnpts first at uier logon, logoff | Mot configured

Extended A Standard |/

Correct Answer:
. )
Eile Action View Help
(4o 2m = @B T
Setting
[ 15| Allow logon scrpts when NetBIOS or WINS i dirsbied | Mot configured
[ iz} Specify manmum wait tme for Group Palicy senpts | Mot configured
[ 3] Run Windows PowerShell scrpts first at computer startup, ... | Not configured
[[EZ] Ruin Togen scripts synchronously | Mot confiqured
[;i=] Display instructions in shutdown scnpts as they run | Mot configured
[:1] Run startup scripts anynchronouily | Mot configured
(1] Display instructions in startup scripts as they run | Mot canfigured
[ 1] Run Windows PowerShell scnpts first at uier logon, logoff | Mot configured

Extended A Standard |/
8 setting(s)

Section: (none)
Explanation

Explanation/Reference:

QUESTION 13

You have a server named Serverl that runs Windows Server 2012 R2. Serverl has the Remote Access
server role installed.

You have a client named Clientl that is configured as an 802. IX supplicant.

You need to configure Serverl to handle authentication requests from Clientl. The solution must minimize
the number of authentication methods enabled on Serverl.

Which authentication method should you enable?
To answer, select the appropriate authentication method in the answer area.

Hot Area:



- Unauthenticated acces:

. The server authenficates remote systems by using the selected methods in

the coder chown below.

:' | [ Extensible authentication protocol (EAP)

Select the EAP option if you are using Metwoark Access Protection
[MAP] Use NPS to configure all ather NAP sethngs.

| T Microsoft encrypted authentication version 2 [MS-CHAP v2)
il Encrypted authentication [CHAP)

™ Unencrypted password (PAP)
[ Allow machine cerificats authertication for IKEv2

[ ™ Allows remote systems to connect without authenticabion

Fot more drsmation

QK

Correct Answer:

Section: (none)
Explanation

- Unauthenticated acces:

- The server suthenficates remote spstems by using the selected methads in

the order chown below.

et AT e

Select the EAP option if you are using Metwork Access Protection
(MAF] Uze NFS to configure all other NAP setings.

|~ Microsoft encrypted authentication version 2 [MS-CHAP v2)
T~ Enciypted authentication (CHAP)

™ Unenciypted password (PAP)
[ Alow machine cedificals authentication for IKEv2

[ I Allows remote systems bo connect without suthentication

For moie sdtrmashon

Ok

Explanation/Reference:

QUESTION 14

Your network contains an Active Directory domain named contoso.com.

All DNS servers host a DNS zone named adatum.com. The adatum.com zone is not Active Directory-

integrated.



An administrator modifies the start of authority (SOA) record for the adatum.com zone.

After the modification, you discover that when you add or modify DNS records in the adatum.com zone, the
changes are not transferred to the DNS servers that host secondary copies of the adatum.com zone.

You need to ensure that the records are transferred to all the copies of the adatum.com zone.
What should you modify in the SOA record for the adatum.com zone?
To answer, select the appropriate setting in the answer area.

Hot Area:

Expires after:

Minimum (default) TTL:

Correct Answer:



Retry interval:
Expires after:

Minimum (default) TTL:

TTL for this record: [0

Section: (none)
Explanation

Explanation/Reference:

QUESTION 15

Your network contains an Active Directory domain named contoso.com.
You implement DirectAccess.

You need to view the properties of the DirectAccess connection.

Which connection properties should you view?

To answer, select the appropriate connection properties in the answer area.

Hot Area:



Networks

Connections
| contoso.com Limited {J ‘
! Contoso Workplace Connection
‘. Contoso Workplace Connection

| Contoso Workspace Connection

| Contoso Workspace Connection

Correct Answer:

Networks

Connections

contoso.com Limited [ ‘

Contoso Workplace Conneclion
‘ Contoso Workplace Connection
| Contoso Workspace Connection

| Contoso Workspace Connection

Section: (none)
Explanation

Explanation/Reference:

QUESTION 16

You have a server named Serverl that runs Windows Server 2012 R2. Serverl has two network adapters
and is located in a perimeter network.

You need to install the RIP version 2 routing protocol on Serverl.

Which node should you use to add the RIP version 2 routing protocol?

To answer, select the appropriate node in the answer area.

Hot Area:



| B dcon View Hdp
I B S RS 2 B

| E Routing and Remote Access
53 Server Status|
| 4 [ SERVER1 (local)

| B Network Interfaces

Remote Access Clients (0)

-5 Remote Access Logging & Policies

= General

5 Static Routes

EIGMP

S DHCP Relay Agent

General

Static Routes

DHCPVE Relay Agent

Server Status

Server Narme Server type
8 SERVER1 Windows Server B..,

Correct Answer:

| bl acton view Hep
wo 2w 6 @

| Routing and Remote Access
(03 server status
|| « [® SERVERI (local)

=l Network Interfaces

L Ports

@ Remote Access Clients ()

3 Remote Access Logging & Palicies

5 DHCP Relay Agent

General

Static Routes

DHCPV Relay Agent

Server Status

Server Narne Server type
Fo) SERVERT Windows Server 8.,




Section: (none)
Explanation

Explanation/Reference:

QUESTION 17
You have a server named Serverl that has the Web Server (1IS) server role installed.

You obtain a Web Server certificate.
You need to configure a website on Serverl to use Secure Sockets Layer (SSL).
To which store should you import the certificate?

To answer, select the appropriate store in the answer area.

Hot Area:

| @ File Action View Fovorites Window Help

| | Console Root Naime
4 [g) Centificates - Current User S Certificates - Current User
b | Perscnal o Centificates (Local Computer)
b | Trusted Root Certification Authorities
b . | Enterprise Trust
b | Intermediate Certification Authonties
b Active Directory User Object
b | Trusted Publishers
i | Untrusted Certificates
b | Third-Party Root Certification Authorities
b | Trusted People
b || Client Authentication Issuers
- b | Smart Card Trusted Roots
f 4 G Certificates (Local Computer)
| Personal
| Trusted Root Certification Authorities
.| Enterpnse Trust
| Intermediate Certification Authonties
| Trusted Publishers
.| Untrusted Certificates
| Third-Party Roct Certification Authorities
| Trusted People
__| Chient Authentication Issuers
__| Remote Desktop
| Smart Card Trusted Roots
.| Trusted Devices

__| Web Hosting

wi= =i iTiiTiTiTivivTiT T

Correct Answer:



File Action View Favonies Window Help

| | Console Root Naime
4 [g) Centificates - Current User S Certificates - Current User
b | Personal ol Certificates (Local Computer)
b | Trusted Root Certification Authorities
b . | Enterprise Trust
b | Intermediate Certification Authonties
b Active Directory User Object
b | Trusted Publishers
i | Untrusted Certificates
b | Third-Party Root Certification Authorities
b | Trusted People
b || Client Authentication Issuers
| b | Smart Card Trusted Roots
| 4 G Certificates (Local Computer)
B i Trusted Root Certification Authorities
b || Enterprise Trust
| Intermediate Certification Authonties
| Trusted Publishers
.| Untrusted Certificates
| Third-Party Roct Certification Authorities
| Trusted People
__| Client Authentication Issuers
__| Remote Desktop
| Smart Card Trusted Roots
.| Trusted Devices

__| Web Hosting

=T HIFIFUIFI(FiITITi¥

Section: (none)
Explanation

Explanation/Reference:

QUESTION 18

Your network contains an Active Directory named contoso.com.
You have users named Userl and user2.

The Network Access Permission for Userl is set to Control access through NPS Network Policy. The
Network Access Permission for User2 is set to Allow access.

A policy named Policyl is shown in the Policyl exhibit. (Click the Exhibit button.)



File Action View Help

- [ Network policies allow you to designate wha is authodzed to connect to the network and the crcumstances
| under which they can or cannot connect.

Folcy Name Satus  Processing Onder  Access Type

Palicy1 Enabled 1 Gramt Access
2 Deny Access
k| Grant Access

Policy2

Enabled
Policy3 Enabled

Condttions - ¥ the fellowing conditions are met:

Condtion Value
User Groups CONTOSODomain Ueer=
Ciay and time restnctions  Monday 00:00-24 00 Tuesday 00:00-24-00 Wednesday 00-00-24.00

Settings - Then the following setlings are applied.

Setiing Value

Authentication Method MS-CHAP v1 OR MS-CHAP w1 (User can change passwond after & has ex
Access Pemission Grant Access

Updaie Noncompiiant Clients  True

NAP Erforcement Afiaw full network access

Framed-Profocoi PPP

A policy named Policy2 is shown in the Policy2 exhibit. (Click the Exhibit button.)



File Action View Help

— [ Network policies aliow you to designate who is authonzed lo connedt to the netwerk and the crcumstances
| under which thay can or cannol connect.

Folicy Name Sistus  Processng Order  Access Type
Folicy1 Grart Access
Poliey2 Deny Accesa

Pelicy3 Grant Access

Day and time resinctions  Fiday 00-00-24:.00

Setting Vaiue

Authentication Method MS-CHAP v1 OR MSCHAP w1 (User can changs password after i has e
Access Pemission Deny Access

Update Noncompliant Clents  True

NAP Erforcement Aiow hul network access

Framed-Frotocol PPP

A policy named Policy3 is shown in the Policy3 exhibit. (Click the Exhibit button.)



File Action View Help

— [* Metwork policies aflow you to designate who is authaorized to connect to the netwaork and the crcumstances
= | under which they can or cannot connect.

Policy Name Sistus  Processng Order  Access Type

[ Palicy Enabled 1 Grant Access

g Policy2 Enasbled 2 Deny Access
Pelicy? Ensbled 3

Grant Access

Condtions - ¥ the following condtions ane met:

Candtian Value
User Groups  CONTOSO \Doman Lisers

Sattings - Then the following setiings are applied:

Setting Value ~
Authentication Method MSLCHAP w1 OR MSLCHAP w1 {User can chanoe passwond Sfterihas e
Access Pemizsion Grant Access

Update Noncompliant Chents  True

NAP Erforcemeant Alow full network access

Framed-Profocod PPP

For each of the following statements, select Yes if the statement is true. Otherwise, select No. Each correct
selection is worth one point.

Hot Area:
Yes Mo

Userl will be able to establish a VPN r

connection on Thursday.

Userl will be able to establish a VPN e

connection on Friday.

uUsar2 will be able to establish a VPN r

connection on Friday.

Correct Answer:



Yes M

Userl will be able to establish a VPN r
connection on Thursday.

Userl will be able to establish a VPN e
connection on Friday.

User2 will be able to establish a VPN r
connection on Friday.

Section: (none)
Explanation

Explanation/Reference:

QUESTION 19

Your company has two offices. The offices are located in Montreal and Seattle.

The network contains an Active Directory domain named contoso.com. The domain contains servers
named Serverl and Server2. Serverl is located in the Seattle office. Server2 is located in the Montreal
office. Both servers run Windows Server 2012 R2 and have the Windows Server Update Services (WSUS)
server role installed.

You need to configure Server2 to download updates that are approved on Serverl only.

What cmdlet should you run?

To answer, select the appropriate options in the answer area.

Hot Area:

Answer Area

| = E | 5
Adld-WsusCormputer -Serverhame Serverl -Replica
Approve-WsusUipdate ‘LUpdateServer Serverl ~SyncFramiiu
Set-WsusClassification -UssServerName Serverl| |[-UseSsl
Set-WsLisProduct

Set-WausServerSyndwonizatio

Correct Answer:

Answer Area

| - Z | 8
Add-WsusCormputer -Serveriame Serverl -Replica
Approve-WsusUpdate “UpdateServer Serverl =SyncFramiiu
Set-WsusClassification -UssServerName Serverl| |-UseSsl
Set-\WausProduct

Sei-\WeusServerSynchronizaiio

Section: (none)



Explanation

Explanation/Reference:

QUESTION 20

Your network contains an Active Directory domain named contoso.com. The domain contains three servers
named Server2, Server3, and Server4.

Server2 and Server4 host a Distributed File System (DFS) namespace named Namespacel.

You open the DFS Management console as shown in the exhibit. (Click the Exhibit button.)

|7 File Action View Window Help

Groupl (Contoso.com)

1%, DFS Management

4 4 Namespaces T T ———————————
4 g4 \\Contose.com\MameSpace! Membershipe |mlwﬂmlwﬂﬂ_{ = == 8 5 "W
[ Folder 3 entries. To hide disabled memberships. click bere.
i % HE}:I:I'._ P:ddﬁz State | Local Psth | Membership Status | Member | Replicsted Folder | Staging
ﬂ Group1 E State: Normal O Rems)

C\FolderA  Enabled SERVER2  Folderh
Ci\FolderA  Enablad SERVERY  Folderh
SERVER4

To answer, complete each statement according to the information presented in the exhibit. Each correct
selection is worth one point.

Hot Area:
FiEEaer ]
Answer Area
On Server2, if you copy a file to l!
C:!\Foldera, the file will be prasent on ...
Server2 only.
Server2 and Server3 only,
Server2 and Server4 only.
Server3 and Serverd only,
Server?, Server3, and Serverd,
On Server2, If you copy a file to
Ci\Folderl, the file will be present on .., :j
Server2 only.
Serverz and Server3 only,
Server2 and Server4 only,

Server3 and Serverd only,
Server2, Serverd, and Serverd,

Correct Answer:



Answer Area

On Server2, if you copy a file to
Ci\Foldera, the file will be prasent on ..,

on Server2, if you copy a file to
CiyFolderl, the file will be present on ...

Section: (none)
Explanation

Explanation/Reference:

QUESTION 21

Your network contains an Active Directory domain named contoso.com.

FEEEH R

&

Server2 only.

Server2 and Server3 only,
Server2 and Serverd only.
Server3 and Serverd only,
ServerZ, Server3, and Serverd,

=]

Server2 only.

Server2 and Server3 only,
Server2 and Serverd only,
Server3 and Serverd only,
Server2, Server3, and Serverd,

You create an organizational unit (OU) named OU1 and a Group Policy object (GPO) named GPOL1. You

link GPO1 to OUL.

You move several file servers that store sensitive company documents to OU1. Each file server contains

more than 40 shared folders.

You need to audit all of the failed attempts to access the files on the file servers in OU1. The solution must

minimize administrative effort.

Which two audit policies should you configure in GPO1?

To answer, select the appropriate two objects in the answer area.

Hot Area:

' Group Policy Management Editor

Fle Acion ew Hebp
e | > M

Accoun Logon Mot configued
Accoun Management Mot conhgured
Detaled Tracking Mot conhgured
D5 Access Mot conhigured
L ogon/Logoif Mot configured |
_I:Ibm:i Arcest i N,E“ mn_f.gga.md H
Polbcy Change Mot configured i
Priviege Lize Mol conhigured
Spetern Mot corfigured
(alobal Obgact Access Auditing  Nol conligered

il




Correct Answer:

Account Logon Mol conhigued |
Accoun! Managemant Mol conhgured
Detaled Tiacking Mot corhoured
DS Access Mot conhigured
Logon/Logoff Mot conhoured
Obrect Access Nof corigwed
Pohcy Change “Net configured if
Friviege Lize Mot conhigued
Sypetern Mot corfigured
[Glcbal Obsect Access Audiing  Nol conigured | =
J | o

Section: (none)
Explanation

Explanation/Reference:

QUESTION 22

Your network contains an Active Directory domain named contoso.com. The domain contains 30 user
accounts that are used for network administration. The user accounts are members of a domain global

group named Groupl.

You identify the security requirements for the 30 user accounts as shown in the following table.

Security setting Reqguirement
Minimum password length B 20
Account is sensitive and cannot be delegated Enzabled
User cannot change password Enabled
Password never axpiras Enabled

You need to identify which settings must be implemented by using a Password Settings object (PSO) and
which settings must be implemented by modifying the properties of the user accounts.

What should you identify?
To answer, configure the appropriate settings in the dialog box in the answer area.

Hot Area:



Security setting

Configured by using

Minimum password length

PSO
User account properties

Account is sensitive and cannot be delegated

PSO
User account properties

User cannot change password

PSO
Lgar account properties

Enforce password history

PSO
User account properties

Correct Answer:
Security setting

Configured by using

Minimum password length

FSO
User account properties

Account is sensitive and cannot be delegated

PSO
Usar account properties

User cannot change password )
PSO
User account proper ties

Enforce password history i
PSO

User account properties

Section: (none)
Explanation

Explanation/Reference:

QUESTION 23

Your network contains 25 Web servers that run Windows Server 2012 R2.

You need to configure auditing policies that meet the following requirements:

* Generate an event each time a new process is created.

* Generate an event each time a user attempts to access a file share.




Which two auditing policies should you configure?

To answer, select the appropriate two auditing policies in the answer area.

Hot Area:
.' Group Policy Management Editor B=EE
e Acon Wew e
Rl AREaNinlll ? Bo
Account Logon Mol conligured =
Account Management Mot configued
Detaded Tracking Mol configued
DS Access Mot configured
LooonyLogalf Mot configured
Obyect Access ok configured
Pobcy Change ‘Mot configured
Prviege Lze Hat configured
Epttem Mot configured
[alobal Obgect Access Audiing Mot configured 1 o
1] | |
i |
Correct Answer:
.' Group Policy Management Editor B=EE
e Acon Wew e
Rl AREaNinlll ? Bo
Account Logon Mol conligured =
Account Management Mot configued
Delaied Tracking Mol configursd |
DS Access Mot configured
LooonyLogalf Mot configured
Ubyect Access Motconfigwed |
Pobcy Change ‘Mot configured
Prviege Lze Hat configured
Epttem Mot configured
[alobal Obgect Access Audiing Mot configured 1 o
1] | |
i |

Section: (none)
Explanation

Explanation/Reference:
QUESTION 24
Your network contains an Active Directory domain named contoso.com.

You need to create a certificate template for the BitLocker Drive Encryption (BitLocker) Network Unlock
feature.

Which Cryptography setting of the certificate template should you modify?

To answer, select the appropriate setting in the answer area.



Hot Area:

Correct Answer:

Superseded Templates | Bdensions | Secumy

SubjectMame |  Sever | lssusnce Requiements |

Compatibity | Geneml | FRequestHanding | Cryptogrhy

ot Gty LGS P[]
Alaoithm rame | Ditermined by CSP | - |
Minimum key size: Im.u [

Choose which cryptographic providen can be used for requests

() Requests can use any provider available on the subject’s computer
(@) Requests must use one of the follswing providers:

Prowviders:

[¥]Microsoft Enhanced Cryptographic Provider v1.0

[ |Mécrosoft Base Cryptographic Provider v1.0

[ |Microscit Base DSS and Diffie-Helman Cryptographic Pro

[ |Microsoft DH SChannel Cryptographic Provider -
[ IMicroscft Enhanced DSS and Diffie-Hellman oaraphic Pr ™ |||

F gl hash |D5[ﬁmdby CSP

[[]Use atemate sgnature format




Superseded Templates I Extensions I Security
Subject Name I Server | Issuance Requiremen
Compatibity | Genersl | RequestHanding | Cryptography

Provider Category: | Legacy Cyptographic Service Provider | v |
Aloothim rame |E'E|‘.EI'TTI.I'IEG- by CSP =

Choose which cryptographic providen can be used for requests
) Requests can use any provider avalable on the subject’s computer
(®) Requests must use one of the following providers:

Prowviders:

[v|Microsaft Enhanced Cryptographic Pravider v1.0 ~|
[ "|Mecrosoft Base Cryptographic Prosider v1.0 =

[ |Microscét Base DSS and Diffie-Helman Cryptographic Pro
[[Microsoft OH SChannel Cryplographic Provider ||
[ IMicroscft Enhanced DSS and Diffie-Hellman Crotoaraohic Pr ™ |

Fmquest hash | Determined by CSP

[_] Use attemate sgnature format

Section: (none)
Explanation

Explanation/Reference:
QUESTION 25
You have a file server named Serverl that runs Windows Server 2012 R2.

A user named Userl is assigned the modify NTFS permission to a folder named C:\shares and all of the
subfolders of C:\shares.

On Serverl, you open File Server Resource Manager as shown in the exhibit. (Click the Exhibit button.)



| File

Action View Help

| &a File Server Resource Manager (Local) | Filter. Show all: 2 tems

|| b 59 Quots Management

4 I"? File Screening Management
_& File Screens = Match Template: (1 item)
5] File Screen Templates

File Screen Path | E:recn?a_'l_g_'fggc | FHl:Grm:_ps

—u Chshares\Share?  Excepti Allow: Imnage Fil
.| File Groups —d bk eption ge Files
[E4 storage Reports Management = Match Template: No (1 item)
b [ Classification Management
_'é File Management Tasks _j_? Chshares Active Bleck: Audic and Video Files, Image Files

To answer, complete each statement according to the information presented in the exhibit. Each correct
selection is worth one point.

Hot Area:

Answer Area

Userl can copy a file named .., to C;\shares, l j
[File1.aif
|File2 bnp
|File3.3pg.zip
[Filed. mp3

Userl cannot copy a file named ... to a folder
named C:\shares\share2,

|Le

Filel.gif
File2.bmp
File3.3pg.2ip
Filed.mp3

Correct Answer:

Answer Area

Userl can copy a file named ... to C:\shares, l j

[File1.qif
IFile2 bmp

i

Filel.gif
File2.bmp
File3.jpg.2ip

mp3

Userl cannot copy a file named ... to a folder
named C:\shares\share2,

|Le

Section: (none)
Explanation

Explanation/Reference:



QUESTION 26
You have a server named Serverl that runs Windows Server 2012 R2. Serverl has the Remote Access
server role installed.

You need to configure the ports on Serverl to ensure that client computers can establish VPN connections
to Serverl. The solution must NOT require the use of certificates or pre-shared keys.

What should you modify?
To answer, select the appropriate object in the answer area.

Hot Area:

(WAN Mnport (SSTF) N

Correct Answer:



: i Devices

: ‘ Routing and Remate Access (RRAS) uses the devices listed below

| Name | Lsed By | Type | Number of Posts |
[WAN Miniport ([KEvZ) Fouling  IKEve 128
| |[WAN Winiport (PPFOE] _Roung PPFOE 1
WAN Winport (LZTF R LITP 1
WAK Wirepont %E‘ T Fii Reoweng FPTF 0O
WAN Miniport (S5TF)  Mone SSTP 1§

I |

For mone rfommation

Section: (none)
Explanation

Explanation/Reference:
QUESTION 27
You have a server named Serverl that has the Network Policy and Access Services server role installed.

You plan to configure Network Policy Server (NPS) on Serverl to use certificate-based authentication for
VPN connections.

You obtain a certificate for NPS.

You need to ensure that NPS can perform certificate-based authentication.
To which store should you import the certificate?

To answer, select the appropriate store in the answer area.

Hot Area:



@ File Action View Favorites Window Help

[ 7| Console Root Name
4 Lyl Certificates - Current User [ Certificates - Cusrent User
b | Personal (@ Centificates {Local Computer)
b Trusted Root Cenification Authorities |
b Enterprise Trust
b . Intermediate Certification Authorities
b . Active Directory User Object
b | Trusted Publishers
b | Untrusted Certificates
m@ Roct Certification Authorities |
b Trusted People
p =T Chent Authentication Issuers
b Smart Card Trusted Roots
4 Gl Certificates (Local Computer)
[p | Personal
[Enm Root Cestification Authorities
b Enterpnse Trust
n- d intermediate Certification Authorities
b Trusted Publishers
b L Untrusted Certihcatas
b | Third- Party Root Certification ﬂuthvrﬂlﬁ

b Trusted Pecple
b .__, lient Authentication lssuers

b Rmbuﬂgp

b .; Smutcmedltm
[p‘?_‘j?mstdumu

(b Web Hosting

Correct Answer:



gy File Action View Favorites Window Help

| Console Root MName
4 -'.fﬂ Certificates - Current User (o Certificates - Current User
_Pesonal 000000 ||| L Cenificates (Local Computer)
Trumd Root Certification Authorities
_ Enterprise Trust
| Intermediate Certification Authorities
Active Directory User Object
Trusted Publishers
Untrusted Certificates
_ﬁnﬂ}r Rnut Cemfcatmn Authunha
L Trusted Penple
£ Giﬂ'ﬂ .ﬁutha'rhﬁtlun !ssuen'
Smm Card Trusted Roaots
4 ‘.ﬁ Certificates (Lecal Computer)
' [""ﬂ Personal
[p . Trusted Root Em:ﬁuhnn ﬁ»uthnntues
b . Enterprise Trust _
I,E-_.H..Lf!!ﬂ'!!;‘.’!.";! Certification Authorities
— Trusted Publishers
_ Untrusted Certificates
| Third- Parl',r Root Certification Authorities
_ Trusted People
'tiiﬁ'ﬁ.ﬁiﬁiﬁii'iiii'ﬂ'ﬁ'i?si.iifi
. Remote Desktop
. Smant Card Trusud Roats

=
-

Section: (none)
Explanation

Explanation/Reference:

QUESTION 28

Your network contains an Active Directory domain named contoso.com. The domain contains a member
server that runs Windows Server 2012 R2 and has the Windows Deployment Services (WDS) server role
installed.

You create a new multicast session in WDS and connect 50 client computers to the session.

When you open the Windows Deployment Services console, you discover that all of the computers are
listed as pending devices.

You need to ensure that any of the computers on the network can join a multicast transmission without
requiring administrator approval.

What should you configure?
To answer, select the appropriate tab in the answer area.

Hot Area:



| Miicst |  Advanced |  Newok |  TFTP
- | PXEResponse | ADDS | Boot | Chet | DHCP

B ww

MCTO
C\Rematelnstal

Native (Windows Deployment Senvices)

Correct Answer:



[ _Miicst |  Advanced |  Newok | TFIP
{ Genenl || PXEResponse | ADDS | Boot | Chent DHCP

-

Computer name MCTO

Remote nstalstion ChRemaote Install

fotder

Server mode Mative (Windows Deployment Senaces)

| ok || Concdl o0

Section: (none)
Explanation

Explanation/Reference:

QUESTION 29

Your network contains an Active Directory forest named contoso.com. The forest contains a single domain.
All domain controllers run Windows Server 2012 R2 and are configured as DNS servers. All DNS zones are
Active Directory-integrated. Active Directory Recycle Bin is enabled.

You need to modify the amount of time deleted objects are retained in the Active Directory Recycle Bin.
Which naming context should you use?

To answer, select the appropriate naming context in the answer area.

Hot Area:



2 ADSI Edit =la] x |
i:ilie Action View I-ie;p BiEseaea

e [m = Bm

ADSI Edit i RootDSE [CONT-DC1.contoso.com]
]j,é RootDSE [CONT-DC1.contoso.com) ﬂ Schema [CONT-DC1.contoso.com]
| RootDSE 3 ForestDNSZones [CONT-DC1.contoso.com]
4 5 Schema [CONT-DCl.contosc.com] & DomainDNSZones [CONT-DC1,contaso.com)

7| CN=Schema,CN=Configuration DC=contoso,DC=com ||| @ Configuration [CONT-DC1.contoso.com]
4 g ForestDNSZones [CONT-DC1.conteso.com] 2 Default naming context [CONT-DC1.contoso.com]
°| DC=ForestDNSZones, DC=contoso, DC=com
4 [ DomainDNSZones [CONT-DCT.contose.com]
| DC=DomainDNSZones, DC=centozo, DC=com
|[4 § Configuration [CONT-DC1.contoso.com]
] CN=Configuration, DC=contose DC=com
d H_anault naming contest [CONT-DC1.contoso.com]
|| DC=contoso,DC=com

Correct Answer:
2 ADSI Edit =la] x |
i:illle Action  View Hetp NI

e [m = Bm

ADS| Edit i RootDSE [CONT-DC1.contoso.com]
]j,é RootDSE [CONT-DC1.contoso.com) ﬂ Schema [CONT-DC1.contoso.com]
| RootDSE i ForestDNSZones [CONT-DC1.contoso.com)]
4 5 Schema [CONT-DCl.contosc.com] & DomainDNSZones [CONT-DC1,contaso.com)

7| CN=Schema,CN=Configuration DC=contoso,DC=com ||| @ Configuration [CONT-DC1.contoso.com]
4 g ForestDNSZones [CONT-DC1.conteso.com] 2 Default naming context [CONT-DC1.contoso.com]
°| DC=ForestDNSZones, DC=contoso, DC=com
4 [ DomainDNSZones [CONT-DCT.contose.com]
| DC=DomainDNSZones, DC=centozo, DC=com
|| 4 & Configuration [CONT-DC1.conteso.com]
d ﬁ Default naming contest [CONT-DClL.contoso.com)

|| DC=contoso,DC=com

Section: (none)
Explanation

Explanation/Reference:

QUESTION 30




Your network contains an Active Directory domain named contoso.com. The domain contains a server
named Serverl that has the Network Policy Server server role installed. The domain contains a server
named Server2 that is configured for RADIUS accounting.

Serverl is configured as a VPN server and is configured to forward authentication requests to Server2.

You need to ensure that only Server2 contains event information about authentication requests from
connections to Serverl.

Which two nodes should you configure from the Network Policy Server console?
To answer, select the appropriate two nodes in the answer area.

Hot Area:

Action View Help

€@ NPS (Local)
4 | RADIUS Clients and Servers |
|_ji_RADIUS Clients | Network Policy Server (NPS) aliows you to create
& Remote RADILS Server Groups and erforce organization-wide network access

_I Policies mtherticatinn  and comnection o e

| Cennection Reguest Policies .
| Metwork Policies | rd

| Health Policies | Select a corfiguration scenanc from the kst and then click {
m Network Access Protection

b o System Health Validators
Remediation Server Groups

| " Accounting Network Access Protection (NAP)
Templates Management | When you corfigure NPS as a NAP heath policy server, y¢
-__=J' Shared Secrets | the mfgwd Wmd:hb:luimmmh_dmt
cor q:ﬁant raalhpuir.j!ca‘i Mmﬂlmlﬂtﬂdf
_g m&m Servers e .
- ] 1P Filters
__ Heaith Policies
E ﬁﬂﬂ:ﬂu}ﬁnn Server Groups

| Netwark Accass Protection (NAP)

Correct Answer:



Action View Help

NPS (Local) Getting Started .
u | RADIUS Clients and Servers i
RADIUS Clients Metwork Policy Server (NPS) allows youto create |
== Remote RADIUS Server Groups I TS Sy Sh0e I e
E:J_;ﬂcits A tharticatinn, and cannaction meo s
= Network Policies Standard Configuration

| Health Policies Selsct & configuration scenaric from the kst and then click {
L B Network Access Protection

Remediation Server Groups

Accounting Network A Protection (NAP)
X Tanplate: Mansgemict When you corfigure NPS a5 2 NAP heatth pobicy server, yt
':i.l' Shared Secrets the configuration of NAPcapable clent computers before
RADIUS Clients compliart with health poficy can be placed on a resticied r
Remote RADIUS Servers THooRNS:
[P Filters
] Heaith Policies
:ﬁ Remediation Server Groups

E o 1| Systern Health Validators lmm Accass Protection (NAP)

Section: (none)
Explanation

Explanation/Reference:

QUESTION 31

You have a server named Servers that runs Windows Server 2012 R2. Servers has the Windows
Deployment Services server role installed.

Server5 contains several custom images of Windows 8.

You need to ensure that when 32-bit client computers start by using PXE, the computers automatically
install an image named Image 1.

What should you configure?
To answer, select the appropriate tab in the answer area.

Hot Area:



Advanced Netwark
il PXE Rasponse Boot

5 SERVERS

Compuer mame: SERVERS adatum.com

Remot C\Rematelnstal
Folder:

Server mode: Mative (Windows Deployment Senaces)

Correct Answer:



SERVERS Properties =)
Advanced [ Netwaork | TFTP
PXEFesponse | ADDS | Boot | Chemt DHCP |
" RVE
J{!!r SERVERS
Compuiar name: SERVERS adatum com
Remote ratalistion CARemotalinstall
foider
Server mode: Mative (Windows Deployment Senvices)
| ok || caxel o

Section: (none)
Explanation

Explanation/Reference:

QUESTION 32

Your network contains an Active Directory domain named adatum.com. The domain contains a server
named Serverl.

Your company implements DirectAccess.

A user named Userl works at a customer's office. The customer's office contains a server named Serverl.
When Userl attempts to connect to Serverl, Userl connects to Serverl in adatum.com.

You need to provide Userl with the ability to connect to Serverl in the customer's office.

Which Group Policy option should you configure?

To answer, select the appropriate option in the answer area.

Hot Area:



File Action View Help

Setting
| |[i) Corporate Resources
iiz| Custom Commands

|| i=. IPsec Tunnel Endpeints

- Friendly Name
_-j' Prefer Local Mames Allowed

_ . -Dircft-'k:c:n Passve Mode

User Interface

|| Support Email Address

Correct Answer:

File Action View Help

Setting
1 |1i-, Corporate Resources
iiz] Custom Commands

i | k=] IPsec Tunnel Endpeints

,.: Fr;rn;jlf_-,r e = st |
ii=. Prefer Local Names Allowed |
|| [L12) DirectAccess Passive Mode

User Interface

|| Support Email Address

Section: (none)
Explanation

Explanation/Reference:

QUESTION 33

Your network contains an Active Director domain named contoso.com. The domain contains a file server
named Serverl. All servers run Windows Server 2012 R2.

You have two user accounts named Userl and User2. Userl and User2 are the members of a group
named Groupl. Userl has the Department value set to Accounting, user2 has the Department value set to

Marketing. Both users have the Employee Type value set to Contract Employee.

You create the auditing entry as shown in the exhibit. (Click the Exhibit button.)



Principal  Authenticated Users  Sei=ct & princiga!
Type: lM [¥)
Permissions:
[T Full control [w] Delete subfolders and files
[ Traverse folder / omcute file [w] Dalete
[w Lict folder / read data [w] Read permissions
| ] Read sttributes [w] Change permissons
|w] Read extended sttributes [w] Take ownership
|1 Creste files / wrte data [] Read
| ] Creste folders / append datas [_] Write
[ Write atinbules [] Execute
[ White extended attnbutes

s

T

Add a condition to limit the scope of this suditing entry. Security events will be logged only if condtions are met.

To answer, complete each statement according to the information presented in the exhibit. Each correct

selection is worth one point.

Hot Area:

Answer Area
To ensure that an audit event is
logged when Userl deletes files on -
Serverl, you must ... modify the Principal setting.
modify the Permissions settings.
modify the Emploves Type ==iting.

You must .., to ensure that an audit
an event is logged when User2

opens files on Serverl,

Correct Answer:

| Mansge grouping _ |
|le v | Department v[ [ Mot equals v| |'|.rﬂu= v ||ﬁ-:cuu-|1hg Remiove
And w
| User v| |Employee Type v| [Equats v| [Value v| [Contract Empioyee | Remm
Add a condition
| [ canc

modify the condition for the Department val

.

add a condition

modify the Principal setting
modify the Permissions settings

madify the condition for the Department val




Answer Area

To ensure that an audit event is
logged when Userl deletes files on ll
Serverl, you must ... modify the Principal setting.
modify the Permissions settngs.
madify the Empioyee Type s=tting.
modify the condition for the Department va

You must .., to ensure that an audit j
an ewvant i1s logged when User2
opens files on Serverl,

add a condition

modify the Principal setting

madify the Permissions seftings
modify the condition for the Department va

Section: (none)
Explanation

Explanation/Reference:
QUESTION 34
You have a server named LON-SVR1 that runs Windows Server 2012 R2. LON-SVR1 has the Remote

Access server role installed. LON-SVRI is located in the perimeter network.

The IPv4 routing table on LON-SVR1 is configured as shown in the following exhibit. (Click the Exhibit
button.)

LON-SVR1 - IP Routing Table [x]
D estinalion | Hetwork mask [ (G &l ay [ Inteil ace [ [ LTS
noao 0000 1721801 LocalArea T 276
127.000 25000 127.00.1 Loopback 51
127.0.01 255 255255 255 127.001 Loopback 06
1721600 2525500 0,000 LocalArea T 276
1F216.0.2 2595 255 2556, 255 0.000 Local Area C 276
172.16.255.255 255,255 255,255 0,000 Localdrea C.. 276
224000 240000 0,000 LocaldreaC. 276
255 256 255 255 255 255 265, 255 0,000 Local&reaC. 276
£ __I_Il >

Your company purchases an additional router named Routerl. Routerl has an interface that connects to
the perimeter network and an interface that connects to the Internet. The IP address of the interface that
connects to the perimeter network is 172.16.0.2.

You need to ensure that LON-SVR1 will route traffic to the Internet by using Routerl if the current default
gateway is unavailable.

How should you configure the static route on LON-SVR1?
To answer, select the appropriate static route in the answer area.

Hot Area:



|Local Area Connection
]u.u.u.u
[o.0.0.0

I‘ITI.‘IE.'J.I

Ea

¥ Llse this route tomitiste demend disl cannections F Use tres mout= to mnate demand-dial connections

Far mare information [For mare information

interface: | Local Area Connection | Local Area Connection
Destination: [172.16. 0 .0 Destination: [e.0. 0.0

1255 240. 0 .0 Network mask 13525535255
Gateway: [172.96 0 . 2 Gateway: [172. 6.0 . 2

tette oo v o =

¥ Ueze thiz iouts ta mutiate demand-disl cormechons W Uze it route 1o rshate demand dial connechans

For more infomatian For more mformation

== ]

Correct Answer:



[0 0 0 0
[0 0 0 0
[ % 0. 2

¥ Lise thie oty 1o nitiste demandidial cannections

[1?2 16 .

o

¥ Lice this ioute ba miliale demand-disl cormechor Lize they roede 1o rshale demand-<al connechons

I For more infomation

Section: (none)
Explanation

Explanation/Reference:
QUESTION 35
Your network contains a DNS server named Serverl that runs Windows Server 2012 R2. Serverl has a

zone namedcontoso.com. The network contains a server named Server2 that runs Windows Server 2008
R2. Serverl and Server2 are members ofan Active Directory domain named contoso.com.

GRATIS

Free Practice Exams

http://www.gratisexam.com/

You change the IP address of Server2.



Several hours later, some users report that they cannot connect to Server2.

On the affected users' client computers, you flush the DNS client resolver cache, and the users
successfully connect to Server2.

You need to reduce the amount of time that the client computers cache DNS records from contoso.com.
Which value should you modify in the Start of Authority (SOA) record?

To answer, select the appropriate setting in the answer area.

Hot Area:
contoso.com Properties [2] x |
f emeral | Start of Authority (SOA)

Serial number:
|23" : | Incrament |
Primary server:
|sa'val.1:m{mtum. | Browsa... |
[Responsible person: _
[hnsh'nash.:mm,m. [ Browse... |
iREﬁ'eﬁ'! irvterval: | i | | days | .| |
irRzlrv interval: | 1 |||:Ia1.fs |- :. ]
iErn-esaﬁu: |1 ||days - |
IMInm_m (default) TTL: | 1 ||d.a1,-'s |v; |
TMLforthsrecords || © 0 0 (DDDODHH.MM.SS)

oK | | Cancel Ao [ Help

Correct Answer:



; Ganeral [ Start of Authority (SOA)

Serial number:

|23" : | Incrament |
Primary server:

|sa'val.mn{mtum. ,| Browsa... |
[hnsh'nash.:mm,m. [ Browse... |
iRefresh irvterval; | | ||d.ws |' |
|rRt!tr'.' interval: | 1 ||l:|-!‘|f5 - I l
iErﬂIesaﬁu: | 1 ||days |-§ |
e e m: [T Jlams 7] |
ITTL for thes record: |1 000 DODOD:HHMM.SS)

oK | | Cancel Ao Help

Section: (none)
Explanation

Explanation/Reference:
QUESTION 36
You have a server named Server5 that runs Windows Server 2012 R2. Servers has the Windows

Deployment Services server role installed.

You need to ensure that when client computers connect to Server5 by using PXE, the computers use an
unattended file.

What should you configure?
To answer, select the appropriate tab in the answer area.

Hot Area:



|  Advarnced | Newok |  TFTP
PXEFesporse | ADDS | Boot | Chent

SERVERS adatum com
C\Remate lnstall

Native {Windows Deployment Services)

Correct Answer:



s SERVERS Properties =
|.Cenersl || PXEResporse | ADDS | Boot | Glemt | OHCP |
glh SERVERS :
Compuier name SERVERS adatum com
Remote instaliation CvRemate Install
[eidar
Server mode Mative (Windows Deployment Services)
|
|
OK | | Ca'mel 2pp

Section: (none)
Explanation

Explanation/Reference:

QUESTION 37

You have a server named Serverl that runs Windows Server 2012 R2.

You configure Network Access Protection (NAP) on Serverl.

Your company implements a new security policy stating that all client computers must have the latest
updates installed. The company informs all employees that they have two weeks to update their computer

accordingly.

You need to ensure that if the client computers have automatic updating disabled, they are provided with
full access to the network until a specific date and time.

Which two nodes should you configure?
To answer, select the appropriate two nodes in the answer area.

Hot Area:



File Action View Help

1 s o =

| 4 1 RADIUS Clients and Servers

@ RADIUS Clients Templates C
i3 Remote RADIUS Server Groups
Policies Select an tem e

_ Connection Request Policies s, Te
= Metwork Policies
. Heailth Pehicies
4 B Network Access Protection
b System Health Validators
11 Remediation Server Groups
5 Accounting

b My Templates Management

Correct Answer:

File Action View Help
16 wsoc fompic
j| # =) RADIUS Clients and Servers
@ RADIUS Clients Templates C

q’i:j Remote RADIUS Server Groups

Policies Select an tem e

‘_'_" Connection Request Policies s, Te

. Health Palicies

4 B Network Access Protection

1 34 System Health Validators

3] Remedistion Server Groups
B Accounting

b |l Templates Management |

Section: (none)
Explanation

Explanation/Reference:

QUESTION 38
Your network contains an Active Directory domain named contoso.com. The domain contains a server

named Serverl that runs Windows Server 2012 R2 and has the Network Policy Server role service
installed.

An administrator creates a Network Policy Server (NPS) network policy named Policyl. You need to ensure
that Policyl applies to L2TP connections only.

Which condition should you modify?

To answer, select the appropriate object in the answer area.



Hot Area:

| Consrats [ Setings
Corfigure the condtions for this network policy.

K conditions match the connection raquest, NP'S uses this policy to authorize the connection request. if conditions do not match the
connection request. NPS skips this policy and evalustes olher policies, § addiional policies are configured.

Candition Value
&P | M5-Service class Femote Users
f [Access Client IPv4 Add.. 192 168" "
|Autherfication Type  Edensien
[Framed Protocel FR
hsﬂ'\umﬁpﬂ
B Turnel Type
¢ [ Cliert 1Pv4 Address
[][ Cient Vendor
[M5-RAS Vender ID
[NAS idertifier
89| NAS Port Type

Condibon description:

The NAS Ped Type condiion spectfies the type of media used by the access chent, such as analog phone lines, ISDN, turnnels or vitual
private networks, IEEE B02.11 wireless, and Ethamet swilchas.

| _Ad. || Ed || Remove

Correct Answer:



[ Overview | Condiions | Constraints | Setings |

Corfigure the condiions for this network policy

K conditions match the connection raquest, NPS uses this policy to authorize the connection request. If conditions do not match the
connection request. NPS skips this policy and evalustes olher policies, # addiional policies are configured

| _ Condtion Value
| &P | M5-Service ciass Remote Ulsers |
élkcauﬂlm IPvd Add.. 152 168"~ |
|

|

| Authentication Type Extension
) Framed Protocol FR
I8 Turnel Type Virtual LANs (VLAN) |
18 [Client 1Pvd Address 19216877 |
[+][Client Vendor Micrasoft |
g| MS-RAS Vendor ID Microsait I
[NAS Identffier NAS |
9 [NAS Port Type HOLC Cear Channel |
'.
Condibon description:

The NAS Port Type condtion specties the type of media used by the access chent, such as analog phone fines, ISON, wnnels or vinual
private networks, IEEE B02.11 wireless, and Ethamet swilchas.

| Aod. || e || Remove |

Section: (none)
Explanation

Explanation/Reference:
QUESTION 39
Your company has four offices. The offices are located in Montreal, Seattle, Sydney, and New York.

The network contains an Active Directory domain named contoso.com. The domain contains a server
named Server2 that runs Windows Server 2012 R2. Server2 has the DHCP Server server role installed.

All client computers obtain their IPv4 and IPv6 addresses from DHCP.

You need to ensure that Network Access Protection (NAP) enforcement for DHCP applies to all of the client
computers except for the client computers in the New York office.

Which two nodes should you configure?
To answer, select the appropriate two nodes in the answer area.

Hot Area:




Contents of DHCP
i serverd.contoso.com 3 server2.contoso.com

| Scope [192.168.0.0] Contoso NewYork
I | Scope[192.168.1.0] Contosa Montreal
I | Scope192.168.2.0] Contoso Seattle
I Scope[192.168.3.0] Contoso Sydney
E “Server Options
| Policies
b ¥ Fiters

1Pvb
L?Ts:m [fddd:eefd:223b:eadf:] Contoso New York
b Scope [fddd:eef@:223b:eadf:i] Contoso Montreal
b | Scope [fdddeef8:223biea5f::] Contoso Seattle
b Scope [fddd-eef8:223b;eabf::] Contoso Sydney
|3 Server Options

Correct Answer:

G hction Y by
o E s Em 8

¢ DHCP Contents of DHCP Status
3 server.contoso.com

0] C
b | Scope[192.168.2.0] Contoso Seattle
I Scope[132.168.3.0] Contoso Sydney

L

b ¥ Filters

i 1Py

‘. b Scope [fddd:eef8:223b:ea3f::] Contoso New York
b Scope [fddd:eef8:223b:eadf:i] Contoso Montreal
b Scope [fddd:eef8:223biea5t:] Contoso Seattle

b | Scope [fddd-eefB:223b:eabf;:] Contoso Sydney
|4 Server Options

Section: (none)
Explanation

Explanation/Reference:



QUESTION 40
Your network contains an Active Directory domain named contoso.com. All client computers are configured
as DHCP clients.

You link a Group Policy object (GPO) named GPOL to an organizational unit (OU) that contains all of the
client computer accounts.

You need to ensure that Network Access Protection (NAP) compliance is evaluated on all of the client
computers.

Which two settings should you configure in GPO1?

To answer, select the appropriate two settings in the answer area.

Hot Area:

Action View Help

| Name

[ 5 Account Policies

|| . Local Policies

il Event Log

| | 2 Restricted Groups

(|| @ System Services

|.& Registry

|| |_a File System

||| 557 Wired Network (IEEE 202.3) Policies

|| | Windows Firewall with Advanced Security
: | Netwaork List Manager Policies
|| Jaf Wireless Network (IEEE 802,11) Policies
||~ Public Key Pelicies

|| Software Restriction Policies

|| | Network Access Protection

(] Apphcation Contrel Policies

|| 3 1P Secunity Pelicies on Active Directory (...
. Advanced Audit Policy Configuration

Correct Answer:



File Action View

| Name
|| 5 Account Policies
|| @ Local Pelicies

||| 557 Wired Network (IEEE 202.3) Policies

|| |~ Windows Firewall with Advanced Security
{7 Network List Manager Policies

| Saff Wireless Network (IEEE 802,11) Policies
||~ Public Key Pelicies

|| Software Restriction Policies

(=) Application Control Policies

|| 3 1P Secunity Pelicies on Active Directory (...
figuration

Section: (none)
Explanation

Explanation/Reference:
QUESTION 41
Your network contains an Active Directory domain named contoso.com. The domain contains a server

named Serverl that runs Windows Server 2012 R2.

Serverl has the following BitLocker Drive Encryption (BitLocker) settings:

ComputerName : SERVERI1
MoauntPoaine L ¢ 1
EncryptionMethod 1 Rem=lZg
AutelUnlockEnabled i Falae
AutoUnlock¥eyStored :
HetadataVersion 1 2
VolumeStatus : FullyEncrypted
ProtectionStatus : On
LockStatus : Uniocked
EncryptionPercentage : 100
WipePercentage 1 0
VolumeType 1 Data
CapacityGB : 128
KeyFrotector i {Passwyord}

You need to ensure that drive D will unlock automatically when Serverl restarts. What command should
you run?

To answer, select the appropriate options in the answer area.

Hot Area:



Answer Area

=

-

Enable-Bittocker AutolniocH |-MountPoint D: | |-pin $SecureString TpmandPnandStar tupkeyProtech
-TpmandPinProtector
Correct Answer:
Answer Area
Add-BitLockerkeyProtector | |-MountPoint C: | TadAccountorGroupPratector Contoso “Service
Enable-BitLocker AutolniocH |-MeunPoint D: | |-pin $SecureString TpmandPinAndStar tupkeyProtech
-TpmandPinProtector

Section: (none)
Explanation

Explanation/Reference:

QUESTION 42

Your network contains an Active Directory forest named contoso.com. The forest contains a single domain.
The forest contains two Active Directory sites named Sitel and Site2.

You plan to deploy a read-only domain controller (RODC) named DC10 to Site2. You pre- create the DC10
domain controller account by using Active Directory Users and Computers.

You need to identify which domain controller will be used for initial replication during the promotion of the

RODC.

Which tab should you use to identify the domain controller?

To answer, select the appropriate tab in the answer area.

Hot Area:



Created 6/2/2012 5:09.19 PM
Modffied: £/272012 5:09:20 PM
Update Seguence Numbers (USNs):
Cyment; 14520
Original: 14485

[7] Protect object from accidental deletion

Correct Answer:



pomoss com/Doman Controflers/DCTD

Object class: Computer
Created 627201250919 PM
Modified: 6/272012 5:09:20 PM
Update Sequence Numbers (USNs):
Cyment: 14520
Criginal: 14485

[7] Protect object from accidental deletion

Section: (none)
Explanation

Explanation/Reference:
QUESTION 43
Your network contains a RADIUS server named Adminl.

You install a new server named Server2 that runs Windows Server 2012 R2 and has Network Policy Server
(NPS) installed.

You need to ensure that all accounting requests for Server2 are forwarded to Adminl.

On Server2, you create a new remote RADIUS server group hamed Groupl that contains Adminl.
What should you configure next on Server2?

To answer, select the appropriate node in the answer area.

Hot Area:



& NPS (Local)
4 RADIUS Clients and Servers
5 RADIUS Clients
i Remote RADIUS Server Groups
4 ] Palicies
_ Connection Request Policies
. Network Policies
. Heaith Policies
4 M, Network Access Protection
b ™ System Health Validators
id Remediation Server Groups
8, Accounting
p My Templates Management

Correct Answer:

& NPS (Local)

4 RADIUS Clients and Servers
5 RADIUS Clients
i Remote RADIUS Server Groups
4 ] Palicies
|| Connection Request Policies |

. Network Policies
. Heaith Policies
4 M, Network Access Protection

b ™ System Health Validators
id Remediation Server Groups
8, Accounting

p My Templates Management

Section: (none)
Explanation

Explanation/Reference:

QUESTION 44

Your network contains an Active Directory domain named contoso.com. The domain contains a domain
controller named DCL1 that runs Windows Server 2012. The domain contains some test client computers
that run either Windows XP, Windows Vista, Windows 7, or Windows 8. The computer accounts for the test
computers are located in an organizational unit (OU) named OUL. You have a Group Policy object (GPO)
named GPOL1 linked to OU1. GPO1 is used to assign several applications to the test computers. You need
to ensure that when the test computers in OUL restart, you can see which application installation is running
currently. Which setting should you modify in GPO1?



To answer, select the appropriate setting in the answer area.

Hot Area:

| File Action View Help

; Setting
[ Download missing COM components
[1-] Allow Distributed Link Tracking clients to use domain resources
| [i] Do not automatically encrypt files moved to encrypted folders
1) Do not turn off system power after 8 Windows system shutdown has occurred.
|. {:-] Enable Persistent Time Stamp
{-| Activate Shutdown Event Tracker System State Data feature
|| [;5] Display Shutdown Event Tracker
|| [] Do not display Manage Your Server page at logon
|. |iz] Specify settings for optional component installation and compenent repair
| -] Turn off Data Execution Prevention for HTML Help Executible
[:] Restrict potentially unsafe HTML Help functions to specified folders
| || Restrict these programs from being launched from Help
| [ Remove Boot / Shutdown / Logon / Logoff status messages
[i] Display highly detailed status messages

| File Action View Help

| Setting
[ Download missing COM components
[1-] Allow Distributed Link Tracking clients to use domain resources
| [i] Do not automatically encrypt files moved to encrypted folders
1) Do not turn off system power after 8 Windows system shutdown has occurred.
|. {:-] Enable Persistent Time Stamp
{-| Activate Shutdown Event Tracker System State Data feature
|| [;5] Display Shutdown Event Tracker
|| [] Do not display Manage Your Server page at logon
| [i2] Specify settings for optional component installation and compenent repair
| -] Turn off Data Execution Prevention for HTML Help Executible
[:] Restrict potentially unsafe HTML Help functions to specified folders
| || Restrict these programs from being launched from Help
1™ Hemwr. Hnﬂ / Shudnwn / anon .f Logoff status messages




Section: (none)
Explanation

Explanation/Reference:

QUESTION 45
Your network contains an Active Directory domain named fabrikam.com. You implement DirectAccess and

an IKEv2 VPN. You need to view the properties of the VPN connection. Which connection properties should
you view?

To answer, select the appropriate connection properties in the answer area.

Hot Area:

Networks

Connections

fabrikam.com Limited {2
Woaorkplace Connection B
fabrikam.com 1

Workplace Connection og0

Correct Answer:

Networks

Connections

fabnkam.com Limited ?.;l

Warkplace Connection B

fabrikam.com

Waoarkplace Connection ﬁg—"'

Section: (none)
Explanation

Explanation/Reference:

QUESTION 46

Your network contains an Active Directory domain named fabrikam.com. You implement DirectAccess. You
need to view the properties of the DirectAccess connection. Which connection properties should you view?

To answer, select the appropriate connection properties in the answer area.

Hot Area:



Networks

Connections
fabnkam.com
Woarkplace Connection
fabrikam.com

Woarkplace Connection

Correct Answer:

Networks

Connections

fabnkam.com

fabrikam.com

Workplace Connection

Section: (none)
Explanation

Explanation/Reference:

QUESTION 47

Your network contains an Active Directory domain named contoso.com. All servers run Windows Server
2012. The domain contains an organizational unit (OU) named FileServers_OU. FileServers_OU contains
the computer accounts for all of the file servers in the domain. You need to audit the users who successfully
access shares on the file servers. Which audit category should you configure?

To answer, select the appropriate category in the answer area.

Hot Area:



Categones Configuration

|Accourtlogon Nt configured |
| Account Management Not configured |
Detailed Tracking Not configured |
| DS Access Not configured |
| Logon/Logoff Not configured |
Policy Change Not configured |
Prvilege Use Not configured |
System Not configured |
Global Object Access Audting Not configured |

Correct Answer:

Categones Configuration

| Accourt logon Not configured |
[Detaied Tracking Not configured |
| DS Access Not configured |
Logon/Logoff Not configured |
Object Access Not configured |
Policy Change Not configured |
Privilege Use Not configured |
System Not configured |
Global Object Access Audting Not configured |

Section: (none)
Explanation

Explanation/Reference:

QUESTION 48

Your network contains an Active Directory domain named adatum.com. You have a Group Policy object
(GPO) that configures the Windows Update settings. Currently, client computers are configured to
download updates from Microsoft Update servers. Users choose when the updates are installed. You need
to configure all client computers to install Windows updates automatically.

Which setting should you configure in the GPO?

To answer, select the appropriate setting in the answer area.

Hot Area:



Sefect an item to view its descnption.  etting
Lhmd&pﬁy'lnﬂdlﬂp&&umﬂihmﬁm option in Shut Down Windowt dislog box
delault q:-hnrl ta '1mhlll.l‘pd|‘lnml| ﬂdﬁmﬁlﬂﬂlﬂﬂ&m Windews dislog

= Automatic Updates detection fregquency

[T Aligw non-administrators to receive update notifications
mﬂmﬁnﬁutﬂnhﬁcumns |

Let the service shut down when it 15 idle

Hwhnm: I.Ipd.-m mdlm mumn

2T
“:_"

mm:mm logged on users for scheduled mmm

ﬂmptfurmm with scheduled inetallations
1 Deluy Restart for scheduled installations
~ Reschedule Automatic Updates scheduled installations
Enauechm-muugm
Allow ssgned updates from an intranet Mictosoft update senace locatien

['”’ ol E"“]] i

Correct Answer:

Select an item to view its descnption.  sefting

_Lﬂnn:lllﬁphy Install Updates and Shut Down’ mmmumw:mmw
j_ not adjus dl.-llruﬂnphnn to 'lmulll.?pdnumd Shmﬁm lﬂil'un‘.ﬂon Wl'ldmu

.é‘éa |

I, Mo aute-restan with on users for scheduled automatic updates. installatons
Tﬁ?ﬁﬁ%ﬁm————_
& Delay Pestart for scheduled nstallabions |
- Reschedule Automatic Updates scheduled installations
- Enable chent-uide targeting

I Allow signed updates from an intranet Microwoft update senace locabon

"I-q-

al E“‘l]

it

[

Section: (none)
Explanation

Explanation/Reference:



QUESTION 49

Your network contains an Active Directory domain named contoso.com. The domain contains a server
named Serverl that runs Windows server 2012. Serverl has the Windows Server Update Services server
role installed. You need to use the Group Policy object (GPO) to assign members to a computer group.
Which setting should you configure in the GPO?

To answer, select the appropriate setting in the answer area.

Hot Area:

Select an itern to view it descnption,

Correct Answer

0 o iy e U e A Do s T Sk B et G 6o
1 Do not adyust defaulf option to Install Updates and Shut Down' in Shut Down Windows disiog box

;mmmupﬂm#m Management to sutomatically wake up the systern to install scheduled updates

T Hutomate Updates detection frequency
'fuu non-administrators to recaie Update nolifcations

=, Configure Aatomabc Updates - |
2 Specdy miranet Microsoft vpdate service location

i Turn on Software Notifications

Let the sermce shut down when i i idle

Alow Automnatic Updates immedinte installation
- Turn an recommended updates via Automatic Updates

. Mo suto-restart with logged on users for scheduled automatic updates intallabsng
Ite-pm'npt for restart with ccheduled installatons

T Peschedule Automate Updates scheduled mstaliations
T Enstle chent-nide targeting

Select an itern to view it descnption,

Section: (none)
Explanation

Explanation/Reference:

QUESTION 50

0 o iy e U e A Do s T Sk B et G 6o
1 Do not adyust defaulf option to Install Updates and Shut Down' in Shut Down Windows disiog box

;mmmupﬂm#m Management to sutomatically wake up the systern to install scheduled updates

=, Configure Aatomabc Updates - |
2 Specdy mirenet Microsoft update service location

T Hutomate Updates detection frequency

'f_ Alless non-admanistrators to recene update netifcations

i Tum on Software Notifications

Let the sermce shut down when it 1 jdle

Aow Automatic Updates immediate installabion

- Turn an recommended updates via Automatic Updates

b I'hlq.ﬂn-nulmw-lh logged on uiers for scheduled automatic updates intallabsng
mm umu ﬂﬁ'ﬁi‘-ﬂh!dl.llhd mmumm

L I;'ehy Restart for scheduled imstallations

FEFEE

i‘|~l3

i Heschedule Automatic Upilates scheduled installations




Your network contains an Active Directory domain named corp.contoso.com. The domain contains two
member servers named Serverl and Edgel. Both servers run Windows Server 2012. Your company wants
to implement a central location where the system events from all of the servers in the domain will be
collected. From Serverl, a network technician creates a collector-initiated subscription for Edgel. You
discover that Serverl does not contain any events from Edgel. You view the runtime status of the
subscription as shown in the exhibit.

Subscnpbon Satus

Active - : No addibonal statu

soyrce computers: 1 Total, 1 Emors
Sratus Computer Mame Dusable
Error edge Lorp.contoid.com -

|edgel comp.contosocom] - Brmor - Last rebry irne; 4/718/2012 6:02:74 AM. Code
[DTA): The dats sres paited to a system call i koo small. Next retry time:
A 1B[2012 6:07:14 AM

You need to ensure that the system events from Edgel are collected on Serverl. What should you modify?
To answer, select the appropriate object in the answer area.

Hot Area:



Subscription pame:
Descnption:

Destination log: Forwarded Events
Subscription type and source computers
@® Collector initiated Selec "
This computer contacts the selected source computers and provides the subscnipbon,

) Sgutce computsr intrated Belect Cornplter Grolips .
source computen n the selected group: must be configured through policy or

lncal configuration to contact this computar end recene the subsenption

Events to collect: [ selectevents.. |-
User sccount (the selected account must have read access to the source logs):
CORP\Administrator

Change user account or configure advanced settings:

Correct Answer:



Subscription pame:

Description:

Destination log: Forwarded Events

Subscription type and source computers
® Collector initiated Select Computers...
This computer contacts the selected source computers and prowides the subscription,

-

Fulik By
i UtEE R E

*

n the selected groups m

iy @ 1L il fi | Qrreh :“i-r rt

Events to collect:

User sccount (the selected account must have read access to the source logs):
CORP\Administrator

Change user account or configure advanced settings:

Section: (none)
Explanation

Explanation/Reference:

QUESTION 51

Your network contains an Active Directory domain named contoso.com. The domain contains a server
named Serverl that runs Windows Server 2012. Serverl has the Windows Server Update Services server
role installed. You have a Group Policy object (GPO) that configures the Windows Update settings. You
need to modify the GPO to configure all client computers to install Windows updates every Wednesday at
01:00. Which setting should you configure in the GPO?

To answer, select the appropriate setting in the answer area.

Hot Area:



Select an tem to view ity descnption.  S€tiing

Correct Answer:

3 Oc not drplay Install Updates and Shut Down' option in Shut Down Windows dualcg bos

1 Do not default option to Instal) Updates and Shut Down in Shut Down Wendows oy
(1 Enabling Windows Update Power Management 1o automatically wake up the system to install scheduled upt
T Conhgure Automatic Updates |
|27 Automatic Updates detechion frequency

;;ihwmmm:mtu recerve update notihications
E:Tunmfmwnﬂnﬁﬂcﬂhn;

1 Let the sennce shut down when it s idle

"1 Aliow Autormatic Updates immediate installation

ﬁ:fmn on recommended updates via Autormatic Updates

"1 N auto-restant with logged on users lor scheduled sutomatic updates mitallatons
?&mh restan with scheduled installations |
4 Delay Festart for scheduled installations

i Reschedule Automatic Updates scheduled instalistions

|1 Enable chent-side targeting

I Allow ngned updates from an intranet Microsoft update serace location

Select an tem to view ity descnption.  S€tiing

Section: (none)
Explanation

Explanation/Reference:

QUESTION 52

[ D not diplay Install Updates and Shut Down' option in Shut Down Windows dsalog bos
dyust default option to Install Updates and Shut Dewn' in Shut Down Wandaws dialog

|27 Automatic Updates detechion frequency

i Allow non-adeninestrators to recerve update notifications

==

I Tum on Software Notfications

1 Let the sennce shut down when it s idle

"t Allow Automatic Updates immediate instaliation

[13% T o necommentiad via Automatic

F updates Updates

E Mo sute-restan with logged an users for scheduled sutomatic updates initallatiom
"1 Re-prompt for restant with scheduled installstions |
4 Delay Festart for scheduled installations

i Reschedule Automatic Updates scheduled instaliations

|1 Enable chent-side targeting

i Allow signed updates from an 1ntmuthﬁcrmuﬁlmd_ltt!mhtﬂim

Your network contains an Active Directory domain named contoso.com. You need to audit access to



removable storage devices. Which audit category should you configure?
To answer, select the appropriate category in the answer area.

Hot Area:

Corfiquration

Not corfigured
Not configured
Not configured
Not corfigured

Categones

Account Logon
Accourt Management
Detailed Tracking

DS Access

Logon/Logoff

Not configured

Object Access

Not corfigured

Policy Change

Not conrfigured

Privilege lUse

Privileg Not configured
| System Not configured
Global Object Access Auditing Not configured

Correct Answer:

Configuration
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
System Not configured
Global Object Access Audting Not configured

Section: (none)
Explanation

Explanation/Reference:

QUESTION 53

Your network contains an Active Directory domain called contoso.com. The domain contains a domain
controller named DCL1 that runs Windows server 2012. The domain contains some test client computers
that run either Windows XP, Windows Vista, Windows 7, or Windows 8. The computer accounts for the test
computers are located in an organizational unit (OU) named OUL. You have a Group Policy object (GPO)



named GPO1 linked to OU1. GPOL1 is used to assign several applications to the test computers. You need
to ensure that when the test computers in OUL restart, you can see which application installation is running
currently. Which setting should you modify in GPO1?

To answer, select the appropriate setting in the answer area.

Hot Area:

[ Wliow Distibuted _irk Tracking clionts to use domain resources
I Do not aulomatically encrvpt fles moved ko encrypled folders |
_L;hn-u{ Rusis tﬂlplrn_p.n:n J‘Iu o 'l"llrr-il.m: nj_lmu!mhh.ﬂm hn FLMITJ'.-J
~ Fnahie Prerstent “me Lramp |
L_'g._@_v_n_: Shutdown Event Tracker Syitern Srate Datafesture |
]
|
|
|

[ Fiiphay Shutdown Evert Tracke

|i= Do ot degplay Manage Your Server page at logon

I Specify seftirgs for ogpbonal component installation and component iepau
i  Tum of nmmmﬂ Preventicn for HTML Help Executible

Ifz . l‘.ﬂnm Bog / Shultdown / Logon ¢ L_ug'.-:lsﬂ phatus mestages
|- Duplay ighly detnled atun menago

[ Specify Windews Senice Pack nstaliatior file lacatisn
| | Specify Windews mnsaiisticn file focation,

Correct Answer:

[ Wliow Distibuted _irk Tracking clionts to use domain resources
I Do not aulomatically encrvpt fles moved ko encrypled folders |
_L;hn-u{ Rusis tﬂlplrn_p.n:n J‘Iu o 'l"llrr-il.m: nj_lmu!mhh.ﬂm hn FLMITJ'.-J
~ Fnahie Prerstent “me Lramp |
L_'g._@_v_n_: Shutdown Event Tracker Syitern Srate Datafesture |
]
|
|
|

[ Fiiphay Shutdown Evert Tracke

|i= Do ot degplay Manage Your Server page at logon

I Specify seftirgs for ogpbonal component installation and component iepau
i  Tum of nmmmﬂ Preventicn for HTML Help Executible

[:}peed"y wrmmnm: -fmﬂam fie locatosn
| | Specify Windews mnsaiisticn file focation,

Section: (none)
Explanation



Explanation/Reference:

QUESTION 54
Your network contains an Active Directory domain named corp.contoso.com. The domain contains a

domain controller named DC1. When you run ping dcl.corp.contoso.com, you receive the result as shown in
the exhibit.

o ] Administrator: C:‘Lm:rtd nﬂs\sys;e_maagmd.exe

G :swHindows*SystemdiZ >ping dcl

Pinging DC1.corp.contoso.com [18.9.0.1]1 with 32 bytes of data:
Reguest timed out.
Reguest timed out.
Request timed out.
Request timed out.

Ping ‘statistics for 18.8.8.1:
Packet=s: Sent = 4, Receiuved = B, Lost = 4 (188¢ loss),

C:sHindowss\System3Z > _

You need to ensure that DC1 can respond to the Ping command. Which rule should you modify?
To answer, select the appropriate rule in the answer area.

Hot Area:
- WWincown I'||1r!uI wilh Achanced Secunty !-_':L—m=

Correct Answer:



- r— ccrwn Firmwall with Acvarced Sscurmy A
= nm= 0

dmbrrpimst Maries
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It B b Genaie
Cile wed Viesime haery
=ira I

| ) rre B in - Ml s st |apmass wiss Messs T 0 b lp)
B oo oy - Dt e Ureas, stve 5100

_| St Direituty; Dusrrudtn S
Aozt Diwriniry Do G
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Section: (none)
Explanation

Explanation/Reference:

QUESTION 55

You have a server named Serverl that runs Windows Server 2012. Serverl has two network adapters and
is located in a perimeter network. You need to configure Serverl as a network address translation (NAT)
server. Which node should you use to add the NAT routing protocol?

To answer, select the appropriate node in the answer area.

Hot Area:

Fle Acton Yew Hep
e zmes B
I H.Ouhﬂglﬂd Femote fcceir . Server Slatus

Server Mame Server type Ttake

4 [ SERVER! Qocal) ;
bkl i L - SERVERY Window Server . Started
Remote Access Chents () E’ B

Ponts
‘i Remote Azcest Logging & Palicies

Correct Answer:



| File Action Yiew Help
S O

Server Slatus

+ By SRAR Qoco) | S —
' Remote Access Chents (0)
i Parti
‘2l Remote Arcest Logging & Palicies

Windows Server . Stafed

Section: (none)
Explanation

Explanation/Reference:

QUESTION 56

Your network contains an Active Directory forest named contoso.com. The forest contains a single domain.
The contoso.com zone is Active Directory-integrated and configured to replicate to all of the domain
controllers in the contoso.com domain. Serverl has a DNS record in the contoso.com zone. You need to
verify when the DNS record for Serverl was last updated. In which Active Directory partition should you
view the DNS record of Serverl?

To answer, select the appropriate Active Directory partition in the answer area.

Hot Area:

M Action  View Help

il I ADS Edit Hlare Clen Destiguiaied Marne
I Def et narmeng rorked PNEC-DC L mntova comn] || ] Defaalt nurming warted [RYZDCY cortoseom] o Db
‘Comfigaration {HTT-DC Lopnioys.com] B Confupurstion [NYC-DC T contos.com] ondguistion
il Schemy RYC-DC 1 contpsocom] X
H Foesstlinalanen [NYVC-00T contes.cnm) AP
4 DemanDniZone [NYE-DC 1 cortswe com) EmmEn DA

Correct Answer:



B Deftinurming cortet [NV DC cordomiion]  BommnDbi
§ Confupurstion [NVC-DC T comtoee.com] ondguistion

il Scherma MYC-DC1 contpsccom] £
H FesssilipaZane) [WYC-00T costoss som] Al
4 DemanDniZone [NYE-DC 1 cortswe com) EmmEn DA

Section: (none)
Explanation

Explanation/Reference:

QUESTION 57

Your network contains an Active Directory domain named contoso.com. The domain contains a server
named Serverl that runs Windows Server 2012. Serverl has the Windows Server Update Services server
role installed. All client computers are configured to download updates from Serverl. You have a Group
Policy object (GPO) named GPO1 that is linked to an organizational unit (OU) named Sales_OU. You need
to ensure that all of the computers in Sales_OU are added to a Windows Server Update Services (WSUS)

computer group hamed SalesComputers. Which setting should you configure in the GPO?

To answer, select the appropriate setting in the answer area.

Hot Area:

Salwtd ar e lu s iy i Crptien

Correct Answer:
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Section: (none)
Explanation

Explanation/Reference:

QUESTION 58
Your network contains an Active Directory domain named contoso.com. You need to create a certificate

template for the BitLocker Drive Encryption (BitLocker) Network Unlock feature. Which Cryptography
setting of the certificate template should you modify?
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To answer, select the appropriate setting in the answer area.

Hot Area:



Correct Answer:

HAlgerithin name

Mirimwm key size

Choose which cryptographic providers can be used for requests

(2) Requesis can use any prowvider avaiahle on the subiect's computer
(#) Requests must use one of the following providers:

Prowders

Witkcrosoft Enhanced Chyptographic Provider v1.0

[“IMcrosoft Base Cryptographic Prowider v1.0 ﬂ
[ TMcroscht Base DSS and Diffie-Heliman Cryptograhic Provide
[“IMicrosoft BH SChannel Cryptographic Provider

| Iecrosoft Enhanced DS5 and Dﬁi&-HuﬁmCtm-cﬁ'“

Fimoeid gk Uﬂﬂmmby C5¢

[ Uso sterate sgrutums formes




Hlgerithin name

Mirimwm key size

Choose which cryptographic providers can be used for raquests

(C) Requesis can use any provider avaiahie on the sublect’s computer
(®) Requests must use one of the following providers.

Prowders

Withcrosoft Enhanced Chyptographic Provider v1 .0

[[crosoft Base Cryptographic Provider v1.0 ﬂ
[ JMcroscht Base DSS and Diffie- Hﬁmﬁwmnﬂmw
["|Microsoft DH SChanne! Cryptographic Provider

| Iecrosoft Enhanced DS5 and Dlﬁuﬁﬁmﬁmﬁuﬁ'“

Fimoeid gk MHWMhFESP

[Lise sterale sgruture fome

T{‘

Section: (none)
Explanation

Explanation/Reference:




Fill in the Blank

QUESTION 1
You have a group managed Service Account name Account01. Only three servers named Server01,
Server02 and Server03 are allowed to use Account01 service account.

You plan to decommission Server01.

You need to prevent Server01 from using the Account0O1 service account. The solution must ensure that
Server02 and Server03 continue to use the Account0O1 service account.

What command should you run?
To answer, select the appropriate options in the answer area.

Answer Area

Name AccountO1l

Remove-ADServiceAccount -DNSHostName  ServerOl

Reset-ADServiceAccount -PrincipalsAllowedToReteriveMamagedPassword  ServerO1
Set-ADServiceAccount -SAMAccountNAme Server02,Server03

-Server Server02,Server03 -PrincipalsAllowedToRetrieveManagedPassword Server02 Server03

Correct Answer: Set-ADServiceAccount -Name AccountOl -
PrincipalsAllowedToRetrieveManagedPassword Server02 Server03
Section: (none)

Explanation

Explanation/Reference:
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