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Exam A

QUESTION 1
Which three statements are true regarding split-tunneling modes? (Choose three.)

A. Choosing "Enable Split Tunneling with route change monitor" allows Network Connect to update the routing
table if a route change is detected.

B. Choosing "Disable Split Tunneling" forces all traffic through the Network Connect tunnel.
C. Choosing "Enable Split Tunneling" will modify routes on the client so that any networks defined in the split-

tunneling policy are routed through Network Connect.
D. Choosing "Allow access to local subnet" will not modify the route table on the local client.
E. Choosing "Enable Split Tunneling with allowed access to local subnet" requires that local resources be

defined in the Network Connect access control list.

Correct Answer: BCE
Section: (none)
Explanation

QUESTION 2
What should you do when you need to create a meeting on demand to troubleshoot a client issue?

A. Schedule an on demand meeting that begins in 10 minutes.
B. Schedule an instant meeting through Secure Meeting.
C. Start up a support meeting.
D. Start a secure meeting through the Microsoft Outlook plug-in.

Correct Answer: C
Section: (none)
Explanation

QUESTION 3
Which statement about CRLs is true?

A. CRLs are distributed automatically by the CA.
B. CDP can be used to automatically validate a CRL.
C. The base CRL contains only a subset of the certificates issued by a given CA.
D. CRLs contain the serial number, revocation date, and reason code for withdrawn certificates.

Correct Answer: D
Section: (none)
Explanation

QUESTION 4
What does Cache Cleaner remove by default?

A. All content downloaded through the IVE Content Intermediation Engine during the user's IVE session
B. The files in the user's Recycle Bin and the Recent Documents list at the end of the user session
C. All temporary files created during the user's IVE session
D. Any AutoComplete usernames or passwords used during the user's IVE session

Correct Answer: A
Section: (none)



Explanation

QUESTION 5
Which three logs are used within the SA solution? (Choose three.)

A. Event log
B. System log
C. Client-Side log
D. User Access log
E. Security log
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Correct Answer: ACD
Section: (none)
Explanation

QUESTION 6
When conducting meetings with Secure Meeting, your users frequently complain about jitter in the video
presentation. How might you attempt to improve performance?

A. Ensure that image compression is enabled on the IVE device's Secure Meeting configuration page.
B. Limit the presentation video size to 800x600 resolution on the IVE device's Secure Meeting configuration

page.
C. Enable the Secure Meeting acceleration feature with the optional license upgrade.
D. Ensure that 32-bit presentations mode is not enabled on the IVE device's Secure Meeting configuration

page.

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
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QUESTION 7
Your company is rolling out Secure Meeting to assist the helpdesk in troubleshooting desktop issues. Which
type of meeting should you enable on the SSL VPN?

A. Scheduled meeting
B. Technical meeting
C. Support meeting
D. Instant meeting



Correct Answer: C
Section: (none)
Explanation

QUESTION 8
Which three variables can be used for a username in a custom expression? (Choose three.)

A. Username
B. Username1
C. Username2
D. Username[1]
E. Username[2]

Correct Answer: ADE
Section: (none)
Explanation

QUESTION 9
Which two statements about OCSP are true? (Choose two.)

A. The IVE device is an OCSP client.
B. OCSP requires the configuration of a CDP server.
C. OCSP requires the use of SSL to secure certificate validation.
D. OCSP provides real-time certificate verification.

Correct Answer: AD
Section: (none)
Explanation

QUESTION 10
Which three statements are correct when configuring delegated administrator access? (Choose three.)

A. Modify an existing admin URL.
B. Create a new user role.
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C. Modify role mapping rules.
D. Specify role restrictions.
E. Select "delegated access" at the role level.

Correct Answer: ACD
Section: (none)
Explanation

QUESTION 11
Click the Exhibit button.



A user browses to https://partners.acmegizmo.com.
Referring to the exhibit, which authentication realm will be available to the user?

A. Users
B. LDAP Realm
C. ALL
D. Users and LDAP Realm

Correct Answer: A
Section: (none)
Explanation

QUESTION 12
Which Single Sign-On (SSO) policy relies on the IVE domain name?

A. SAML
B. Headers/Cookies
C. Form POST
D. Basic Auth/NTLM

Correct Answer: D
Section: (none)
Explanation

QUESTION 13
Which three configuration data items can you export with the XML Export function? (Choose three.)

A. User role mapping rules
B. Policy tracing sessions
C. Local users accounts
D. Delegated administrator roles
E. IDP sensors

Correct Answer: ACD
Section: (none)
Explanation

QUESTION 14
Which statement accurately describes resource profiles?

A. Resource profiles are a collection of resources and ACLs.
B. Resource profiles are where ACLs are set up for resources.
C. Resource profiles are a collection of resources and their descriptions.
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D. Resource profiles are where the resources, roles, and ACLs are in one location.

Correct Answer: D
Section: (none)
Explanation

QUESTION 15
You have just finished creating an IVS on your device. You can log in to your IVS but you cannot access any
backend resources. What should you troubleshoot first?

A. Verify that you have associated your IVS to the correct virtual IP.
B. Verify that you have allocated enough users for your IVS.
C. Verify that you have associated your IVS to the correct VLAN.
D. Verify that you are not blocked because of an untrusted certificate on the IVS.

Correct Answer: C
Section: (none)
Explanation

QUESTION 16
Which custom expression would allow users to login only during business hours (8:00AM to
5:00PM, Monday through Friday)?

A. (loginTime.day = (Mon - Fri) AND loginTime = (8:00AM - 5:00PM))
B. (loginTime.dayofWeek = (Mon - Fri) AND loginTime in (8:00AM - 5:00PM))
C. (loginTime.dayofWeek = (Mon - Fri) AND loginTime = (08:00 - 17:00))
D. (loginTime.Weekday = (Mon - Fri) AND loginTime in (08:00 - 17:00))

Correct Answer: C
Section: (none)
Explanation

QUESTION 17
Which three proxy scenarios are supported by Network Connect when split tunneling is enabled? (Choose
three.)

A. Explicit proxy to get to the IVE device
B. Support for a Winsock proxy client
C. Explicit proxy to get to internal applications
D. PAC file to get to internal applications
E. Automatic setting detection is configured in the client's browser

Correct Answer: ACD
Section: (none)
Explanation

QUESTION 18



Which two are valid options for using CRLs to validate a user's certificate? (Choose two.)

A. Use LDAP to access the CDP.
B. Use the CDP specified in the CA certificate.
C. Use the CDP specified in the user certificate.
D. Use OCSP to access the CDP.

Correct Answer: BC
Section: (none)
Explanation

QUESTION 19
Which two are valid regarding the deployment of an active/active cluster? (Choose two.)

A. It allows you to keep configurations synchronized.
B. An external load balancing system is required.
C. It can be used to scale the total number of licensed users.
D. A virtual IP address must be configured on only one device.
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Correct Answer: AB
Section: (none)
Explanation

QUESTION 20
Which ActiveX parameter rewrite option does the IVE support?

A. Rewrite hostname and port
B. Rewrite ClassID
C. Rewrite cookies and headers
D. Rewrite URL

Correct Answer: D
Section: (none)
Explanation

QUESTION 21
What is a factory predefined format in the IVE logging system?

A. tab delimited
B. CSV
C. Webtrends Enhanced Log Format
D. World Wide Consortium of the Web

Correct Answer: C
Section: (none)
Explanation



QUESTION 22
You would like to configure Host Checker to perform checks on your UNIX hosts. Which three options are
available for host evaluation? (Choose three.)

A. ports
B. files
C. client-side permissions
D. processes
E. integrated third-party security products

Correct Answer: ABD
Section: (none)
Explanation

QUESTION 23
Which two statements about Endpoint Security Assessment Plug-In (ESAP) are true? (Choose two.)

A. The plug-in is included in the IVE system software package.
B. The plug-in can be upgraded independently of the IVE system software package.
C. The plug-in can be automatically imported from the Juniper Networks staging site.
D. The plug-in can be configured to monitor that the virus definitions on the client are up to date.

Correct Answer: AB
Section: (none)
Explanation

QUESTION 24
Which series of steps describes the appropriate method for upgrading an active/passive cluster?

A. 1) upgrade master; 2) disable master; 3) reboot master; 4) enable backup; 5) upgrade backup;
6) enable backup

B. 1) disable master; 2) upgrade master; 3) enable master; 4) disable backup; 5) join backup
C. 1) disable backup; 2) upgrade backup; 3) enable backup; 4) disable master; 5) upgrade master; 6) enable

master
D. 1) upgrade backup; 2) reboot backup; 3) upgrade master; 4) reboot master; 5) sync cluster Page 5 of 29
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Correct Answer: C
Section: (none)
Explanation

QUESTION 25
Which two statements are valid about support meetings? (Choose two.)

A. Support meetings can be created on demand.
B. Support meetings can be scheduled in advance.
C. Support meetings have all the advantages of Secure Meeting.
D. Support meetings are limited to two attendees.

Correct Answer: AD



Section: (none)
Explanation

QUESTION 26
Which statement about PKI is true?

A. PKI uses digital certificates to bind public keys to an entity.
B. PKI negotiates a secured connection between a client and a server.
C. PKI requires the use of a certificate authority and registration authority.
D. PKI specifies the use of a negotiated shared key.

Correct Answer: A
Section: (none)
Explanation

QUESTION 27
You have correctly enabled meeting email notifications by defining the appropriate SMTP options on the IVE
device's Secure Meeting configuration page. However, when new meetings are created, invitees do not receive
the emails. What might be causing this problem?

A. The time is not synchronized between the IVE device and the SMTP server.
B. You have not specified the IVE device's fully qualified hostname on the Network configuration page.
C. You have chosen to "Hide attendee names" when specifying meeting options.
D. You have invited attendees with email addresses in a domain that is not registered on the Secure Meeting

configuration page.

Correct Answer: B
Section: (none)
Explanation

QUESTION 28
Which three statements about role mapping are true? (Choose three.)

A. Role mapping can be based on a user attribute value.
B. Role mapping can be configured first, before creating the actual roles.
C. Role mapping can be based on a certificate and its data.
D. Role mapping can be based on custom expressions.
E. Role mapping can be based on VLAN assignment.

Correct Answer: ACD
Section: (none)
Explanation

QUESTION 29
You would like to configure your IVE device to provide a secure area for user access where all data is removed
when the session is terminated. Which component of the Juniper Endpoint Defense Initiative provides this
functionality?

A. Integrity Measurement Verifier
B. Cache Cleaner
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C. Secure Virtual Workspace
D. Host Check Client Interface

Correct Answer: C
Section: (none)
Explanation

QUESTION 30
What are three content-types that the Web compression function can properly compress? (Choose three.)

A. text/plain (.txt)
B. text/html (.html, .htm)
C. application/visio (.vis)
D. application/ms-word (.doc)
E. bin/executable (.exe)

Correct Answer: ABD
Section: (none)
Explanation

QUESTION 31
Which two values can you configure in a Form POST policy in the IVE to post to a Web-enabled application?
(Choose two.)

A. query string
B. IVE session variables
C. user-agent
D. LDAP attributes

Correct Answer: BD
Section: (none)
Explanation

QUESTION 32
What must be specified by the root administrator for Network Connect to be used on a virtual system?

A. The virtual port must be associated to the correct VS.
B. The VLAN tagging must be associated to the correct VS.
C. The number of allocated users on the virtual system must not exceed the number of Network Connect

users on the system.
D. The IP address pools must be specified by the root administrator before they can be specified on a virtual

system.

Correct Answer: D
Section: (none)
Explanation

QUESTION 33



What are two advantages of using Central Manager for cluster management? (Choose two.)

A. It requires no downtime to upgrade all members.
B. It allows you to cluster different model devices.
C. It allows you to join devices running different IVE OS versions.
D. It is the only way to avoid downtime when upgrading in high traffic networks.

Correct Answer: AC
Section: (none)
Explanation

QUESTION 34
You are creating a custom rule based on registry settings on a Windows system. After creating the registry
subkey "\Control Panel\Desktop", you must enter the key name. What is the correct format for the name field?
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A. CorrectKeyName
B. \CorrectKeyName
C. \CorrectKeyName\
D. \CorrectKeyName\*

Correct Answer: A
Section: (none)
Explanation

QUESTION 35
You have configured session start and session end scripts to perform several functions when users are
accessing resources with Network Connect (NC). At which point during access will your scripts be executed?

A. The start script is executed before the NC session has started; the end script is executed after the session
has ended.

B. The start script is executed before the NC session has started; the end script is executed before the session
has ended.

C. The start script is executed after the NC session has started; the end script is executed before the session
has ended.

D. The start script is executed after the NC session has started; the end script is executed after the session
has ended.

Correct Answer: D
Section: (none)
Explanation

QUESTION 36
Where do you configure the ability for the user to create support meetings?

A. Realm
B. Role
C. Meeting



D. Sign-in policy

Correct Answer: B
Section: (none)
Explanation

QUESTION 37
A company does not want to allow users to remotely download content through the IVE rewriter because of
concerns that the content will be left behind on user PCs. Which three options should be investigated and used
to help mitigate this risk? (Choose three.)

A. Enable caching for all Web content.
B. Disable caching for all Web content.
C. Use Cache Cleaner.
D. Use Secure Virtual Workspace.
E. Enable caching in the Web browser.

Correct Answer: BCD
Section: (none)
Explanation

QUESTION 38
While browsing Web sites that are being rewritten by the IVE device, users encounter several SSL-enabled
sites that appear to have invalid certificates. What are three ways that the administrator could configure the IVE
device to respond? (Choose three.)

A. The IVE device can deny access to the site.
B. The IVE device displays only static content.
C. The IVE device can warn the user and allow access.
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D. The IVE device will present a remediation page with user options.
E. The IVE device can allow access without warning the user.

Correct Answer: ACE
Section: (none)
Explanation

QUESTION 39
You want to institute a policy to block all incoming TCP connections and block all incoming and outgoing UDP
packets to help prevent attacks on Windows clients on the same physical network. Which feature of the IVE
device is designed to provide this functionality?

A. Network Connect with split tunneling disabled
B. Network Connect with access to local subnet with route change monitor
C. dynamic policy evaluation
D. Host Checker connection-control policy

Correct Answer: D
Section: (none)



Explanation

QUESTION 40
What is required for a user to connect to a secure meeting?

A. Connect to https://<IVE IP address>/admin and download the client.
B. Obtain a valid username and password from the meeting server administrator.
C. Launch the meeting client, fill out the meeting ID, username, and password, and connect.
D. Access the meeting through the bookmarks page.

Correct Answer: D
Section: (none)
Explanation

QUESTION 41
Which statement about Cache Cleaner is true?

A. Cache Cleaner requires an advanced license.
B. Cache Cleaner deletes temporary files only in directories specified by the IVE administrator.
C. Cache Cleaner automatically installs on all clients connecting through the IVE.
D. Cache Cleaner may delete usernames, passwords, and Web addresses that users enter in Web forms.

Correct Answer: D
Section: (none)
Explanation

QUESTION 42
Which three log elements are available as variables within the logging system? (Choose three.)

A. sourceip
B. proxyip
C. severity
D. errorcode
E. result

Correct Answer: ACE
Section: (none)
Explanation

QUESTION 43
Which three steps are required to add Web compression to your existing resource profile? (Choose three.)

A. Click "Show ALL Autopolicy Types."
B. Add the policy.
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C. Add the resource with the action set to compress.
D. Verify that GZIP compression is enabled.
E. Save the resource role.



Correct Answer: ACD
Section: (none)
Explanation

QUESTION 44
Which three are provided by the WSAM scriptable launcher? (Choose three.)

A. The ability to launch the client from a command prompt
B. The ability to launch the client from a batch file
C. The ability to log in to the IVE without opening a Web browser
D. The ability to launch the WSAM client by simply clicking the link on the bookmarks page
E. The ability to view client-side logging through the WSAM client

Correct Answer: ABC
Section: (none)
Explanation

QUESTION 45
In which format is the client-side log stored on the client?

A. binary
B. XML
C. ASCII
D. base64

Correct Answer: C
Section: (none)
Explanation

QUESTION 46
Which two network settings are accessible only through the root administrator and cannot be accessed by the
VS administrator? (Choose two.)

A. DNS options
B. Network Connect filters
C. hosts file
D. internal port IP address

Correct Answer: BD
Section: (none)
Explanation

QUESTION 47
You want to allow your users to change their Active Directory password on the IVE after authenticating. What
should you enable?

A. external password management in the Active Directory
B. password mediation on the Web options page of the assigned user role
C. NTLM password synchronization on the Active Directory authentication server definition
D. password management in the user realm's authentication policy



Correct Answer: D
Section: (none)
Explanation

QUESTION 48
You have configured your IVE device to use OCSP for certificate validation. Which statement is true?

A. The IVE device will download the CRL from the OCSP server.
B. The IVE device will periodically check user certificates with the OCSP server.
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C. The IVE device will use OCSP to download and validate the CA certificate.
D. The IVE device will validate certificates with the OCSP server on an on-demand basis.

Correct Answer: D
Section: (none)
Explanation

QUESTION 49
You would like Host Checker to ensure that all hosts are running antivirus software using the latest definitions.
Which feature on the IVE device allows you to monitor and verify this information?

A. Predefined antivirus rules
B. Virus definition version monitoring
C. Virus signature version monitoring
D. Endpoint Security Assessment Plug-In (ESAP)

Correct Answer: C
Section: (none)
Explanation

QUESTION 50
To which three items can you control access using Secure Virtual Workspace (SVW)? (Choose three.)

A. printers
B. Web sites
C. removable drives
D. network shares
E. Linux servers

Correct Answer: ACD
Section: (none)
Explanation

QUESTION 51
You have two SA 4000s that you would like to run in a cluster. You have a small number of users accessing the
device and you want to ensure that these users do not lose a connection in the event that one device goes
down. How should you set up your cluster?



A. Place both devices in the same LAN and set your cluster to active/passive.
B. Place both devices behind a front-end load balancer and set your cluster to active/passive.
C. Place each device in a different network and set your cluster to active/active.
D. Place your devices in the same LAN, set your cluster to active/active, and ensure that you have a front-end

load balancer.

Correct Answer: A
Section: (none)
Explanation

QUESTION 52
You want to allow your users to have a personal meeting URL based on their username from which they can
create meetings on demand. Which feature would you configure?

A. MeetMeNow
B. Secure Meeting
C. Personal Meeting
D. MySecureMeeting

Correct Answer: D
Section: (none)
Explanation

QUESTION 53
Which two elements do detailed resource policy rules contain? (Choose two.)
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A. Rule name
B. Action
C. Role
D. Resources

Correct Answer: BD
Section: (none)
Explanation

QUESTION 54
When configuring a SAML Single Sign-On (SSO) policy, what are the two communication methods you can use
to communicate with the SAML server? (Choose two.)

A. post
B. pull
C. push
D. artifact

Correct Answer: AD
Section: (none)
Explanation



QUESTION 55
Which two elements are included in a X.509 certificate? (Choose two.)

A. CA server identity
B. CA private key
C. subject public key
D. subject private key

Correct Answer: AC
Section: (none)
Explanation

QUESTION 56
Which statement is true regarding Secure Meeting?

A. It works with Windows and Mac OS platforms only.
B. It requires minimal changes to security policies to ensure full functionality.
C. It requires only an SSL connection to provide full visibility into the meeting.
D. It can be used only by users with valid authenticated accounts.

Correct Answer: C
Section: (none)
Explanation

QUESTION 57
Which two methods would you use to save logs to an external server? (Choose two.)

A. TFTP
B. FTP
C. SCP
D. SFTP

Correct Answer: BC
Section: (none)
Explanation

QUESTION 58
Which character do you use to escape characters in an attribute name?

A. "" (double quotations)
B. ' (single quotations)
C. ` (back tick)
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D. {} (curly braces)

Correct Answer: D
Section: (none)



Explanation

QUESTION 59
Which two statements about certificate-based user authentication are true? (Choose two.)

A. Certificate-based user authentication requires the use of OCSP.
B. Certificate attributes can be used to assign users to roles.
C. Certificate attributes can be used to determine the correct sign-in page.
D. Certificate-based user authentication may not require user input during the authentication exchange.

Correct Answer: BD
Section: (none)
Explanation

QUESTION 60
Which statement is true about sign-in URLs?

A. With an advanced license, you can direct users to a specific sign-in URL based on the realm that users
select.

B. With a baseline license, you can create multiple sign-in URLs, but users must all use the same sign-in
page.

C. With an advanced license, you can define multiple URLs, each with different authentication realms, but all of
the URLs must be extensions of the base path (*/).

D. With an advanced license, you can define URLs that are not in the default path, but you must order those
URLs above the default path URL.

Correct Answer: D
Section: (none)
Explanation

QUESTION 61
The Installer Service can install which three components on a PC? (Choose three.)

A. WSAM
B. NC
C. JSAM
D. a newer version of Installer Service
E. custom Java applet

Correct Answer: ABD
Section: (none)
Explanation

QUESTION 62
What are two steps to configure and enable a second server certificate for use with a new sign-in URL?
(Choose two.)

A. Create a virtual port for the IP address which resolves to the fully qualified domain name of the new URL.
B. From the IVE device's server certificates page, edit the properties of the existing certificate to duplicate it for

use with the new URL.
C. Modify the sign-in page for the new sign-in URL to designate that it will use the new server certificate.



D. Modify the IVE device's new server certificate entry to designate that it will be presented on a new virtual
port.

Correct Answer: AD
Section: (none)
Explanation

Explanation/Reference:
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QUESTION 63
Which operation would you use to extract the configuration in a format that can be read by a script?

A. Syslog capture
B. SNMPv3 trap
C. XML export
D. Config export

Correct Answer: C
Section: (none)
Explanation

QUESTION 64
You have just created a secure Web portal that will be accessed through the IVE device. Which two steps must
you complete before creating the bookmark for accessing this portal? (Choose two.)

A. Generate a certificate for the secure Web portal from your trusted Certificate Authority.
B. Generate a trusted certificate for your IVE device.
C. Verify that "Allow browsing untrusted SSL websites" is selected in the "Web Options" role.
D. Verify that the IVE device has a trusted relationship with your Certificate Authority.

Correct Answer: AD
Section: (none)
Explanation

QUESTION 65
You are the owner of a small ISP and you would like to lease IVE device access to several of your customers.
You own only one SA 6000. What are two reasons to create an IVS for each subscriber? (Choose two.)

A. All VS admins can create their own roles and realms that are separate from the other virtual systems.
B. All VS admins can troubleshoot their virtual system using tools such as TCP dump and traceroute.
C. All VS admins can upgrade their virtual system without affecting the other virtual systems on the device.
D. All VS admins can be virtually separated using virtual IP addresses and VLAN tagging.

Correct Answer: AD
Section: (none)
Explanation

QUESTION 66
Which Host Checker feature uses a software module running on the IVE device to validate an endpoint's



compliance?

A. Secure Virtual Workspace (SVW)
B. Integrity Measurement Verifier (IMV)
C. Integrity Measurement Collector (IMC)
D. Endpoint Security Assessment Plug-In (ESAP)

Correct Answer: B
Section: (none)
Explanation

QUESTION 67
How can a user obtain an eTrust SiteMinder SMSESSION cookie?

A. The administrator can import cookies into the IVE.
B. The IVE can grab the cookie from the user's browser.
C. The IVE can provide the cookie.
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D. The user can input the cookie manually.

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
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QUESTION 68
When configuring a realm to require multiple sign-in credentials, which three are valid secondary authentication
methods? (Choose three.)

A. Netegrity
B. RADIUS
C. client certificate
D. Active Directory
E. LDAP

Correct Answer: BDE
Section: (none)
Explanation

QUESTION 69
Passthrough proxy relies on which three principles to work properly? (Choose three.)



A. Fixed-port protocols
B. Firewall configuration for special ports
C. DNS resolution for name-based mode
D. Selective rewrite
E. Java support

Correct Answer: ABC
Section: (none)
Explanation

QUESTION 70
What will allow a user to automatically log in to Network Connect using the Standalone Launcher?

A. -start -url https://1.1.2.2 -r joe -p juniper
B. -start -url https://1.1.2.2 -u joe -p charlie -r vendors
C. -start -url https://1.1.2.2 -u joe -r employees -stop
D. -start -url https://1.1.2.2 -u joseph -r technology -cert Cacert -stop

Correct Answer: B
Section: (none)
Explanation

QUESTION 71
What are three benefits that log filters provide? (Choose three.)

A. Ease of viewability
B. More IVE disk space
C. Separate data distributed to multiple syslog servers
D. Custom formatted and delimited data
E. Data compression

Correct Answer: ACD
Section: (none)
Explanation

QUESTION 72
What are three components of the administrative console that a delegated administrator can manage? (Choose
three.)

A. User roles
B. Administrative roles
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C. Administrative realms
D. Resource profiles
E. Troubleshooting

Correct Answer: ADE



Section: (none)
Explanation

QUESTION 73
You have successfully enabled and tested certificate-based user authentication. However, after properly
revoking a particular user's certificate, the certificate can still be used to authenticate to the IVE device. What is
a possible cause of the problem?

A. When creating the user's certificate on your CA, you neglected to define it as "revocable."
B. After revoking a user certificate, the IVE device can take up to an hour to learn of the revocation using

OCSP.
C. You specified an incorrect admin DN when defining CDP settings on the IVE device.
D. The time on the IVE device is not in sync with the time on the CA used to create the user certificate.

Correct Answer: C
Section: (none)
Explanation

QUESTION 74
What are two reasons to add an Instant Virtual System (IVS) to your network? (Choose two.)

A. You are a service provider and you want to lease out an IVE device to more than one customer using only
one physical device.

B. You want to allocate CPU and memory resources to different authentication realms.
C. Your private network consists of multiple VLANs for each department, and each department has its own

administrator.
D. You are a service provider and you require a multi-unit cluster.

Correct Answer: AC
Section: (none)
Explanation

QUESTION 75
Which two elements are included in an X.509 certificate? (Choose two.)

A. CA public key
B. CA private key
C. subject public key
D. subject name

Correct Answer: CD
Section: (none)
Explanation

QUESTION 76
Which two are possible ways to replicate or export the log from an existing IVE system? (Choose two.)

A. Join a cluster.
B. Save the log from the Admin UI.
C. Archive the log data using FTP or SCP.
D. Push the config and log to another IVE node.



Correct Answer: BC
Section: (none)
Explanation

QUESTION 77
What must you do to use CRLs to validate user certificates?
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A. Configure the IP address of the CDP.
B. Validate the Trusted Client CA.
C. Download the certificate for the CA issuing the CRL.
D. Configure the CA chain to the base CA.

Correct Answer: C
Section: (none)
Explanation

QUESTION 78
What must you do to use OCSP to validate certificates?

A. Configure the chain back to the root CA.
B. Configure the LDAP name of the OCSP server.
C. Validate the Trusted Client CA for the connection.
D. Ensure that the OCSP server's CA certificate is installed in the IVE.

Correct Answer: D
Section: (none)
Explanation

QUESTION 79
You would like to know which users presented during a past Secure Meeting session. In which two places
would you look for this information? (Choose two.)

A. On the Active Users panel
B. In the event log
C. In the user access log
D. In an attendee's client-side log

Correct Answer: CD
Section: (none)
Explanation

QUESTION 80
You want to configure Network Connect on a newly created user role so that traffic destined for the
10.10.10.0/24 network goes to the Network Connect tunnel while the local routes are preserved on the client.
Which three configuration steps are necessary? (Choose three.)



A. Choose "Allow access to the local subnet" on the role.
B. Choose "Enable split-tunneling with allowed access to the local subnet" on the role.
C. Choose "Enable split-tunneling" on the role.
D. Add a split tunneling policy to the Network Connect resource policy with 10.10.10.0/24 as the resource.
E. Restrict access to the 10.10.10.0/24 network by changing the default access control policy.

Correct Answer: BDE
Section: (none)
Explanation

QUESTION 81
When using Secure Virtual Workspace, where is the protected workspace created?

A. On the IVE hard drive
B. On a trusted server
C. On the client desktop
D. In the IVE memory

Correct Answer: C
Section: (none)
Explanation

QUESTION 82
What is an essential PKI entity?
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A. Registration authority
B. Certificate authority
C. OCSP server
D. Certificate revocation list

Correct Answer: B
Section: (none)
Explanation

QUESTION 83
What are two advantages of using an IVS? (Choose two.)

A. All VS admins can troubleshoot the virtual system using tools such as TCP dump and traceroute.
B. All VS admins can be virtually separated using virtual IP addresses and VLAN tagging.
C. All VS admin can create their own roles and realms that are separate from the other virtual systems.
D. All VS admin can upgrade their virtual system without affecting the other virtual systems on the device.

Correct Answer: BC
Section: (none)
Explanation



QUESTION 84
Which two statements are true about upgrading clusters? (Choose two.)

A. Active/passive upgrades require less times to complete than active/active clusters.
B. Active/passive upgrades do not disrupt network operation.
C. Active/active upgrades require disabling only one node.
D. Active/active upgrades disrupt network operation.

Correct Answer: BD
Section: (none)
Explanation

QUESTION 85
A company has created a custom Web application that is not working properly when accessed through the IVE
device. Which feature would you examine to help fix this problem?

A. Access control
B. Data acceleration
C. Compression
D. Web rewriting

Correct Answer: D
Section: (none)
Explanation

QUESTION 86
Which two options are available to the administrator of a secure meeting during a session? (Choose two.)

A. Extend the duration of the meeting.
B. Disconnect individual meeting participants.
C. Disable the chat option only for specific participants.
D. Transfer meeting control to other meeting administrators only.

Correct Answer: AB
Section: (none)
Explanation

QUESTION 87
Which three can be automatically archived with the SSL VPN? (Choose three.)
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A. User sessions
B. Log data
C. System snapshots
D. User accounts
E. System configurations

Correct Answer: BDE



Section: (none)
Explanation

QUESTION 88
Which series of steps describes the appropriate method for upgrading an active/active cluster?

A. 1) upgrade master; 2) reboot backup; 3) join backup again
B. 1) disable nodes; 2) upgrade individual devices; 3) enable nodes
C. 1) upgrade individual nodes; 2) reboot nodes; 3) enable nodes
D. 1) disable nodes; 2) upgrade one device; 3) enable nodes

Correct Answer: B
Section: (none)
Explanation

QUESTION 89
What must be done before a VS admin can create a Network Connect profile?

A. Split tunneling must be enabled on the Network Connect profile.
B. The virtual system must use 802.1q-tagged VLANs.
C. The root admin must specify the IP addresses to be used for Network Connect IP address pools.
D. The VS admin must be sure to use ESP as the transport method and open UDP port 4500 on the firewall.

Correct Answer: C
Section: (none)
Explanation

QUESTION 90
You decide to use virus signature version monitoring to ensure that all user PCs have the latest virus definitions
installed. Which three settings must be configured to maintain this functionality? (Choose three.)

A. Download path
B. Download interval
C. Download version
D. Predefined antivirus rule name
E. Staging site authentication credentials

Correct Answer: ABE
Section: (none)
Explanation

QUESTION 91
Which statement is true about sign-in URLs?

A. Adding an advanced license adds the ability to specify multiple authentication realms from which a user can
select.

B. The default path URL (*/) can be configured to serve a different sign-in page for each hostname that
resolves to the IVE.

C. If you create multiple URLs that are not in the default path, you must order those URLs below the default
path URL.

D. When you specify multiple sign-in URLs, each URL can have a unique combination of available



authentication realms from which the user must select.
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Correct Answer: D
Section: (none)
Explanation

QUESTION 92
You are the VS administrator for your IVS and are having issues contacting a backend LDAP server. Which
tools are available from the administrative UI to troubleshoot this issue?

A. Policy trace, simulation, and logs
B. Policy trace, simulation, ping, and logs
C. Policy trace, simulation, logs, ping, and traceroute
D. Policy trace, simulation, logs, ping, traceroute, NS lookup, TCP dump, and session recording

Correct Answer: A
Section: (none)
Explanation

QUESTION 93
You have configured Cache Cleaner to clear the directory C:\apps\CustomApp when a user logs out of the IVE.
The user has manually saved the file MyCustomApp.txt to the directory. What happens when Cache Cleaner
attempts to clear the directory?

A. Cache Cleaner deletes all the files in the directory, including the file saved by the user.
B. Cache Cleaner deletes all files except MyCustomApp.txt.
C. Cache Cleaner detects the presence of a user-created file and displays an error message on the user

system.
D. Cache Cleaner detects the presence of a user-created file and posts an error message to the IVE log.

Correct Answer: A
Section: (none)
Explanation

QUESTION 94
Which network settings are configurable on a virtual system?

A. Primary DNS, Secondary DNS, DNS Domain, and Hosts
B. Primary DNS, Secondary DNS, DNS Domain, Hosts, and Routes
C. Primary DNS, Secondary DNS, DNS Domain, Hosts, Routes, Internal Port IP, and External Port IP
D. Primary DNS, Secondary DNS, DNS Domain, Routes, internal network settings, external network settings,

VLANs, and Network Connect filters

Correct Answer: A
Section: (none)
Explanation

QUESTION 95



What will allow a user to automatically log in to Network Connect using the Standalone Launcher?

A. -url https://1.2.3.1 -t alley -x password -l login
B. -start -url https://1.2.3.1 -t alley -p password -l login
C. -start -url https://1.2.3.1 -u alley -p l0g!n -l login
D. -start -url https://1.2.3.1 -u alley -p l0g!n -r Artists

Correct Answer: D
Section: (none)
Explanation

QUESTION 96
Which two types of meetings can you enable at the role level? (Choose two.)

A. Technical meeting
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B. Scheduled meeting
C. Troubleshooting meeting
D. Support meeting

Correct Answer: BD
Section: (none)
Explanation

QUESTION 97
Which statement is correct regarding the configuration of a backup device in an active/passive cluster?

A. It can join any cluster simply by pointing to the master device in any subnet.
B. It must point to the virtual IP address configured on the master device.
C. The configuration of the interfaces must be on the same subnet as other members.
D. The internal gateway IP address must not match other members' addresses.

Correct Answer: C
Section: (none)
Explanation

QUESTION 98
You have configured your IVE device to use OCSP for certificate validation. Which statement is true?

A. The IVE device will download the CRL from the OCSP server.
B. The IVE device will periodically check user certificates with the OCSP server.
C. The IVE device will use OCSP to download and validate the CA certificate.
D. The IVE device will validate certificates with the OCSP server on an on-demand basis.

Correct Answer: D
Section: (none)
Explanation



QUESTION 99
Which three elements are configured when creating Web resource profiles? (Choose three.)

A. Specify authentication policies.
B. Specify a Base URL.
C. Specify rewriting options.
D. Assign roles to the bookmark.
E. Specify a realm to assign the profile.

Correct Answer: BCD
Section: (none)
Explanation

QUESTION 100
What are three ways that the Installer Service can be deployed and installed? (Choose three.)

A. Download and install offline.
B. Install using an .msi package.
C. Host on a Web server.
D. Install with a restricted rights account.
E. Install the Linux version using an RPM.

Correct Answer: ABC
Section: (none)
Explanation

QUESTION 101
Which condition in a resource policy rule properly expresses that Cache Cleaner is disabled?

A. cacheCleanerStatus = False
B. cacheCleanerStatus = None
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C. cacheCleanerStatus = 0
D. cacheCleanerStatus = Null

Correct Answer: C
Section: (none)
Explanation

QUESTION 102
Which two statements are true regarding delegated administration? (Choose two.)

A. Delegated administrators can manage user roles, realms, and resource policies.
B. Delegated administrators can manage user roles, realms, and resource policies, as well as admin roles and

realms.
C. Delegated administration is a predefined role that a user can be assigned, such as read-only access.
D. Delegated administration can be completely customized to fit a company's needs.

Correct Answer: AD



Section: (none)
Explanation

QUESTION 103
You want to create access for a new administrator who will be able to create Web bookmarks only for a specific
role. Which three steps should you take? (Choose three.)

A. For the specified role, enable full Web access and disable everything else.
B. Select "Custom Settings" and choose "write" under Web access for the specified role.
C. Add the role under role mapping rules.
D. For the specified realm, enable "write" access under custom settings for Web access.
E. Add the realm under your existing sign-in policy.

Correct Answer: BCE
Section: (none)
Explanation

QUESTION 104
What are three functions of a resource profile? (Choose three.)

A. It creates bookmarks.
B. It specifies resources.
C. It specifies access based on user roles.
D. It maps users to roles based on resource names.
E. It restricts access to resources based on authentication policies.

Correct Answer: ABC
Section: (none)
Explanation

QUESTION 105
When you set a field for a Form POST Single Sign-On (SSO) policy to be user modifiable, on which page can
the end user modify the field?

A. user home page
B. user login page
C. advanced preferences page
D. Web bookmarks page

Correct Answer: C
Section: (none)
Explanation

QUESTION 106
You are the administrator of a large company and you will be implementing two SA 6000s for remote access.
You require high availability and a way to balance the load between thousands of users. Which scenario should
you use for your cluster?
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A. Place both devices in the same LAN and set your cluster to active/passive.
B. Place both devices behind a front-end load balancer and set your cluster to active/passive.
C. Place each device in a different network and set your cluster to active/active.
D. Set your cluster to active/active; an external load balancer will be required.

Correct Answer: D
Section: (none)
Explanation

QUESTION 107
On which three back-end authentication servers can you use the "userAttr" attribute? (Choose three.)

A. RADIUS
B. certificate server
C. LDAP
D. SiteMinder
E. NIS server

Correct Answer: ACD
Section: (none)
Explanation

QUESTION 108
Which statement is true about password mediation?

A. Password mediation is only available for LDAP authentication.
B. With password mediation enabled, if a user logs in to the IVE with an LDAP password that is about to

expire, the user is redirected to a mediation server.
C. Password mediation to an LDAP server is possible only if the LDAP server supports RFC 2195 password

handling.
D. To enable password mediation for LDAP, you must specify valid administrator credentials and specify the

correct LDAP server type.

Correct Answer: D
Section: (none)
Explanation

QUESTION 109
You have created two sign-in URLs on your IVE device -- one for employees and one for partners:
employees.acmegizmo.com partners.acmegizmo.com Employees can access their sign-in page without issue,
but when users visit the "partners.acmegizmo.com" URL, they receive a certificate warning before being
allowed to access the sign-in page. What is causing this to happen?

A. You did not associate any server certificate with the partners.acmegizmo.com sign-in page.
B. You added a wildcard server certificate to the IVE device (*.acmegizmo.com) and properly attached it to

employees.acmegizmo.com but not to partners.acmegizmo.com.
C. It is not possible to have two distinct URLs that do not have the same base sign-in URL; the certificate will

be valid only for the first URL.
D. Partners.acmegizmo.com resolves to the same IP address as employees.acmegizmo.com; the server

certificate is associated with employees.acmegizmo.com.



Correct Answer: D
Section: (none)
Explanation

QUESTION 110
In which two instances should you use a support meeting? (Choose two.)

A. When you need to assist with troubleshooting a client machine
B. When a meeting must be created on demand
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C. When many users will be logging in to the meeting
D. When you want to create the meeting through Microsoft Outlook

Correct Answer: AB
Section: (none)
Explanation

QUESTION 111
Which three client endpoint agents can produce and auto-upload logs when configured to do so? (Choose
three.)

A. Host Checker
B. Terminal Services
C. Installer Service
D. Advanced Endpoint Defense
E. Meetings

Correct Answer: ABE
Section: (none)
Explanation

QUESTION 112
After configuring certificate-based user authentication, you receive a "certificate missing" error when trying to
sign in to the IVE device. What is a possible cause of this problem?

A. You did not upload to the IVE device the user certificate with which you are attempting to authenticate.
B. The user certificate you are using to authenticate has been revoked.
C. The CA used to create the user certificate has not been uploaded to the IVE device.
D. The certificate of the IVE device was created by a CA for which you do not have the CA certificate installed

on your PC.

Correct Answer: C
Section: (none)
Explanation

QUESTION 113
After upgrading your Endpoint Security Assessment Plug-In (ESAP), you notice that several of your predefined
host checker rules are not functioning correctly. How would you resolve this issue?



A. Reboot the IVE device.
B. Restart IVE services to refresh Host Checker rules.
C. Roll back to a previously active version of the plug-in.
D. Re-enable ESAP at the realm level.

Correct Answer: C
Section: (none)
Explanation

QUESTION 114
Where do you create a custom expression in the IVE platform?

A. Authentication server attributes
B. Authentication policy
C. Server catalog
D. Sign-in policies

Correct Answer: C
Section: (none)
Explanation

QUESTION 115
Which two configuration elements are part of a Host Checker policy? (Choose two)
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A. role mapping
B. remediation settings
C. policy rule
D. role restriction

Correct Answer: BC
Section: (none)
Explanation

QUESTION 116
What are three reasons for using certificates? (Choose three.)

A. server authentication
B. user authentication
C. profile assignment
D. role mapping
E. policy assignment

Correct Answer: ABD
Section: (none)
Explanation



QUESTION 117
Why would you create a virtual port on your IVE device?

A. You are configuring your IVE device in a "two-arm DMZ" deployment configuration.
B. You plan to enable active/active clustering.
C. You are configuring SiteMinder authentication, which requires multiple IP addresses.
D. You are installing multiple server certificates to support different hostnames.

Correct Answer: D
Section: (none)
Explanation

QUESTION 118
Cache Cleaner can be configured with which three IVE components? (Choose three.)

A. Sign-in policy
B. Resource profile
C. Realm authentication policy
D. User role
E. Resource policy

Correct Answer: CDE
Section: (none)
Explanation

QUESTION 119
Which three content-types can the IVE compress? (Choose three.)

A. text/javascript (.js)
B. text/xml (.js)
C. application/binary (.bin)
D. executable/application (.app)
E. application/ms-excel (.xls)

Correct Answer: ABE
Section: (none)
Explanation

QUESTION 120
You would like to enable MySecureMeeting to allow your users to create meetings on demand at a
standardized, sequential "room number" URL. When you browse to the Meetings tab of your user role, why
might the option to enable MySecureMeeting be grayed out?
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A. Your Secure Meeting license does not include the feature upgrade to use MySecureMeeting.
B. You have not created a MySecureMeeting sign-in page.
C. You need to define a MySecureMeeting root meeting URL and specify a custom expression on the IVE

device's Secure Meeting configuration page.



D. You need to define a MySecureMeeting root meeting URL and sequential room number prefix on the IVE
device's Secure Meeting configuration page.

Correct Answer: D
Section: (none)
Explanation

QUESTION 121
You need to present data for reporting, and it must include the source IP address, destination IP address, and
length of the connection. What would be the correct log filter to obtain the information?

A. $sourceip, $remotehost, $duration
B. $sourceip, $remoteip, $duration
C. %sourceip%, %destip%, %duration%
D. %sourceip%, %remoteip%, %duration%

Correct Answer: D
Section: (none)
Explanation

QUESTION 122
You have finished setting up your IVS but you seem to be having issues with your configured VLANs. Which
two options should you verify when troubleshooting VLANs on the IVS? (Choose two.)

A. Your virtual port must be assigned to the correct virtual system.
B. Your VLAN must be assigned to the correct virtual system.
C. Your VLAN must use 802.1q tagging.
D. Your VLAN must have enough users allocated to the virtual system.

Correct Answer: BC
Section: (none)
Explanation

QUESTION 123
Which two options must be configured when using session start scripts, session end scripts, or both in a
Windows environment? (Choose two.

A. Script location
B. Script permissions
C. Skip if GINA enabled
D. Prioritize script if GINA enabled

Correct Answer: AC
Section: (none)
Explanation

QUESTION 124
A customer wants to use an SA device to front-end its intranet and block access to its Wiki, but also provide
access to sites like Google, Yahoo, and MSN. Which two settings must be configured to support this scenario?
(Choose two.)



A. Web access control policies
B. selective rewrite
C. passthrough proxy
D. DNS
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Correct Answer: AD
Section: (none)
Explanation

QUESTION 125
Click the Exhibit button. What does the exhibit show?

A. HTML configuration file
B. IVS master database
C. XML configuration file
D. SNMP MIB

Correct Answer: C
Section: (none)
Explanation

QUESTION 126
Which two options must be verified on the IVE device so that only trusted SSL Web sites can be viewed?
(Choose two.)

A. Verify that the certificate is installed under "Trusted Client CAs."
B. Verify that the certificate is installed under "Trusted Server CAs."
C. Verify that "Allow browsing untrusted SSL websites" is not selected under "Web Options."
D. Verify that the certificate is associated with a virtual port.

Correct Answer: BC
Section: (none)
Explanation

QUESTION 127



Click the Exhibit button. Which type of log is shown in the exhibit?

A. events
B. client
C. admin access
D. user access

Correct Answer: B
Section: (none)
Explanation

QUESTION 128
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You are using the scriptable WSAM launcher to access the network. You want to include the URL in the script
that you will be launching. Which switch should you use in the command?

A. -u
B. -p
C. -url
D. -r

Correct Answer: C
Section: (none)
Explanation

QUESTION 129
Which three configuration elements can you use to apply a Host Checker policy to a client session? (Choose
three)

A. sign-in policy
B. role mapping rule
C. resource policy
D. resource restriction
E. authentication policy

Correct Answer: BCE
Section: (none)
Explanation

QUESTION 130



You have created two sign-in URLs on your IVE -- one for employees and one for partners:
employees acmegizmo.com partners.acmegizmo.com Which two actions should you take to avoid having any
receive certificate wamings when they connet to the IVE device? (Choose two.)

A. Append wildcards to the end of the sign-in URLs (employees.acmegizmo.com/* and
partners.acmegizmo.com/*).

B. Load and properly configure a unique certificate on the IVE device for each of the two fully qualified domain
names in the two URLs.

C. Ensure that the IVE device's server certificate references both of the fully qualified domain names in the DN
field.

D. Obtain a wildcard server certificate for *.acmegizmo.com and install it on the IVE device.

Correct Answer: BD
Section: (none)
Explanation

QUESTION 131
Which two proxy scenarios are supported by Network Connect when split tunneling is disabled? (Choose two.)

A. Support for a Winsock proxy client.
B. Explicit proxy to get to the IVE.
C. Hybrid: Proxy to get to the IVE and proxy to get to internal applications.
D. PAC file to get to internal applications.

Correct Answer: BD
Section: (none)
Explanation

QUESTION 132
By default, the IVE device maintains a list of trusted root CAs and possible chains installed on the device. The
list of installed certificates mirrors which operating system and browser?

A. Windows XP SP2 with Internet Explorer 6.0
B. Windows XP SP2 with Internet Explorer 7.0
C. Windows Vista with Internet Explorer 7.0
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D. Windows Vista with any supported browser

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
End of the Document
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QUESTION 133
Your company is rolling out Secure Meeting to assist the helpdesk in troubleshooting desktop issues. Which
type of meeting should you enable on the SSL VPN?



A. Scheduled meeting
B. Technical meeting
C. Support meeting
D. Instant meeting

Correct Answer: C
Section: (none)
Explanation

QUESTION 134
What are three components of the administrative console that a delegated administrator can manage? (Choose
three.)

A. User roles
B. Administrative roles
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C. Administrative realms
D. Resource profiles
E. Troubleshooting

Correct Answer: ADE
Section: (none)
Explanation

QUESTION 135
After upgrading your Endpoint Security Assessment Plug-In (ESAP), you notice that several of your predefined
host checker rules are not functioning correctly. How would you resolve this issue?

A. Reboot the IVE device.
B. Restart IVE services to refresh Host Checker rules.
C. Roll back to a previously active version of the plug-in.
D. Re-enable ESAP at the realm level.

Correct Answer: C
Section: (none)
Explanation

QUESTION 136
Which three configuration elements can you use to apply a Host Checker policy to a client session? (Choose
three)

A. sign-in policy
B. role mapping rule
C. resource policy
D. resource restriction
E. authentication policy

Correct Answer: BCE
Section: (none)



Explanation

Explanation/Reference:
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