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Exam A

QUESTION 1
A customer wants to create a custom Junos Pulse configuration. Which two are required? (Choose two)

A. Connection set
B. Configuration set
C. Custom installer
D. Component set

Correct Answer: AD
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 2
What is a type of firewall enforcer supported by the Junos Pulse Access Control Service?

A. Checkpoint firewall
B. SRX Series device
C. DP sensor
D. MX Series device

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 3
A customer is trying to decide which 802.1X inner protocol to use on their network. The customer requires
that no passwords be sent across the network in plain text, that the protocol be supported by the Windows
native supplicant, and that the protocol supports password changes at Layer 2.

Which protocol would meet the customer's needs?

A. EAP-TLS
B. EAP-MD5
C. PAP
D. EAP-MSCHAPv2

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:
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QUESTION 4
You want to create a Host Checker policy that looks for a specific antivirus product that is running on your
client machines, but the predefined antivirus options do not include the antivirus product version that you
use.

Which feature should you verify the antivirus product is up to date?



A. Enhanced Endpoint Security
B. DP signatures
C. Antivirus licensing
D. Endpoint Security Assessment Plug-in

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 5
You want to customize access to the corporate network so that agentiess users are instructed to obtain a
certificate before accessing the network.
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Which two configurations solve this problem? (Choose two.)

A. Create a custom sign-in page with specific instructions in the "Instructions" field.
B. Create a custom sign-in page with specific "Missing Certificate" messages in the "Custom error

messages" field.
C. Create a custom sign-in policy with specific instructions in the "Instructions" field.
D. Create a custom sign-in notification and assign it to the "Pre-Auth Sign-in Notification" in the sign-in

policy.

Correct Answer: AD
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 6
A user is successfully authenticating to the network but is unable to access protected resources behind a
ScreenOS enforcer. You log in to the ScreenOS enforcer and issue the command get auth table infranet
and you do not see the user listed.

Which two event log settings on the Junos Pulse Access Control Service must you enable to
troubleshootthis issue? (Choose two.)

A. Connection Requests
B. System Errors
C. Enforcer Events
D. Enforcer Command Trace

Correct Answer: CD
Section: (none)
Explanation

Explanation/Reference:
Explanation:
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QUESTION 7
What are two valid configurations for user-driven remediation when a Windows-based endpoint fails a Host
Checker policy? (Choose two.)

A. Kill a running process on the endpoint, based on executable name and MD5 checksum.
B. Delete a file on the endpoint's file system.
C. Download and run a remediation executable from the local software distribution server.
D. Alter registry entries to prevent future execution of an executable, based on executable name and full

path.

Correct Answer: AB
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 8
You are setting up a Junos Pulse Access Control Service. You cannot obtain a device certificate from an
external certificate authority.

"Pass Any Exam. Any Time." - www.actualtests.com 15
Juniper JN0-314 Exam
Which tool should you use to generate a device certificate?

A. OpenSSL
B. OpenSSH
C. OpenLDAP
D. OpenRADIUS

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 9
In a Junos Pulse Access Control Service active/active clustered environment, which statement is true about
VIPs?

A. VIP is not required when using only agentless access for all endpoint platforms.
B. VIP is not required when using Junos Pulse or Odyssey Access Client for all endpoint platforms.
C. VIP is not required when using Junos Pulse and agentless access for all endpoint platforms.
D. VIP is not required when using Odyssey Access Client and agentless access for all endpoint platforms.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:
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QUESTION 10
Which three types of policies must you configure to allow remote users transparent access to protected
resources using IF-MAP Federation between a Junos Pulse Secure Access Service and a Junos Pulse



Access Control Service? (Choose three.)

A. Session-Export policies on the Junos Pulse Secure Access Service
B. Session-Export policies on the Junos Pulse Access Control Service
C. Session-Import policies on the Junos Pulse Secure Access Service
D. Session-Import policies on the Junos Pulse Access Control Service
E. Resource access policies on the Junos Pulse Access Control Service

Correct Answer: ADE
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 11
You are installing a new deployment of the Junos Pulse Access Control Service. You have an existing
RADIUS server that has a populated user file. You are considering using the RADIUS proxy feature.

Which consideration must you take into account?

A. Your RADIUS server database must be replicated onto another device for redundancy.
B. Inner proxy creates a tunnel between the supplicant and the external server.
C. RADIUS proxy causes the role assignment process to be skipped.
D. Outer proxy configuration passes authentication data to the external RADIUS server in clear text.

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 12
You have multiple realms configured on a MAG Series device. A user is authenticating with a non- Junos
Pulse Access Control Service client. The username does not contain a realm suffix.

Which behavior will the user experience?

A. The user will not be able to log-in, as the Junos Pulse Access Control Service device cannot map the
user to a realm when the realm value is empty.

B. The user will be mapped to all realms available to the user.
C. The Junos Pulse Access Control Service device displays a page where the user must choose from a list

of realms.
D. The endpoint is assigned to the first realm in the list whose authentication server is a match with the

endpoints software.

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:
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QUESTION 13
A customer is trying to determine which client to deploy. The customer wants to be able to perform Layer 2
authentication as well as connect to the Junos Pulse Secure Access Service.



Which client should the customer deploy?

A. Windows native supplicant
B. Odyssey Access Client
C. Junos Pulse
D. Network Connect

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 14
You are configuring an LDAP authentication server, and you want to configure role-mapping rules based on
group membership. When you attempt to search for groups in the server catalog, no groups appear.

Assuming the LDAP server is reachable and functioning properly, in the admin GUI. Which two parts of the
configuration should you verify are correct? (Choose two.)

A. Finding user entries
B. Authentication required?
C. LDAP Server Type
D. Determining group membership

Correct Answer: BD
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 15
Before replacing a MAG Series device, using the admin GUI, you export two backup files, system.cfg from
"Maintenance" > "ImportfExport Configuration" and user.cfg from "Maintenance" > "Import/Export Users".
When you receive the new hardware, you import all of the settings stored in
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the system.cfg file (including the IP address, network configuration, and device certificates), but you fail to
import the user.cfg file.

Which three configuration areas were updated by system.cfg? (Choose three.)

A. Cluster configuration settings
B. Static routes
C. SNMP settings
D. Sign-in policies
E. MAC authentication realms

Correct Answer: ABC
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 16



You administer a network containing SRX Series firewalls. New policy requires that you implement MAG
Series devices to provide access control for end users. The policy requires that the SRX Series devices
dynamically enforce security policy based on the source IP address of the user. The policy also requires
that the users communicate with protected resources using encrypted traffic.

Which two statements are true? (Choose two.)

A. The endpoints can use agentless access.
B. Encrypted traffic flows between the endpoint and the enforcer.
C. Encrypted traffic flows between the endpoint and the protected resource
D. The endpoints can use the Odyssey Access Client.

Correct Answer: BD
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 17
Without calling JTAC, which two troubleshooting tools on a MAG Series device would you use to identify the
cause of an authentication failure?

A. Remote Debugging
B. System Snapshot
C. User Access logs
D. Policy Tracing

Correct Answer: CD
Section: (none)
Explanation

Explanation/Reference:
Explanation:
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QUESTION 18
Two MAG4610s are running in an active/passive cluster configuration. The system administrator is planning
to apply a service package to the cluster.

Which process should the administrator follow?

A. Perform the upgrade on the active node of the cluster. When completed, the node reboots and then
pushes the service package to the passive node automatically.

B. Perform the upgrade on the passive node of the cluster. When completed, the node reboots and then
pushes the service package to the active node automatically.

C. On the clustering status page, disable the active node. Perform the upgrade on the disabled node.
When completed and the node reboots, enable the node on the clustering status page.
Repeat the process on the passive node.

D. On the clustering status page, disable the passive node. Perform the upgrade on the disabled node.
When completed and the node reboots, enable the node on the clustering status page.
Repeat the process on the active node.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:



QUESTION 19
You have a firewall enforcer protecting sensitive internal resources in a data center. The network traversed
by endpoint traffic is semi-trusted, so you need to encrypt the traffic between the endpoints accessing the
resources and the firewall enforcer.

Which type of policies provide this level of protection?

A. resource access policies
B. Host Enforcer policies
C. source IP enforcement policies
D. IPsec enforcement policies

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

QUESTION 20
How would an end user add both a Junos Pulse Access Control Service URL and a Junos Pulse Secure
Access Service URL to the same Junos Pulse client?

A. By adding two separate connections in the connections dialog box
B. By adding two separate intranet Controllers under the configuration hierarchy
C. By adding one intranet Controller and one SA under the configuration hierarchy
D. By adding two URLs under a connection in the connections dialog box

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 21
Which service is provided by a MAG Series device?

A. Routing
B. MPLS VPNs
C. Access control
D. Intrusion detection

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 22
A user calls the help desk and explains that they just purchased a Macintosh computer. When they log into
the network, the Odyssey Access Client is not automatically downloaded as it was when the user used their
Windows PC.

How do you resolve this issue?

A. Download the Macintosh installer from the Junos Pulse Access Control Service and manually install the
Odyssey Access Client.



B. Provide the user with the sign-in URL you set up for Macintosh users; this will push the Odyssey Access
Client to the user's machine.

C. Assist the user to configure the Macintosh native supplicant and provide the AppleScnptto expose the
EAP-JUAC inner authentication protocol.

D. Configure the user's role to install the Java agent, which is a requirement to allow the Junos "Pass Any
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Pulse Access Control Service to deploy the Odyssey Access Client.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 23
Your company has deployed the Junos Pulse Access Control Service. The system administrator notices
that the Host Checker policies are not being applied and enforced. You have verified that the controller's
configuration is correct.

Which two conditions are causing this issue? (Choose two.)

A. The endpoint is using EAP-PEAP with EAP-GTC as the inner protocol,
B. The endpoint is using EAP-TTLS with EAP-JUAC as the inner protocol.
C. The endpoint is using EAP-FAST with EAP-GTC as the inner protocol,
D. The endpoint is using EAP-PEAP with EAP-JUAC as the inner protocol.

Correct Answer: AC
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 24
You want to provide 802.1X access for Windows clients using Junos Pulse as the agent. Which two
considerations must you take into account? (Choose two.)

A. Junos Pulse outer authentication uses EAP-PEAP.
B. Junos Pulse outer authentication uses EAP-TTLS.
C. Junos Pulse inner authentication uses EAP-MSCHAP-V2.
D. The endpoint must use the native Microsoft 802.1X supplicant.

Correct Answer: BD
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 25
What is a function of a user role?
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A. It defines the IPsec parameters for the role.
B. It assigns access to resources.
C. It associates the user with a RADIUS server.



D. It defines the types of authentication methods available to the user

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 26
At which point in the authentication process does the Junos Pulse Access Control Service determine
whether the endpoint complies with a realm's authentication policy?

A. Before the user credentials are submitted to the authentication server
B. After the user has successfully been authenticated by the authentication server
C. During the role-mapping process
D. After the user has been assigned a role

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 27
You are installing a MAG Series device for access control using an SRX Series device as the firewall
enforcer. The MAG Series device resides in the same security zone as users. However, the users reside in
different subnets and use the SRX Series device as an IP gateway.

Which statement is true?

A. You must configure a security policy on the SRX Series device to allow traffic to flow from the user
devices to the MAG Series device.

B. No security policy is necessary on the SRX Series device to allow traffic to flow from the user devices to
the MAG Series device.

C. You must configure host-inbound traffic on the SRX Series device to allow SSL traffic between the MAG
Series device and the user devices.

D. You must configure host-inbound traffic on the SRX Series device to allow EAP traffic between the MAG
Series device and the user devices.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:
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QUESTION 28
Which Junos Pulse Access Control Service client provides a built-in viewer to access local logs?

A. Odyssey Access Client
B. Junos Pulse
C. Java agent
D. Agent less access

Correct Answer: A



Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 29
A user logs in and is mapped to two roles. The first role has a maximum timeout value of 600 minutes and
the default Juniper Networks logo on the user interface page. The second role has a maximum timeout
value of 1200 minutes and a custom logo on the user interface page.

Based on the merging of these two roles, which two will be applied? (Choose two.)

A. A custom logo on the user interface page
B. A maximum timeout value of 600 minutes
C. A maximum time out value of 1200 minutes
D. A default Juniper Networks logo on the user interface page

Correct Answer: CD
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 30
You have created a security policy on an SRX240 that permits traffic from any source-address, any
destination-address, and any application. The policy will be a source IP policy for use with the Junos Pulse
Access Control Service.

What must you add to complete the security policy configuration?
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A. The intranet-auth authentication option
B. The redirect-portal application service
C. The uac-policy application service
D. The ipsec-vpn tunnel

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 31
What are two benefits of integrating Junos Pulse Access Control Service with Security Threat Response
Manager (STRM)? (Choose two.)

A. The ability to detect and prevent malicious traffic.
B. The ability to associate security breaches with a specific user.
C. Converged management of network and security events, network flow data, and identity information.
D. Consistent device management across administrative realms.

Correct Answer: BC
Section: (none)
Explanation



Explanation/Reference:
Explanation:

QUESTION 32
You have a firewall enforcer receiving resource access policies from a Junos Pulse Access Control Service.
You are using Network and Security Manager (NSM) for configuration management on that firewall. The
firewall can also be configured using its built-in command-line interface (CLI) or Web-based user interface
(WebUI).

To avoid conflicting configurations, which two interfaces must you use to configure the firewall enforcer?
(Choose two.)

A. CLI
B. WebUI
C. NSM
D. Junos Pulse Access Control Service

Correct Answer: CD
Section: (none)
Explanation

Explanation/Reference:
Explanation:
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QUESTION 33
End users want to map a network drive on their PCs when they are connected to the Junos Pulse Access
Control Service. The mapped drive must be removed when users disconnect their session.

Which feature addresses this requirement?

A. agent session scripts
B. preconfiguration installer
C. Junos Pulse component set
D. agent actions

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 34
Your corporate security policy requires that a user performing attacks must have limited network access
and activities until an administrator can investigate.

In the admin GUI, which sensor event policy action must you configure in "Configuration" > "Sensors" >
"Sensor Event Policies" > [rule name] to accomplish this?

A. Ignore
B. Replace user's role
C. Terminate user session
D. Disable user account

Correct Answer: B
Section: (none)
Explanation



Explanation/Reference:
Explanation:

QUESTION 35
You are the network administrator for your company. A user is complaining that they are not able to access
the network with the Junos Pulse client. You run a packet capture on the network interface to monitor the
802.1X authentication process. You notice that after the EAP- request/identity packet is received, and the
supplicant responds with an EAP-response/identity packet, no further communication occurs for several
seconds.
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What are three causes for this behavior? (Choose three.)

A. The authenticator is not licensed to support Junos Pulse.
B. The authenticator did not receive the EAP-response/identity packet.
C. The authentication server is not receiving the RADIUS packet containing the EAP- response/identity

data.
D. The authenticator is sending the request over its loopback interface.
E. The authentication server is sending back a RADIUS response packet, but the authenticator is not

forwarding the response back to the supplicant.

Correct Answer: BCE
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 36
When using RADIUS as an external authentication method for 802.1X authentication for the Junos Pulse
Access Control Service, what must you do to ensure that the RADIUS authentication works properly?

A. Configure IP helper to forward the authentication requests from the clients to the external RADIUS
server

B. Configure the supplicant as anexternal authentication server
C. Configure RADIUS proxy on the realm
D. Specify the correct RADIUS port 389 on the Junos Pulse Access Control Service

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 37
You are validating the configuration of your SRX Series device and see the output shown below.

What does this indicate?

A. The SRX Series device has been configured correctly, the Junos Pulse Access Control Service is
reachable on the network, and the SRX Series device is waiting to receive the initial connection "Pass
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from the Junos Pulse Access Control Service.



B. The SRX Series device has confirmed that the Junos Pulse Access Control Service is configured and is
reachable on the network, the SRX Series device is waiting to receive the connection from the Junos
Pulse Access Control Service, and all that remains to be accomplished is to configure the SRX Series
device.

C. The SRX Series device is configured correctly and connected to the Junos Pulse Access Control
Service. All that remains to be done to complete the configuration is to configure the SRX Series device
on the Junos Pulse Access Control Service.

D. Both the Junos Pulse Access Control Service and the SRX Series device are configured correctly and
communicating with each other.

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 38
In the admin GUI, you navigate to "System" > "Status" > "Active Users". You see several buttons, including
"Delete Session", "Delete All Sessions". "Refresh Roles", and "Disable All Users".

Which two statements are true? (Choose two.)

A. To forcibly sign out a single user, you should select the check box next to that user's login name, then
select "Delete Session".

B. If you select "Delete All Sessions", all users are forcibly signed out and are unable to sign in again until
"Enable All Users" is selected.

C. Selecting "Disable All Users" prevents users from signing in and starting a new session, but does not
forcibly sign out any users that already have an existing session.

D. Selecting "Refresh Roles" re-evaluates authentication policies, role-mapping rules, and resource
policies for all existing user sessions.

Correct Answer: AD
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 39
Which three features are supported with the Junos Pulse client? (Choose three.)

A. third-party RADIUS support
B. Host Enforcer
C. Host Checker
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D. IPsec
E. soft tokens

Correct Answer: CDE
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 40
You are deploying a Junos Pulse Access Control Service cluster in active/passive mode. How do you
configure the IP address on the SRX Series devices?



A. Configure a single Junos Pulse Access Control Service instance on the enforcer, specifying the VIP as
the IP address of the instance.

B. Configure multiple Junos Pulse Access Control Service instances on the enforcer, specifying the
specific IP address of each device in a separate instance.

C. Configure a single Junos Pulse Access Control Service instance on the enforcer, specifying the VIP and
active node IP address in the instance.

D. Configure a single Junos Pulse Access Control Service instance on the enforcer, specifying the VIP and
passive node IP address in the instance.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 41
You are configuring captive portal on your SRX Series device for guest user access.

When would you use the redirect-traffic all command?

A. When you want all unauthenticated traffic to be redirected
B. When you want all clear text traffic to be redirected.
C. When you want all authenticated traffic to be redirected.
D. When you want all encrypted traffic to be redirected.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 42
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You administer a network with Windows-based endpoints that have custom software images. You want to
use Host Checker to require that endpoints are running the custom software image.

Which two Host Checker policy rules would be used to enforce this requirement? (Choose two.)

A. Isolate a file name unique to the custom image and create a custom rule-type of "File" which matches
on the file. Select the "Required" option under the custom rule.

B. Identify the MAC address unique to network cards installed in PCs with the custom image and create a
custom rule-type of "MAC Address" which matches on the appropriate MAC address.
Select the "Required" option under the custom rule

C. Identify the IP address unique to the network cards installed in PCs with the custom image and create a
custom rule-type of "IP Address" which matches on the appropriate IP address. Select the "Required"
option under the custom rule.

D. Isolate or create a unique Windows registry key for the custom image and create a custom rule- type of
"Registry Setting" which matches on the name of the registry key.

Correct Answer: AD
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 43
You are an administrator of a large campus network. Every switch on a floor within each building of your



campus has been configured for a different VLAN. During implementation of the Junos Pulse Access
Control Service, you must configure a RADIUS return attribute policy to apply a role representing a group of
authenticated users that frequently transport their laptops from building to building and floor to floor.

In the admin GUI, which policy element would you enable to accommodate these users?

A. Add Session-Timeout attribute with value equal to the session lifetime
B. Add Termination-Action attribute with value equal 1
C. VLAN
D. Open port

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 44
You want to enforce a Host Checker policy so that only users who pass the policy receive the Employee
role. In the admin GUI, which two parameters must you configure? (Choose two.)

A. Select "Require and Enforce" for the Host Checker Policy in the realm authentication policy.
B. Select "Evaluate Policies" for the Host Checker policy in the realm authentication policy.
C. Configure the Host Checker policy as a role restriction for the Employee role.
D. Configure the Host Checker policy as a resource access policy for the Employee role.

Correct Answer: BC
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 45
What are three default role-mapping rule values that are available for all realms? (Choose three.)

A. Username
B. LDAP user
C. Certificate
D. Custom expressions
E. Source y IP

Correct Answer: ACD
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 46
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You are performing the initial setup of a new MAG Series device and have installed a valid CA- signed
certificate on the MAG Series device. Connectivity to an existing SRX Series firewall enforcer cannot be
obtained.

What are two explanations for this behavior? (Choose two.)

A. The MAG Series device has multiple ports associated with the certificate.



B. The MAG Series device's serial number needs to be configured on the SRX Series device.
C. The SRX Series device must have a certificate signed by the same authority as the MAG Series device.
D. The MAG Series device and SRX Series device are not synchronized to an NTP server.

Correct Answer: CD
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 47
What is a Host Enforcer policy?

A. A policy that is defined on the endpoint that permits or denies inbound or outbound traffic.
B. A policy that is sent to the endpoint that permits or denies inbound or outbound traffic.
C. A policy that is sent to the protected resource that permits or denies inbound or outbound traffic.
D. A policy that is defined on the protected resource that permits or denies inbound or outbound traffic.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 48
Your IT director has decided to allow employees to use their laptops at home as well as in the office. You
have deployed the Junos Pulse client to allow access to the office's 802.1X-enabled wired network. Your
company also has the Junos Pulse Secure Access Service deployed. You want the Junos Pulse client to
automatically launch the appropriate access method depending on each user's location.

Which three are supported to determine the user's location? (Choose three.)

A. MAC address
B. DNS server
C. DHCP server
D. resolve address
E. endpoint address

Correct Answer: BDE
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 49
A system administrator wants to configure 802.1X on an Ethernet switch to enable access to specific parts
of the network based on group memberships.

How can the administrator accomplish this goal?

A. Configure roles based on departments and assign access based on source IP address.
B. Configure roles based on the user's manager and assign access based on the user's MAC address
C. Configure roles based on group memberships and assign a specific VLAN to the role.yConfigure roles

based on a RADIUS request attribute and assign a specific VLAN to the role.

Correct Answer: C
Section: (none)



Explanation

Explanation/Reference:
Explanation:

QUESTION 50
When configuring a single SRX210 as a firewall enforcer to a MAG4610 active/passive cluster, which
statement supports a fault-tolerant configuration?

A. The cluster VIP is defined on the MAG4610 cluster, and the VIP of the cluster is defined as an instance
on the SRX Series device.

B. The cluster VIP is not defined on the MAG4610 cluster, and the IP address of both the active and
passive nodes of the cluster are defined as separate instances on the SRX Series device.

C. The cluster VIP is defined on the MAG4610 cluster, and the IP address of the active node is defined as
an instance on the SRX Series device.

D. The cluster VIP is not defined on the MAG4610 cluster, and the IP address of the passive node is
defined as an instance on the SRX Series device.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:
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QUESTION 51
What are two use cases enabled by IF-MAP Federation? (Choose two.)

A. Users authenticated to one Junos Pulse Access Control Service can transparently access resources
protected by another Junos Pulse Access Control Service.

B. Users authenticated to a Junos Pulse Access Control Service can transparently access resources
protected by a Junos Pulse Secure Access Service.

C. Remote access users authenticated to a Junos Pulse Secure Access Service can transparently access
resources protected by a Junos Pulse Access Control Service.

D. Remote access users authenticated to one Junos Pulse Secure Access Service can transparently
access resources protected by another Junos Pulse Secure Access Service.

Correct Answer: AC
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 52
Using an LDAP authentication server, what do you configure to validate certificate attributes?

A. Use the "is exactly" or "contains" operators.
B. Create a user filter matching the DN of the certificate.



C. Verify that the certificate is issued by a publicly trusted CA.
D. Match the certificate type and value with an attribute from the LDAP server.

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 53
In the Junos Pulse Access Control Service, which three actions are only available in the admin GUI?
(Choose three.)

A. Take a "System Snapshot"
B. Configure "Licensing"
C. Review the "Events"
D. Set the date and time
E. Upgrade or downgrade the firmware

Correct Answer: BDE
Section: (none)
Explanation

Explanation/Reference:
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Explanation:

QUESTION 54
What are two steps to configure user authentication for a Junos Pulse Access Control Service? (Choose
two.)

A. Configure an authentication policy as part of the user role definitions.
B. Configure a Sign-in Policy.
C. Configure authentication agents as part of the user role definitions.
D. Configure an authentication policy as part of the authentication realm definition.

Correct Answer: BD
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 55
You are configuring an SRX210 as a firewall enforcer that will tunnel IPsec traffic from several Junos Pulse
users. Which two parameters must you configure on the SRX210? (Choose two.)

A. access profile
B. IKE parameters
C. tunneled interface
D. redirect policy

Correct Answer: AB
Section: (none)
Explanation

Explanation/Reference:



Explanation:

QUESTION 56
Which Junos Pulse feature allows the user to log in once through a Junos Pulse Secure Access Service on
the network and then access resources protected by a Junos Pulse Access Control Service without
reauthentication?

A. Roaming Session
B. Session Migration
C. Location Awareness
D. Persistent Session

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 57
Your manager has informed you that only specific users can have access to the Preferred Members role,
and that these users are restricted to the Preferred Members role. The Preferred Members role-mapping
rule is currently set as the last rule in your role-mapping rules and is based

"Pass Any Exam. Any Time." - www.actualtests.com 47
Juniper JN0-314 Exam
on username. Currently all users are assigned to the Preferred Members role-mapping rule.

Which three changes in the admin GUI will enforce your manager's change request? (Choose three.)

A. Move the Preferred Members role-mapping rule to the top of the list.
B. Remove the Preferred Members role from the role-mapping rule.
C. Edit the Preferred Members role-mapping rule so that the username is equal to *.
D. Edit the Preferred Members role-mapping rule so that only the select users are assigned to the role-

mapping rule.
E. Edit the Preferred Members role-mapping rule and select "Stop processing rules when this rule

matches".

Correct Answer: ADE
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 58
You are the administrator of a Junos Pulse Access Control Service implementation. You must restrict
authenticated users connected from the branch offices to a few specific resources within the data center.
However, when the authenticated users are connected at the corporate office, they are allowed more
access to the data center resources. You have created two roles with different levels of access and are
trying to determine the best way of controlling when a user is mapped to a specific role. Having the user
prompted to manually select their role is possible, but you want to automate the process.

Which configuration solves this problem?

A. Implement a RADIUS request attribute policy to assist with realm selection and create different role-
mapping rules for the user in each realm.

B. Implement a directory/attribute server on the realm and set up this server to determine by group
membership the proper role to which a user should be mapped.

C. Reorder the role-mapping rules to allow for the more open role to be mapped first and then enable the
"stop processing rules when this rule matches" function on this role.



D. Implement a Host Checker policy on the realm that determines the geographic location of the device
and restricts the user based on the results of the policy.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:
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QUESTION 59
An authentication realm consists of which three authentication resources? (Choose three.)

A. Authentication server
B. Session options
C. Authentication policy
D. End-point security policy
E. Role-mapping rules

Correct Answer: ACE
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 60
Your security policy requires that users authenticating to the Junos Pulse Access Control Service are
connecting from a domain member endpoint on the internal corporate network.

Which set of role access restrictions must you configure to enforce this security policy?

A. Source IP and browser
B. Source IP and certificate
C. Certificate and Host Checker
D. Host Checker and source IP

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
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